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Foreword: Trust, Reputation Systems, and the Immune System of 
Democracy

Craig Newmark

People use social networking tools to figure out whom they can trust and rely on for decision making. By the end of this decade, power and influence will have shifted largely to those people with the best reputations and trust networks and away from people with money and nominal power. That is, peer networks will confer legitimacy on people emerging from the grassroots.This shift is already happening, gradually creating a new power and influence equi­librium with new checks and balances. It will seem dramatic when its tipping point occurs, even though we're living through it now. Everyone will get a chance to partici­pate in large or small ways, giving a voice to what we once called "the silent majority."When we need help with decision making, we get recommendations from people we trust; that trust is built on some combination of personal experience and reputa­tion. That's the way humans work. We talk about reputation being one's greatest asset.In real life, personal networks are pretty small—people numbering maybe in the hundreds. Mass media plays a role in shaping reputation for a small number of people, including celebrities and politicians. Very few people have influence in this environment.Internet culture and technology change this dramatically. People tend to work with each other. People are normally trustworthy—and despite their large media footprint, there aren't many bad guys out there. People are finding that reputation and recom­mendation systems can be used to drive a lot of profit.Reputation is contextual: you might trust someone when it comes to dry cleaners but not politics. So we want to be able to see whom we might be able to trust—maybe by seeing some explicit measurement, or maybe by seeing something implicit, like their history, and who trusts them.We already see various forms of reputation and recommendation systems evolv­ing, often with mixtures of preselected experts or professionals. Amazon.com and ConsumerReports.org do a good job of this. (Disclaimer: I'm on the board of Consumer Reports, since their record for integrity is close to perfect.)

Amazon.com
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Wikipedia.org does a very good job of this, mostly by having lots of people keep an eye on articles—particularly the more controversial ones. There are ongoing issues that are being addressed in good conscience as people develop new methods to address information quality and reliability.We also see reputation and influence reflected in social networking sites. Such sys­tems show history and context, which play into trust, as well as connections to other people.Cory Doctorow postulates a kind of trustworthiness currency called "Whuffie." You trust someone, maybe want to reward them for something—you give them points. Turns out that there's an experimental repository of Whuffie: the Whuffie Bank. Although this sounds facetious, it's a very simple solution to the complex problem of tracking trust.One prominent experiment in directly measuring trust is Honestly.com (formerly Unvarnished), launched in beta form in 2010. You rate what trust you have in specific individuals, and they might rate you. Honestly.com is pretty controversial and has at­tracted a lot of legal speculation. They're trying to address all the problems related to the trustworthiness of the information they receive, and if they can do so, they might become very successful.This trustworthiness point raises an issue that all such systems have: they might be easy to game. Any such system is vulnerable to disinformation attacks, whereby people who are smart enough (and dishonest enough) can figure out how to fake good or bad ratings. There are numerous very successful groups that are really good at such disinformation in conventional and social media, often called "front groups," "influ­ence peddlers,” or "astroturfers." One good watchdog of such groups is the Center for Media and Democracy.Trust is transitive—it depends on the trustworthiness of the people who trust some­one. If person A trusts you, and person B trusts A, then that might affect how person B measures your trustworthiness. However, such logic gets complicated when that web of trust involves seven billion people—or even a few thousand people. It's a research problem.How do we trust the custodians of trustworthiness? We need to have some confi­dence that they're not fiddling the ratings, that they're reasonably secure. After all, trust and reputation are really valuable assets.I think the solution lies in a network of trust and reputation systems. We're seeing the evolution of a number of different ways of measuring trust, which reflects a human reality; different people think of trust in different ways.The repositories of trust information are the banks in which we store this big asset. Like any banks, having a lot of this kind of currency confers a lot of power. Having competition provides checks and balances.

Wikipedia.org
Honestly.com
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To restate the bottom line: we are already seeing a shift in power and influence, a big wave that will be significant by the end of this decade. Right now, it's like the mo­ment before a tsunami, in which the water is drawn away from the shore. It's time to get ahead of that curve.As you read this book, here are some questions to ask yourself:• How might reputation help build "the immune system of democracy"?• What "immune system disorders" would you suggest watching for?• What opportunities do you see?Those who are building, using, and regulating reputation systems should be think­ing about what change they want to see in the world. Now is also a good time for those people to think about what unanticipated consequences their work might have.Once the bugs are worked out, reputation and trust might be a key part of the immune system of democracy—a set of technologies and practices that help power, influence, and legitimacy to flow toward those who are willing and able to tackle the challenges that affect us all.
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Introduction: Building the Reputation Society

Hassan Masum, Mark Tovey, and Yi-Cheng Zhang

The principal office of history I take to be this: to prevent virtuous actions from being forgotten, 
and that evil words and deeds should fear an infamous reputation with posterity.
—Tacitus, Roman historian

The Rise and Importance of Online ReputationSince the dawn of history, humans have faced the necessity of deciding whom to trust and what to believe. Yet a dramatic intensification of the scope and speed of interac­tions in our modern society is driving an increasing need to distinguish what is true, useful, and relevant from what is not. So how can people decide whom to trust, what to choose, and which leaders and ideas to support?In day-to-day life, we can usually make decisions and judgments based on firsthand experience. We can also obtain information from others in our immediate circle. How­ever, personally obtained information is not always enough to make good decisions, or come to appropriate judgments.Historically, in order to share judgments effectively, various forms of reputation arose. In times past, in villages and clans, gossip and gatherings spread information about local conditions and the character of particular people (Bailey 1971). More re­cently, the media—often in concert with state and religious power—promulgated and shaped opinions over large territories. To facilitate mutually beneficial exchange, trad­ing guilds and certification agencies developed reputational mechanisms (Klein 1997), as did sovereign nations borrowing internationally (Tomz 2007). Reputation has al­ways operated within networks of relationships (Craik 2009). It still does, even as these networks grow in complexity and speed, and spawn new online forms of trust and reputation (Golbeck 2009; Josang, Ismail, and Boyd 2007).In today's world, reliable advice from others' experiences is often unavailable, whether for buying products, choosing a service, or judging a policy. One promising solution is to bring to reputation a similar kind of systematization as currencies, laws, and accounting brought to primitive barter economies. Properly designed reputation 
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systems have the potential to reshape society for the better by shining the light of ac­countability into dark places, through the mediated judgments of billions of people worldwide, to create what we call the Reputation Society (Masum and Zhang 2004).A key concern of the Reputation Society is the need to deal with information over­load. When anything can be broadcast and accessed, filtering becomes essential (Shenk 1997). Worse yet, long-term civic issues can become lost in a constant stream of short­term distractions. How do we find what is relevant and worth acting on?The effective use of reputation has implications for many of our daily activities. In the marketplace, being able to judge which products are worth buying ensures value for money and provides sellers incentive to improve. Medically, the difference between the worst and best treatment can be the difference between life and death. Politically, the ability to distinguish between truth and falsehood determines the shape of our democracies and the trustworthiness of our leaders.Buoyed by the successes of human ingenuity to date, some optimists see no need for systematic efforts to tackle such challenges, believing that the right solutions will naturally emerge from inquisitive minds and competitive markets. Others—skeptics and pessimists—have resigned themselves to the failings of the human race, and so also do not see value in systematic efforts for improvement.We differ with both the optimists and the pessimists. We believe that determined effort can create institutions and mechanisms that can stand as examples for the world. A realistic understanding of human nature, combined with wise rules, can guard liber­ties and pave the way for future progress—as the Constitutions of the United States and other democracies have done for so long by protecting and improving social welfare.
What Kind of World Might Online Reputation Lead To?To make the potential of online reputation clearer, we offer some examples of what the development of online reputation might accomplish.
Buying WiselyEach day, people decide which goods and services to purchase. Many of these decisions are made with inadequate information about the quality of the products. Our infor­mation about products is obtained largely through image-based advertising, with little reliable quality assessment.However, information about product quality is increasingly available through cer­tification agencies, which rate products for safety (Underwriters Laboratories), quality (Consumer Reports), sustainability (ForestEthics) and other factors. What if such sys­tems could also incorporate evaluations from a global population, using information from services similar to Epinions.com? Being able to make most buying decisions as 

Epinions.com
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if a team of expert advisors were at your side could significantly improve the quality of goods and services across the economy, and increase collective satisfaction (Zhang 2005).In fact, online reputation has been adopted by many well-known e-commerce sites, such as Amazon.com, eBay.com, and TripAdvisor.com. These sites may assign reputa­tion explicitly (e.g., using five-star rating scales) or implicitly (e.g., displaying how many helpful contributions a user has made). Such reputations may be used to as­sess objects (GoodGuide.com), people (RateMyProfessors.com), or even ideas (WhyNot .net). The design of these reputation systems requires a combination of technical and social knowledge, along with practical experience (Farmer and Glass 2010).
Achieving SustainabilityEvolving a society based on sustainable prosperity—that is, achieving continuing hu­man advancement while using resources in a way that keeps them viable for our chil­dren and their descendants—is one of the great challenges of the twenty-first century (Brown 2009). Sharing goods and services more effectively could be part of the so­lution. Car-sharing services, for example, are rapidly gaining in popularity in urban areas. Botsman and Rogers (2010) document examples of people sharing everything from power tools to office space. Reputation systems are essential to making such shar­ing work. We might be ready to lend a drill to a neighbor who has been highly rated by other neighbors, but be wary of a neighbor with a reputation for carelessness. More broadly, putting trusted ratings for products and investments at our fingertips might make it easier to choose more ecologically friendly options (Goleman 2010).
Upgrading PoliticsUnlike previous generations, it may no longer be necessary for us to choose between populism and rulership by elites. Consider a project like TheyWorkForYou.com (one of a group of web projects created by MySociety.org, a nonpartisan group in the United Kingdom). On this website, the performance of each UK member of parliament (MP) is tracked in various ways. This information includes the number of votes and de­bates in parliament in which the MP has participated, the readability of their parlia­mentary speeches, and the number of annotations that the public has made on those speeches.Tools for rating policies (Giirkan et al. 2010) and for tracking performance and cor­ruption (Picci 2011) might enable the public to make politicians more accountable. The political process itself could expand to include citizens as co-equal partners in "collaborative democracy" (Lathrop and Ruma 2010; Noveck 2009), if facilitated by tools that allow participation that is both inclusive and effective (Tovey 2008).There is also a dark side to online reputation systems. Exploring possible negative scenarios can suggest futures we may want to avoid.

Amazon.com
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Avoiding Mobocracy OnlineIn many instances, citizens have cooperated online to expose or punish what they con­sider to be repugnant behavior (Solove 2007). If a woman is captured on YouTube.com refusing to pick up her dog's excrement on the subway, some degree of sanction may be appropriate. But what if her name, picture, address, and place of work are publicized online? There are documented instances in which digital vigilantes take it upon them­selves to harass a person by phone or complain to that person's place of employment, resulting in the person losing his or her job (Downey 2010). How far can community sanction go before the sanction causes unwarranted shame, fear, and economic harm?Although the Internet has been a source of much progress, it has also been a plat­form for significant personal harms (Levmore and Nussbaum 2011). Even when wrong­doings deserve sanction, a mob's collective punishment may lack accountability and be disproportionately harsh. Darker scenarios are possible if digital mobs are systemati­cally encouraged by parties with extremist agendas.
Defending Your Good NameWhat would you do if you searched for your name online and found that someone had written lies about you—lies with repercussions to your livelihood, family, or standing in the community? Though you may have done nothing wrong and may have no ill will toward any person, anyone can choose to write about you online, and at present there is surprisingly little recourse. Although reputation system designers understand these issues and try to engineer safeguards against misuse, poorly designed reputation systems make it easier to blackball people or organizations.To guard against unwarranted online reputation attacks, methods have been proposed such as proactively providing accurate information and monitoring one's "namespace" (Fertik and Thompson 2010). How well will such safeguards work in the reputation systems of the future? What might be the effect on our society of reputa­tion records that last for one's entire lifetime, or of the expansion of credit records into "customer desirability scores" that determine when and how warmly one is welcome in a place of business? Reputational harms to individuals might also come from corporate or state actors—perhaps even combined in an intrusive, high-tech "security-industrial complex" (Doctorow 2007). Such asymmetries of power, if not controlled by checks and balances, could pose a threat to the freedoms and liberties of modern societies.
A Look Ahead

Practical steps toward a better world begin with visions of how that world could take shape. The authors in this book highlight a number of dangers associated with online reputation, while giving a sense of what could be a fairer and more livable world: the Reputation Society.

YouTube.com
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Part I lays a base for what follows by focusing on understanding reputation. Della- rocas looks at the promises and challenges of online reputation mechanism design and considers how to implement the right incentives for good behavior, truthful report­ing, and resistance to manipulation. Farmer shares some of the signposts, warnings, and potential solutions he has encountered over two decades of building reputation systems. Clippinger discusses connections between evolutionary biology, finance, and reputation systems, and suggests design principles to make reputation systems more effective.Part II takes up challenges of regulating societies. Whitfield shows how many as­pects of reputation have occurred in the animal world and in the evolution of our own species, and suggests lessons for the future that can be learned from the past. Goldman considers how well-functioning marketplaces depend on the vibrant flow of accurate reputations, and what the challenges and future options are for regula­tion of reputational information. Strahilevitz discusses how reputation might comple­ment regulation in the context of landlord-tenant relations, antidiscrimination law, and commercial disputes, and proposes that greater access to reputational information could be a twenty-first-century public good.Part III looks at reputation's role in amplifying signals. Lampe shows that rating and reputation systems can perform socializing functions by making desirable behav­iors clear and supporting community norms. Steffen discusses how "attention phi­lanthropy" can help important ideas enter the mainstream by acting as a reputation booster that redistributes attention. Maxson and Kuraishi suggest how reputation information in philanthropy can help determine which worthy-sounding projects achieve real impact.Part IV explores reputation's functions in supporting science. Nielsen warns of the dangers of overreliance on any single metric of success and suggests a more diverse approach to deciding what risky endeavors to collectively support—a perspective with implications beyond science. Henning, Hoyt, and Reichelt propose moving beyond today's citation metrics to usage-based metrics, which could measure how articles are actually read and used. Willinsky considers the effect that open access has on reputa­tion in academia and research publishing.Part V considers how reputation can help in improving policies. Picci shows how making government behavior transparent and understandable can enable reputation­based governance, and improve its accountability. Massa discusses design choices and trust metrics that may help balance between the extremes of echo chambers and tyr­annies of the majority. Iandoli, Introne, and Klein describe how reputation-enabled "argument maps" can highlight ideas of collective interest and promote more effective and collaborative deliberation.Part VI brings the book to a close by envisaging scenarios for the Reputation Society. Zimmer and Hoffman address the twin risks of the oversharing of personal information 
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and the spread of online reputation and personal information beyond its intended context. Cascio suggests a taxonomy of reputation systems, distinguishing them by how reputations are generated and whether participation is optional, and then offer­ing an exploration of how each type of reputation system might unfold. Ashby and Doctorow offer a provocative pair of scenarios to illustrate how reputation systems could affect the practice of education.Several authors have expressed grave reservations about what reputation systems may lead to in the long run: a mob mentality, vigilantism, a pitiless collective memory that never forgets a past misdeed. Daniel Solove framed part of the downside as a bal­ance between the rights of privacy and freedom of speech, asking when we should be free to make claims about others and under what conditions (Solove 2007). Rosen (2004) has suggested that if everyone lived "under the microscope," opportunities for innovation, risk taking, and political and civic discourse could be restricted.Could the Reputation Society be nothing more than a conformity-enforcing Pan­opticon—one that could be hijacked by authoritarians as a more effective means of social control? There is no single intervention that will prevent such a dire outcome. However, it is already possible to see measures that can guide the evolution of these systems in a positive direction. These measures lie partly in reputation system design and partly in the development of legal and legislative norms. The way in which we choose to use reputation systems will also play a key role.We hope that at the end of this book you will be persuaded that reputation tools matter, that they come with real dangers, and that they have great potential for im­proving social progress and living standards. The time to begin seriously collaborating on understanding, designing, and implementing such tools is now.
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I UNDERSTANDING REPUTATION





1 Designing Reputation Systems for the Social Web

Chrysanthos Dellarocas

How can online reputation systems be designed to meet the needs of both users and system 
designers? Chrysanthos Dellarocas looks at the promises and challenges of online reputation 
mechanism design and how to implement incentives for good behavior, truthful reporting, and 
resistance to manipulation.Reputation systems are arguably the unsung heroes of the social web. In some form or another, they are an integral part of most of today's social web applications. Yet they usually play a supporting role and have thus received less attention than some of their higher-profile cousins such as social networks, recommender systems, con­sumer review sites, and crowdsourcing communities, whose success would often have been unsustainable without the quiet but effective support of reputation systems (Del­larocas 2003). Two examples include eBay, a trading community of virtual strangers, which would have been impossible without the reputation system that builds trust by enabling buyers and sellers to rate each other; as well as Amazon, where product reviews are rendered both more useful and more credible by the presence of a scoring system that allows readers to vote on a review's usefulness. Amazon employs these votes to point customers to the most useful reviews and socially reward the most suc­cessful reviewers. Other examples are Yelp.com, a youthful urban review community that similarly uses what is essentially a reputation mechanism to help users better interpret opinions that are inherently subjective, and Xbox Live, a gaming site that makes widespread use of scoreboards to reward skilled gamers, help gamers find op­ponents of similar skill level, and provide incentives for people of all skill levels to keep playing.This chapter provides an introduction to what we know about the practical de­sign of these ubiquitous but undervalued systems. It begins by outlining the surpris­ingly diverse set of business objectives that reputation mechanisms satisfy in today's social web. It then highlights four key decisions related to their design and what we know about each one. It concludes with a brief case study of a real-life reputation system.
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What Is a Reputation System?There are no widely agreed-upon definitions of reputation and reputation systems. Even within this volume, different authors define reputation using slightly different terms. Given the many reasons that websites employ reputation systems, this chapter uses the following correspondingly broad pair of definitions. Reputation is a summary of one's relevant past actions within the context of a specific community, presented in a manner that can help other community members make decisions with respect to whether and how to relate to that individual (and/or to the individual's works). Ac­cordingly, a reputation system is an information system that mediates and facilitates the process of assessing reputations within the context of a specific community.
Why Do Social Web Applications Use Reputation Systems?The concept of reputation is most often associated with the notion of trust. Although trust building has historically been an important role of reputation, today's web-based reputation systems serve a much broader set of objectives for users and system design­ers. These objectives include the following:
• Trust building This goal is achieved by encouraging "good" and discouraging "bad" social behaviors within the context of a site. This is perhaps the most obvious and widely discussed role of reputation systems, best exemplified by eBay.
• Filtering Most web-based systems are characterized by an abundance of informa­tion that can quickly overwhelm their users. In the majority of settings, the quality of contributed content tends to be very uneven. Reputation systems can improve the attractiveness of the systems they support by helping users easily identify the highest- quality contributions.
• Matching This objective is important in settings where members vary widely in in­terests and tastes and where the quality of contributions is characterized by a high degree of subjectivity. In such settings, reputation systems ought to summarize the rel­evant attributes of a member in a neutral manner so that others can assess the degree to which they can relate to him or her.
• User lock-in Because reputation is usually specific to a single community or web system, it constitutes a powerful form of lock-in and can be used strategically by sys­tem designers to increase user loyalty and decrease attrition. Once a user has built a reputation on a site, that user will be reluctant to defect to a competitor because he or she would then have to build his or her reputation from scratch. In an increas­ingly competitive environment, this dimension of reputation mechanisms must not be overlooked. It poses some interesting questions (e.g., who owns a user's reputation?) and may at times pit user interests against system designer interests.
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All four objectives are relevant to the design of most reputation systems. Different systems, however, assign different priorities to each of these objectives. For example, building enough trust so that buyers can feel comfortable enough to send their money to sellers they have never met—and, very likely, will never buy from again—is argu­ably the primary objective of eBay's reputation mechanism. On the other hand, the most important objective of Amazon's reviewer reputation mechanism is to induce members to contribute well thought out, high-quality reviews and to identify (i.e., filter) the highest-quality reviews.Inducing high-quality contributions is high on Yelp's agenda as well. However, because the majority of Yelp reviews are subjective, it is usually difficult to reli­ably assess a review's quality. What is more important is to provide tools that can help readers make a personal assessment of a review's credibility and compatibility with their view of the world. Finally, Xbox Live is an example of a system in which user loyalty and retention is the overarching (business) objective of its reputation feature.
What Are the Key Design Decisions of a Reputation System?According to the definition stated previously, reputation is a summary of relevant past actions. Designing an effective reputation system correspondingly entails four key decisions:1. What actions are relevant to include in one's reputation profile?2. How to obtain information about these actions3. How to aggregate and display reputation information4. How to deal with manipulation and gaming
Key Decision 1: Which Actions Are Relevant to Include in One's Reputation Profile?Users typically engage in rich behaviors within the context of a site. Effective reputa­tion systems must carefully choose the aspects of user behavior to track and report on. Making this decision correctly requires a clear understanding and prioritization of the reputation system's business objectives.There are two questions to be considered in this decision:
• What actions are most relevant to the reputation system's users? For example, if the key objective of the system is to help users decide whether a seller is honest, keeping track of the seller's percentage of completed transactions is a very relevant indicator, whereas keeping track of a seller's own purchase history is less relevant. On the other hand, if a system's key objective is to help users determine whether a reviewer has similar tastes to their own, keeping track of a reviewer's purchase history might be a very relevant indicator.
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• What user behaviors are desirable to encourage or discourage? The mere act of publicly keeping track of someone's actions can encourage or discourage the incidence of those actions (depending on whether the action in question has a good or bad connotation). Therefore, if a site wants to encourage the volume of contributions, its designers might consider keeping track of the number of reviews posted or the number of comments posted on somebody's reputation profile. On the other hand, if a site wants to encour­age the quality of contributions, it might want to hide information about contribution volume and to keep track instead of how other people rated a particular contribution.
Key Decision 2: How to Obtain Information about Relevant User ActionsThe main choice here is between internally generated (firsthand) information and (sec­ondhand) feedback provided by others. For example, Yelp's counts of the volume of a user's posted reviews or of the size of one's friend network are examples of firsthand information. In contrast, eBay's reliance on asking the buyer and the seller what they thought about a transaction is an example of secondhand feedback.Firsthand information about user actions is generally preferable, as it is accurate and unbiased. Unfortunately, it is not always available, or its collection might require the development of costly additional infrastructure. For this reason, reputation sys­tems must often rely on secondhand feedback provided by others. Secondhand feed­back is subject to two important shortcomings that must be addressed by the designer: untruthful reporting (i.e., lying) and reporting bias. Untruthful reporting can often be kept in check by using some form of community policing. "Rate-the-rater" schemes whereby users rate the "usefulness" or "credibility" of feedback postings appear to work well in many settings, even though in theory such schemes are not difficult for determined users to game (Lampe and Resnick 2004). Some researchers have proposed payment mechanisms that induce truthful reporting. Such mechanisms pay reviewers an amount that is based on how well their ratings of an individual can predict future ratings posted by others about the same individual (Miller, Resnick, and Zeckhauser 2005). A schedule of payments that makes it optimal for all reviewers to report the truth can theoretically be devised. However, such mechanisms break down in the pres­ence of collusion and have not been widely used in practical systems.

Reporting bias is a situation in which users are systematically more likely to post feedback when certain types of outcomes occur and to remain silent otherwise. For example, it has been documented that users are generally more likely to post feedback when they have had extreme (either very good or very bad) experiences than when they have had average experiences (Dellarocas and Narayan 2006). Reporting bias can reduce the reliability of the reputational information. For example, reporting bias is largely responsible for the improbably high percentage (approximately 99 percent) of positive feedback that was the norm on eBay until 2009 (when, as I discuss in the next paragraph, eBay made some important changes to its mechanism). It appears that in 
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a lot of middle-of-the-road transactions in which things don't go great but which are still not a disaster, eBay users have preferred to stay silent rather than to post neutral or negative feedback (Dellarocas and Wood 2008).Preventing reporting bias is tricky, as it is not usually practical or desirable to force members to post feedback. In some cases, one can use domain knowledge and statisti­cal methods to filter out reporting bias when aggregating feedback. In other cases, one might be able to eliminate some of the sources of this bias by redesigning the mecha­nism. For example, it appears that the fear of retaliatory negative feedback from sellers discourages many buyers from posting neutral or negative feedback when they are unhappy with a transaction. Recognizing this, eBay recently changed its mechanism so that it no longer gives sellers the option to post unfavorable feedback for buyers.
Key Decision 3: How to Aggregate and Display Reputation InformationReputation mechanisms employ a variety of methods for displaying outputs. These include:• Simple statistics (e.g., number of reviews posted, number of transactions completed)• Star ratings (e.g., Amazon reviews)• Numerical score (e.g., eBay's reputation score, and the technical news site Slashdot's karma score—see chapter 7 in this volume)• Numbered tiers (e.g., World of Warcraft's player levels)• Achievement badges (e.g., eBay Power Seller, Yelp Elite Reviewer)• Leaderboards (lists where users are ranked relative to each other and top users are highlighted, e.g., list of top Amazon reviewers)The choice of a display method is very important because it can determine: (a) the extent to which the reputation mechanism makes a judgment versus allowing users to make their own judgments, and (b) the extent to which the presence of the reputation system can create competition among users.Displaying simple statistics of a person's activity within a community is perhaps the most neutral method of summarizing one's reputation. Social network statistics in particular have been rapidly rising in popularity in many contexts. The advantage of using simple statistics is that the reputation system makes minimal judgments and allows users to draw their own conclusions. The disadvantage is that the burden for interpreting these quantities falls on the shoulders of the user, who must be familiar enough with the environment to draw the proper conclusions.Star ratings and achievement badges solve this problem by immediately commu­nicating to users whether somebody's performance along some dimension is "good" or "bad." This method helps users more easily digest information, but also makes an explicit judgment of quality. It is therefore best applicable in settings in which there is a commonly agreed-upon notion of what "quality" means.
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Whereas star ratings and achievement badges highlight individual achievement, numbered tiers and leaderboards go a step further, as they not only confer a judgment but also indicate a user's standing in relation to others. They thus introduce a pecking order among users, which can have a very strong impact on a community's culture and behavior (see chapter 2 in this volume). Supporting direct comparison of users against one another often increases incentives to contribute and enhances the filtering role of a reputation system. On the other hand, such direct comparison instills a culture of competition, which might end up being disruptive in a number of ways. First, ob­session with rankings might lead some users to manipulative and counterproductive behavior. Second, users who don't make it to the top ranks might feel resentful and be induced to exit.The story of Digg.com provides an example of the dangers of introducing too much competition in a community whose culture is otherwise meant to be cooperative. Digg is a system that allows users to recommend news articles that piqued their interest. Other users vote recommended articles up or down. An article's number of votes deter­mines its relative visibility on the site. The site was meant to be a grassroots method of determining what is interesting to read about today.Digg implemented a reputation mechanism that originally included a leaderboard listing the most "influential" Diggers—members whose recommended articles re­ceived the most votes. Some of the leading Digg members became so obsessed with their rankings that they formed a collusion ring for the purpose of ensuring that their recommendations always made it to the top, which ended up eroding the culture and dynamics of the site. Amid controversy, in January 2007 Digg decided to abolish the Digg leaderboard. As of June 2010, Digg's user profiles consisted of various "simple statistics" only.
Key Decision 4: How to Deal with Manipulation and GamingThe sensitive and personal nature of reputational information makes reputation sys­tems a natural target for manipulation and gaming. Anticipating and minimizing the impact of such behavior ought to be high on every site designer's agenda. Interest­ingly, making appropriate choices in the preceding three key decisions can often go a long way toward making a reputation system less prone to manipulation.For example, before deciding to include an item of information on a reputation profile, designers should carefully think through the types of undesirable behav­iors that users might engage in to boost their score on that dimension. Also, before asking users for feedback, the designer should carefully consider whether other as­pects of the system induce reporting bias or give incentives to lie. Finally, a designer should be careful to not instill an unnecessarily competitive spirit by overemphasizing comparisons across users, which might tempt some users to engage in manipulative behavior.

Digg.com
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In addition to these considerations, the following two design dimensions can influ­ence the manipulation resistance of a reputation system:
• Identity of feedback sources The degree to which the true identity of the sources of feedback is known to the system and/or the community is a key variable. Full anonym­ity and easy creation of virtual identities makes it easy for determined users to flood a reputation system with fake ratings. Mapping virtual identities to real identities (e.g., by asking for credit card numbers during registration) can help keep such behavior in check. At the same time, however, controlling identities has drawbacks of its own. First, it might discourage some users from joining the system. Second, it might discour­age users from posting anything but positive feedback, increasing reporting bias and reducing the usefulness and credibility of the system. Sometimes a middle-of-the-road approach whereby a reviewer's identity is fully known to the system but not disclosed to other members can work better than either of the two extremes.
• Transparency of aggregation rules Concealing the details of the algorithms used to aggregate feedback is another way of resisting manipulation and gaming. Amazon and Google.com have gone down that path. The former does not disclose the precise for­mula they use to rank-order reviewers, and the latter does not disclose all the details of rank-ordering search results. Lack of transparency, however, has a downside, as it can lessen a site's credibility and the users' trust in the reputation system's fairness.In general, it is impossible to design a totally manipulation-resistant reputation sys­tem. No matter what mechanisms one puts in place, creative and determined users are bound to find a way around them. For that reason, community administrators must constantly monitor such systems, organically evolving their designs.
A Case Study: YelpYelp, as mentioned earlier, is an online review community that specializes in reviews of restaurants and entertainment establishments in major urban centers. At the same time, Yelp is a community of mostly young users that relate to each other through similar tastes and interests. Yelp maintains a profile page for each of its members. The profile page is essentially a reputation mechanism.An important objective of Yelp's profile feature is to help other users decide how to interpret a review by finding out more about a reviewer's personality and tastes. At the same time, the profile allows a member to showcase his or her status and contri­butions to the system, building site loyalty and providing incentives for continued contributions.Because Yelp's domain (restaurants, entertainment, and other cultural establish­ments) is highly dependent on personality and taste, Yelp's profile feature wisely avoids the use of numerical scores and star ratings. Instead, a reviewer's profile primarily 
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consists of a series of simple statistics that summarize salient aspects of the user's activ­ity. In addition to simple statistics, Yelp supports secondhand feedback in the form of "compliments" received from other users. However, these compliments are displayed below the neutral statistics and are thus not highlighted as prominently. There are also several different types of compliments ("good writer," "funny," "you're cool," etc.) underlining the plurality of ways in which a user can make valuable contributions and making it difficult to compare users against each other.Although Yelp supports a leaderboard, it is interesting that the ranking feature is not easily accessible from the home page and that Yelp offers multiple dimensions across which users can be rank-ordered—once again emphasizing that one can stand out in this community for multiple reasons and making it difficult to compare users against each other.In summary, Yelp's reputation system design is well suited to its business goals of inducing participation and valuable contributions and facilitating the matching of like users in a domain where the notion of "value" has a highly subjective definition.
ConclusionsReputation systems are ubiquitous in the social web, and their design principles sur­prisingly subtle. For a more comprehensive introduction to reputation system de­sign theory, see Dellarocas (2006) and Dellarocas, Dini, and Spagnolo (2007). For a practitioner-oriented perspective, see Dellarocas (2010) and Farmer and Glass (2010).In closing, it's worth reiterating the following points that the author feels have not received their fair share of attention in previous literature:• The design choices of a reputation system can profoundly affect a community's cul­ture, making an otherwise collaborative and cordial community into a competitive and even combative space. Users often obsess over rankings and scores even when they do not receive any economic benefit from them. Although such features can increase incentives to contribute, they can also provoke manipulative and antisocial behaviors.• A reputation system can be an important source of user loyalty and a powerful mech­anism for user retention. This aspect of reputation must be factored into any proposed design change.• Reputation mechanisms serve a variety of objectives apart from trust building. These include filtering content, matching users, and building user loyalty. Understanding and prioritizing a system's business objectives should be a designer's first task.
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2 Web Reputation Systems and the Real World

Randy Farmer

When anticipating the future of society and technology, it is advisable to look to the past for 
relevant successes and failures. Randy Farmer shares some of the signposts, warnings, and 
solutions he has encountered over two decades of building reputation systems.Digital reputation is rapidly expanding in real-world influence. Bryce Glass and I have studied hundreds of online reputation systems, including dozens that we helped de­velop. As we noted in the preface to Farmer and Glass (2010a, ix), "Today's Web is the product of over a billion hands and minds. Around the clock and around the globe, a world full of people are pumping out contributions small and large: full-length features on Vimeo; video shorts on YouTube; comments on Blogger; discussions on Yahoo! Groups; and tagged-and-titled Del.icio.us bookmarks."Given the myriad contexts in which reputation is being used, it may be surprising to the reader that there is not yet any consensus on this field's fundamental terminology. We therefore define reputation as "information used to make a value judgment about an object or a person." But we acknowledge the special role of the reputation(s) of a person and therefore suggest a special term for this: karma. A good example of karma from real life is your credit score.
Reputation System Evolution and Challenges

Preweb Reputation SystemsModern digital and web reputations are deeply rooted in pre-Internet social systems. In this essay and others in this volume, examples are drawn from real-world models like the credit scoring industry's measures of creditworthiness and its flagship reputation score, FICO, which was created by Fair Isaac Corporation. There are many industries that rate their members and suppliers. Cities get ratings for their bonds. Products have received the Underwriters Laboratories (UL) or the Good Housekeeping seals of ap­proval. Consumers Digest published five-star ratings long before anyone had access to computers in the home.
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But not all real-world reputation systems have been successful or continued in the same form over time. Looking closely at these systems and how they have evolved may save the developers of digital reputation systems millions of dollars by identifying pos­sible best practices and helping to avoid dead ends.
Web Reputation SystemsAs recently as fifteen years ago, it was unlikely that you could gather enough infor­mation for a consensus about the quality of some obscure item from your coworkers, friends, and family. Your ability to benefit from reputation was limited by the scope of your social circle.Now, thousands of strangers are publishing their opinions, which are aggregated into digital reputation. Want to buy an antique chess set? Look for a good seller feed­back score on eBay. Want to figure out what movie to rent from Netflix? Five-star rat­ings and reviews will point you in the right direction. Want to find out what charities your friends are into? Look at their "likes” on Facebook.On the surface, using digital reputation systems seems better and easier than tap­ping your social circle. However, there are some interesting—and even troublesome— side effects of reducing reputation to digital scores created from the input of strangers:• Digital reputation scores are limited in the subtlety of their inputs. Only numbers go in, and those numbers usually come from simple user actions, such as "Marked an Item as Favorite." But these actions don't always accurately represent the sentiment that was intended, such as when marking something as a favorite is used for convenience to tag objectionable or novel items.• Aggregated numerical scores capture only one dimension of a user's opinions. For example, eBay's seller feedback score was eventually enhanced with detailed seller rat­ings that reflect features of a transaction with scores called "Item as described," "Com­munications," "Shipping time," and "Shipping and handling charges."• Another class of weaknesses in digital reputation is manipulation by stakeholders. A cadre of fraudulent New York electronics vendors reportedly used to invade Yahoo! Shopping every Christmas, building up false good-reputation for sales by cross-rating each other with five stars (Hawk 2005).In order for digital reputation to come out of its early experimental period, we— that is, the community of web reputation designers and developers—need to ac­knowledge and address these technical, social, and potentially political issues. We need to work together to mitigate foreseeable risks based on historical lessons and to avoid a high-visibility economic or political event that will thrust these prob­lems into the public domain—with people demanding immediate and perhaps ill- advised action.
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Digital Reputation Is Not Classical ReputationSocial networks borrow and redefine the metaphor of connecting to a friend to create an edge in a digital graph of inter-person relationships. Unfortunately, the term "friend" online has lost its real-life subtlety: if you are active on Facebook, you will likely have many "friends" that you are connected to but that you wouldn't think of as close friends in real life. The same kind of oversimplification occurs when we attempt to quantify real-world socially defined reputation.In designing reputation systems, we generally use numerical scores (ratings) to­gether with small snippets of text (evaluations). But compared to real-world reputa­tion, these computational models are almost too simple to merit even using the same word. Real-life reputation is subtle and dynamic, with personal and cultural elements. Most of the time, it is inherently nonnumerical. On the other hand, a digital reputa­tion's representation of value is typically numerical, globally defined for all, simple to calculate, and often publicly displayed—clumsy, in comparison.It is the utility provided by digital reputations that makes them so worthwhile. Software uses digital reputations to sort and filter the unmanageably huge morass of content on the web so that a human can make the final selection: where to eat, what to watch, from whom to buy. It is that last interaction—with a choice made by a thinking human being—that imbues the reputation score with its real power.As reputation systems increase in real-world influence, the importance of who keeps, calculates, and displays the scores will become a greater societal discussion. On­line reputation systems have been deployed for more than a decade, and many of the challenges that reputation systems will face are already known. By articulating these weaknesses, systems designers and researchers can address them head on, or at least enter the fray with their eyes wide open.
Karma Is HardThough digital reputations for objects are often a poor imitation of the social reputa­tions they attempt to mimic, karma is even more challenging. We have previously detailed a dozen ways in which karma differs from object reputation (Farmer and Glass 2010b).Incentives are one example. Because karma is reputation for a user, increasing one’s karma score is often considered a strong incentive for participation and contributions on a site. This incentive can create trade-offs between the goals of the site and the desire for the rewards granted with high karma. We can see evidence of this desire, for instance, when collusion or fake user accounts are used by individuals to increase their karma. A related design challenge is finding a trade-off between rewards for a high quantity of participation instances versus rewards for providing high quality of contributions.
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As a harbinger of possible future karma dilemmas, consider the legal and business debates that have evolved around credit—such as use of FICO and other credit scores— in the hiring process (as discussed later in this chapter and in chapter 6 of this volume). This practice has emerged because the classical job references reputation system has dried up as the result of litigation. When real-life reputation systems falter, it seems likely that more and more uses will be found for digital karma.
If Reputation Has Real-World Value, Then Methods MatterThe power of reputation systems to provide real, actionable information, crowd­sourced from large numbers of people and clever algorithms, will only increase over time. Every top website is using reputation to improve its products and services, even if only internally to mitigate abuse. In short, reputation systems create real-world value. Value often translates to wealth, and where there is wealth, the methods for creating that wealth become optimized—often to the point of exploitation. Ever since people have trusted the written opinions of others, shady contractors have been generating false letters of recommendation to exploit the unwary.The new wealth of digital reputation is created in large part by software. This software is usually written under extreme time pressure and without much design discipline, which leads to two challenges. First, reputation system bugs become cor­porate liabilities. Bad reputation model design or even simple coding errors can lead to inaccurate results that may significantly damage the value of an entity or business.Second, reputation system abuse becomes lucrative. As a score increases in influ­ence, the cost to manipulate that score is less than the value created. Spammers and hackers learned this more than fifteen years ago, and current reputation systems are already under constant attack. SEO (search engine optimization) is already a billion- dollar business created solely to influence search ranking reputation. Likewise, public relations and marketing agencies may create buzz and social networking attention by creating facades of seemingly unbiased individuals.
Potential SolutionsGiven the difficulties surrounding digital reputation and the problems of abuse and unreliable code, one wonders who would be brave enough to propose and build a next­generation reputation system. There are lessons from previous systems that can help eliminate—or at least mitigate—the risks.
Limit Reputation by Context (Especially Karma)The FICO credit score is most appropriately used to represent the context named ''creditworthiness" and is built exclusively out of inputs that are directly related to 
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the borrowing and repayment of money. The nature of the input matches the nature of the output. We typically run into trouble when the score is used for noncredit­worthiness tests, such as preemployment screening. In fact, according to the National Consumer Law Center, using credit scores for preemployment screening is an unreli­able indicator of productivity (H.R. 3149). It is also discriminatory, as certain minority groups statistically have lower FICO scores without necessarily being less productive. Likewise, a corporate executive's excellent eBay buyer feedback has nothing to do with his or her credit score or with the number of experience points for his or her World of Warcraft character. Keep the contexts apart.
Tip: Don't cross the streams. Good digital reputations should always be context­limited—the nature of the inputs should constrain the use of the reputation scores that are output.
Focus on Positive KarmaNumerically scoring a person via karma can have a strong personal and emotional effect (see chapter 1 in this volume). Unlike object reputation, with karma it is a best practice to avoid publicly displayed negative scoring, direct evaluation of the person, and comparison of karma scores on leaderboards. Instead, build karma out of quality- related indirect inputs, such as scores for the person's helpfulness or ratings of objects created by the person. Avoid direct rankings and comparisons, except for competitive contexts. Karma leaderboards can demoralize regular participants and discourage par­ticipation by new community members.Though most object reputation is intended to be displayed publicly, some of the most useful karma scores are either corporate (used internally by the site operator to determine the best and worst users in a context) or private (displayed only to the user). Private karma can still be used as a very strong incentive: just ask any blogger how obsessively they check their blog's visitor analytics.
Tip: Focus on multifaceted positive karma. Avoid direct rankings and comparison of people, except where competition is desired. Reserve negative karma for egregious cases of misconduct; even then, look for alternatives.
Focus on Quality over QuantityWhen designing reputation systems for applications and sites, an easy method is often desired to motivate users to take some action. Usually that action is users creating con­tent. The quickest model to build is in broad use across the web today: participation gives users points for taking actions—usually more points for actions that are more desirable. Sometimes the points are redeemable (a virtual currency); other times, they simply accumulate indefinitely. These points are often displayed as a karma score and are sometimes used in competitive forms such as leaderboards.
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If these points are a currency or lead to special recognition such as privileged fea­ture access, they often either (1) never catch on because of contextual irrelevance or (2) lead to abuse, as described earlier. Purely participation-based systems often end up in one of these two states, unless they continually evolve to become more relevant and mitigate abuse. A good example of this is when Digg abandoned its leaderboards because all of the top contributors were using bots and friends to manipulate their rank.When digital karma increases real-world influence or monetary value, abuse will only accelerate. The reputation scores that have the most lasting and trusted real-world value are those based primarily on quality evaluations by other users.
Tip: The best web content karma scores are generated not from participation-based points but from quality evaluations of one's contributions written by other users.Quality evaluations provide increased protection against simple forms of reputation abuse, as it is more difficult to generate large volumes of fraudulent indirect feedback. eBay protects their seller feedback scores by limiting the scope of user ratings to a single sales transaction, not an overall evaluation of an ongoing history of business with a seller. Yelp is almost the opposite—the business may be evaluated historically, which makes it easier to manipulate. FICO's creditworthiness score is also indirect karma— creditors report only specific transaction facts, not subjective and nonstandardized opinions of the consumer's relationship overall. By tying karma to the quality evalua­tions of a person's actions instead of rating the person directly, the score is more reli­able and easier to interpret.
Mitigate Abuse through MetamoderationAs any reputation score increases in influence—especially if that influence has real- world side effects—the incentives to abuse the reputation model can grow to exceed the costs of manipulating the score, which leads to increased abuse and decreased util­ity value of the reputation score (and of the corresponding site or sites as a whole). The reputation score can eventually become untrustworthy.If the community generating the content is sufficiently large—perhaps when moderation costs exceed a certain percentage of the operating budget, such as 5 percent—metamoderation reputation systems have been shown to be effective tools in cleaning up the worst content. The technical news site Slashdot uses such a metamoderation scheme to combat indirect input abuse by randomly selecting rated items for a second level of cross-check—in effect, "rating the raters" (as discussed in chapter 7).In Farmer and Bryce (2010a), we detail a Yahoo! Answers case study in which an internal reputation system allowed automatically determined trustworthy users to instantly remove content from the site. This approach effectively and completely shut down the worst trolls. Response time to remove content that violated terms of 
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service (TOS) fell from eighteen hours (using paid moderation) to thirty seconds (with reputation-based metamoderation) and saved $1 million per year.
Tip: If users are creating and evaluating your mission-critical content, consider using reputation-based moderation and metamoderation techniques to enable your com­munity to cross-check your content, identify the best content, and deal with abuse.
New Solutions, New ProblemsFuture reputation system designers will hopefully apply narrow context to their data, ensure that publicly displayed karma is generated based on quality of actions and contributions, and mitigate abuse through reputation mechanisms such as metamod­eration. But whenever a new technology comes into prominence, techno-optimists emerge who see it as a possible solution to contemporary social ills. So it should come as little surprise that many people have high hopes for the socially transformative power of digital reputation systems.Though exciting possibilities, these trends require critical evaluation through the filter of experience. Important new problems to address are also likely. Lessons taken from the social evolution of other real-life institutions may apply to digital reputation systems as they increase in real-world influence.
The Naming of NamesThis chapter's numerous admonitions to limit reputation to appropriate contexts raise the question: what are these contexts? Certainly reputation contexts within a single website can be narrowly and 100 percent locally defined. eBay seller feedback is a good example: its name describes its inputs and purpose adequately. But outside the web, the most influential reputations aren't built solely out of single-supplier input.What about cross-site, cross-company, and other globally shared contexts such as creditworthiness? How will data be shared across various boundaries? (See chapters 16 and 17 in this volume.) Who, if anyone, will manage the taxonomy of reputation contexts?Looking at the credit score industry, we can see a proven model: the reputation system operator (such as Fair Isaac Corporation, which created the FICO scores) cre­ates the context, defines the model, and specifies the data format and API for inputs in exchange for sharing the reputation results. The creditors supply credit history in­formation for their customers in exchange for the right to access the creditworthiness reputation scores of all others, which they use to optimize their business practices.Is this ad hoc method of identifying reputation contexts sufficient? What are the possible problems? If cross-domain reputation contexts aren't standardized in some fashion, it seems likely that consumer confusion will result. We see some early evi­dence of this when comparing the five-star ratings of various product and service sites. 
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For example, why are the reviews on Netflix so different from Yahoo! Movies? It seems likely that the answer is that the context of those who wish to decide what movie to see at the theater for $20-$50 is significantly different from the context of selecting a DVD, delivered in a few days as part of a $9.99 all-you-can-eat watch-at-home subscrip­tion. Other factors may include selection bias and known patterns of abuse on movie sites (in which some ad agencies post fake positive reviews of first-run films). Even though the formats of the reviews are virtually identical, merging these two databases while ignoring their contexts would produce confusing results.Nonetheless, on the week it was released, Facebook's global "Like" system became the most visible cross-site reputation system on the web. We can expect more compa­nies to follow their lead in producing interfaces for integration of reputation systems into applications of all kinds, from websites to social games and mobile phones.The questions remain: should there be an effort to shape or identify the taxonomy of shared reputation contexts? Should there be a set of suggested practices or even requirements for calculations associated with the important real-world impact of rep­utation scores—e.g., a set of branded guidelines that build consumer trust in these models? In short, do we need a "Good Housekeeping Seal of Approval" for reputation systems?
Privacy and RegulationAs online reputation's influence in the real world increases, we will face problems of privacy and regulation. These issues have to date generally been deferred with web reputation systems—perhaps because the inputs were single-sourced and under the umbrella legal shield of the site's TOS. Generally, allowing users to completely opt out of a service by deleting their account is seen as sufficient privacy protection, and thus far has limited the potential real-world legal exposure of the host site. In short, the TOS defines the context for inputs and reputation, to which the user agrees, and walking away from the data is the escape clause.But we are already seeing this perceived corporate protection eroding on sites such as eBay, where some sellers' primary income is threatened by the actions of the hosting company on behalf of certain buyers (Cardingham 2008). Even if the company thinks it is protected by its TOS and "safe-harbor" provisions, most reputation systems de­pend on the actions of other users to create their scores. These three-party transactions are complicated and confusing, and get worse when users share data.Once inputs and scores cross domains, information privacy crops up. It's not enough to opt out of a data source—users need to get their data corrected at (or entirely re­moved from) the data aggregators. Think about a major dispute with a specific credit card company; perhaps a card was stolen and used to rack up a large sum. After the creditors' laborious flagging process, aggregators must be notified of disputed items and must temporarily remove them from creditworthiness scores, but not all aggregators 
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respond at the same rate or have the same policies. On the Internet, reputation spreads rapidly, and traditional simple binary notions of private versus public information can fail us. Existing legal codes do not grant the right to control the dissemination of this increasingly critical data; they need to be updated (Solove 2007).One way to facilitate thoughtful government regulation of reputation systems is to establish an industry group to define best practices and conventions for managing the privacy and control of data shared in reputation systems. Industry self-policing may be in the best interests of all involved.
The Rise of Online Karma as Offline PowerAs more reputation moves online, more karma systems will follow, providing users with incentives to make high-quality contributions to web content, to identify users that don't comply with the rules, and to enhance contributors' personal brand. Craig Newmark, founder of Craigslist.org, in the foreword to this book reflects the thinking of many reputation system optimists: the idea that public karma for users may partially displace other forms of political and economic influence.This idea—that digital reputation, specifically karma, will increase to enable the in­telligentsia to rise from the ashes and take their rightful place among the powerful—is appealing to technical people. The Platonic ideal of the Philosopher King has been with us for more than two millennia. Has its time finally come? Will reputation sys­tems enable us to truly identify the people, products, and ideas that will best solve our problems, or even allow us to govern wisely? Science fiction authors have suggested this for many years (e.g., Card 1985; Stiegler 1999). How far can online reputation take us?Conversations with proponents of this position suggest that "... we then just com­bine all the relevant reputations into an overall GoodCitizen or SmartPerson karma." As inputs, they then suggest combining factors like credit score, large readership for social media messages and/or blog posts, or strong endorsements on Linkedln.com.The largest initial challenge of this model is that good reputation has limited con­text. Naively combining scores from diverse contexts makes the calculation about no context at all. Next, combining scores from multiple sources has the "weakest-link" problem: the security weaknesses or abuses of the least-safe contributor site damage the integrity of the karma as a whole.Even if one could solve context and weakest-link problems, the basic problem re­mains that any global SmartPerson karma represents too simple a metric to be used to evaluate a person for a complex role. Such karma may represent traits like popularity or industriousness, but be insufficient to represent one's capacity to lead a large group of fellow citizens. Modern democratic elections could be considered to be reputation systems with a binary result, isElected. This binary result is not very fine-grained karma and is highly correlated with the amount of money spent on a campaign.

Craigslist.org
Linkedln.com
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As noted earlier, paying for higher digital reputation already happens with movie and business reviews. Likewise, individuals, businesses, and political parties try to pur­chase influence via SEO, advertising, and other methods.If money can buy digital karma, the idea of karma displacing money as influence in politics is not realistic. What remains are different questions: can online karma (and object reputation) be a productive political force in real life? Can it improve the infor­mation we use to select our leaders, and bring more justice to our laws?When reputation scores are limited to appropriately narrow contexts, they can serve an increased role within those contexts. Being a creator or critical analyst of the web al­ready plays an increasing role in world politics. Recognized web influencers (bloggers, CEOs, etc.) regularly appear before Congress and parliaments worldwide. California's 2010 elections featured two high-tech CEOs nominated for senator and governor, and in 2009 the Pirate party won a seat in the Swedish parliament.In the near term, especially given its contextual nature, it seems likely that digital karmas will have a political influence similar to that of traditional endorsements by interest groups such as trade associations and charitable foundations. Online, distrib­uted versions of these organizations are already forming. For example, sellers on eBay have formed the Internet Merchants Association, and combined the leverage of their high seller feedback ratings with their aggregated funding to influence the company and related regulatory bodies.
Karma as CurrencyWhat about the idea of converting karma into something you can spend, like money? A romantic notion: reputation given for good acts gets transformed into currency that you can later pay to others to reward their good acts.Cory Doctorow, in his science fiction novella Down and Out in the Magic Kingdom (see chapter 18 in this volume), coined the term "Whuffie" to represent karma as a transferable currency: "Whuffie recaptured the true essence of money: in the old days, if you were broke but respected, you wouldn't starve; contrariwise, if you were rich and hated, no sum could buy you security and peace" (Doctorow 2003, 10). A derivative of this idea has been implemented by the Whuffie Bank, which uses traffic at social media sites such as Twitter to model influence and create a score. Basically, if you get talked about, you gain Whuffie, and you transfer Whuffie when you talk about others. There is a separate mechanism to explicitly grant Whuffie to another user, presumably as a gift or a payment for some product or service rendered.There are several problems with this model. First, it suffers from the same universal context problem previously defined, only worse: there is no clear way to reliably set an exchangeable numerical value based on user actions across contexts. If one de­cides to create a different currency for each context—say a science Whuffie and a sports Whuffie and a political Whuffie—then an accounting and exchange nightmare 
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is created. How much science Whuffie trades for a given amount of political Whuffie? Does the market float? It quickly becomes an untenable mess.Second, this example turns popularity (something that is already reinforced on so­cial networks, leaderboards, and search rankings) into a currency. By extension, the Whuffie Bank could make the pop star of the month the Philosopher King of the Internet. This problem is systemic to any use of karma as currency. It isn't likely to export to real life because popularity and attention often aren't accurate measures of intelligence, trustworthiness, political savvy, technical training, or anything else that might be useful.Third, it is unclear whether reputation can fulfill the traditional currency function of being a "store of value." As described by Doctorow, any loss of respect would cause a speedy corresponding loss of Whuffie—suggesting a continuous per-person currency revaluation. At Internet speeds, a single scandal could wipe you out in a matter of hours. Karma seems far too fragile to become a significant currency.In short, Whuffie—global reputation as currency—crashes on the rocks of complex­ity. The universal context problem suggests that there can be only a few truly global currencies. However, there may be scope for experimenting with reputation as local currency.
Overcoming Challenges TogetherThough many reputation contexts will be limited to a single vendor or site, some providers will want to combine scores across all available sources, such as IP address blacklists for email. (Chapter 17 refers to these contexts as constrained reputations and 
universal reputations, respectively.)The taxonomic, privacy, and regulatory challenges facing future digital reputation systems have already been articulated in this volume. How do we minimize the dupli­cated effort in technology development, policy and taxonomy design, industry stan­dards, reputation modeling, and user interface best practices?Either we continue reputation system development ad hoc, letting large corpora­tions establish single-vendor-centric de facto standards and practices for cross-context ("universal") reputation, or we use another approach: open standards and open software.Probably the greatest contributions to the adoption of HTTP and HTML as the backbone data standards for the web were two open source projects: the Mozilla web browser and the Apache web server. These applications provided the stable frameworks required for others to build a new class of Internet software. Though these applications weren't bug-free, they were the focal point of the effort to produce a reliable system.In an attempt to provide an open, stable, and common infrastructure for reputa­tion systems development, I have started—with the help of many people—the Open Reputation Framework project. Our hope is to make the Open Reputation Framework 
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a home for reputation platform implementations, freely released intellectual property, and resources for modeling reputation systems, including a toolkit based on the repu­tation grammar described in Farmer and Glass (2010a). Online forums at this site—or others like it—as well as broader societal discussions offline are needed to foster the evolution of best practices for privacy, regulation, reputation taxonomy, and related issues. Open and well-lit places for discussion may be a prerequisite to guiding the development of reputation systems in a positive direction.
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3 An Inquiry into Effective Reputation and Rating Systems

John Henry Clippinger

Reputation systems have been implemented in numerous contexts, ranging from massive e- 
commerce sites to specialist hobby groups. But what are the fundamental principles that make 
a reputation system effective? John Henry Clippinger discusses connections between evolution­
ary biology, finance, and reputation systems and suggests design principles to make reputation 
systems more effective.

Regard your good name as the richest jewel you can possibly be possessed of—for credit is like 
fire; when once you have kindled it you may easily preserve it, but if you once extinguish it, you 
will find it an arduous task to rekindle it again. The way to gain a good reputation is to endeavor 
to be what you desire to appear.
—SocratesWith the success of the web—especially social media—the importance of reputation has been revived to take on a new meaning and relevance. Protecting and promoting "one's good name" as an individual, product, organization, cause, or brand has blos­somed into an enormous business. It has also sparked virtual "arms races" of compet­ing reputational interests and strategies.There is no greater reputation maker than Google. Google's pervasive page ranking algorithm is a trusted global reputation system that uses social or link popularity met­rics not only to direct search queries, but also to auction off such queries to promote products and brands. That relatively simple capability has spawned a multibillion- dollar industry of trading, selling, and "optimizing" reputations.More overt forms of reputation and recommendation systems—such as those used by Yelp, Slashdot, Amazon, eBay, Digg, and others—routinely issue summary judg­ments, much like a Roman Emperor in the Colosseum who renders thumbs-up or thumbs-down verdicts upon hapless people, movies, software, hotels, and content. Such ratings can have real economic clout. A poor Amazon rating can be a virtual death sentence for a poorly rated product.If one's good name is tarnished fairly or unfairly on the web, it is very difficult to have the slight removed. For an unwanted Google ranking, there is no easy remedy 
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but to bury an offending picture or paragraph under a slew of more flattering and "popular" hits. Reputation.com (formerly ReputationDefender) and SEO companies provide services to help "manage" the ranking of flattering or not-so-flattering hits on persons, groups, products, topics, and companies. The web is still like an unsocial­ized teenager who is in the process of exploring identities and acquiring manners and appropriate norms. Yet the web may have reached that point of social awareness at which manners, norms, and one's good name do matter. And as one gains a reputa­tion—what Socrates called that "richest jewel"—its loss, debasement, or appropriation can be highly consequential. Hence, how reputations are won and lost will play an increasingly important role in the social evolution of the web.
An Evolutionary Biological Perspective on Reputation"Reputation" is a familiar term that is also deceptively subtle. Reputation is not so much a thing as an ongoing contest. From the perspective of evolutionary biology, reputation can be seen as part of the larger struggle of natural selection—in this case, as the competition within and among social species to cooperate, compete, or flee. Building and protecting one's reputation is an unending process for all social species, as there are always those who can benefit from a false reputation (e.g., deception), and there are similar benefits to be reaped from investing in a stellar reputation. There is value in seeing these "reputational arms races" as part of a broader evolutionary pro­cess. It grounds the discussion in the well-developed science of evolutionary and com­putational biology, and can draw upon Nature's billion years of experimentation. (See chapter 4 in this volume for another perspective on these ideas.)Having a "good name" is fundamental to biological survival and replication. In sexual competition, the attainment of a "good name" is rivalrous—a zero-sum game, the right to mate and promote one's own genes. Not only do males have to compete among themselves, but they also have to convince the female that they are worthy mates that will produce healthy offspring to promote her genes as well. For the female, the challenge is to determine how "honest" the signals of the male are. Is he really fit? Will his offspring survive? Will he defend her and her offspring against predators? Can he be relied upon as a provider? In each and every case, there has to be a decision made about whether to assume a particular kind of risk. In short, what markers—reputation signals—can she rely upon?Given the nature of the risks involved in mate selection, there are strong selective pressures for honest signals: those that can be easily understood and not readily faked. Take the case of the peacock's tail, in which all the extra energy needed to produce a huge, colorful and extravagant tail is a clear, unfakeable signal of the health of the male (Zahavi 1997). In the case of elk and moose, the imposing antlers are not only a signal of health, but also signals of dominance and actual instruments of male competition.

Reputation.com
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'z'Honest social signals, on the other hand, are much harder to achieve. It is often not difficult to fake a signal that is not biologically based and within your control. The rea­son the peacock's tail is such a reliable signal is that it is beyond the peacock's capacity to control. Yet all social signals are, in effect, social constructs. They can be made to appear to be something other than they are. (See chapters 7 and 9 in this volume for more on social signals.)For instance, the social equivalent of health or reproductive worthiness might be found in an expensive car, a magisterial home, or a name in the social register—all seemingly reliable manifestations of social "health.” Social institutions are attempts by societies to create costs for social signals such as wealth, status, and competence that make them more difficult to fake. Such costs can include resources to acquire symbols of status and competence, as well as sanctions for falsely asserting trusted so­cial signals. As executive fraud, credit rating fiascos, infomercials, and one's own junk email box so eloquently testify, many signals of social and financial "health" are easily and profitably spoofed. The prescript of Socrates—"The way to gain a good reputation is to endeavor to be what you desire to appear"—seems to be more honored in the breach than in the observance.

Bubbles and Runaway SignalsIn evolutionary biology, it is a given that all social life forms, from the simplest to the most complex, are engaged in an endless cycle of deception and detection. The invis­ible hand of natural selection manifests itself in this contest, favoring and punishing by continuously testing the authenticity of a reputation holder and the thoroughness of the entity that relies on the reputation information (the reputation relief).Although competition can certainly improve the fitness of a group, there are times when unbridled competition can destroy the group through what is called the "Red Queen Effect" (Ridley 2003). The notion of the Red Queen Effect was taken from Lewis Carroll's Through the Looking-glass, in which the feared and mad Red Queen ran faster and faster in place without getting anywhere (Carroll 1986). The Red Queen Effect alludes to the huge resources that can be expended among competitors in deception-detection schemes. A biological example of an arms race gone awry is the Irish elk, which grew ridiculously large antlers. The Irish elk's antlers wastefully con­sumed energy and made it impossible to navigate forests, contributing to its eventual extinction.An equivalent in human interaction is competition around social status, a pivotal reputational marker that governs the allocation of collective resources and reproduc­tive rights. In preindustrial societies, potlatches—gatherings in which people with high status compete to acquire and give away their wealth—can have distributional benefits, but they can also degrade into wasteful, socially destructive competitions. 
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Likewise, the competitive consumption of status goods from clothes to jewels to boats to homes to planes can have a similarly deleterious effect. Such competition drains public resources and capital from more generative uses and needed basic social goods, thereby exacerbating social inequities and encouraging environmentally destructive patterns of consumption. Such bubbles of consumption can be seen as the result of a collusion of incentives to overvalue positive reputational scores and undervalue nega­tive scores. Because there is no penalty for a false positive score—only a penalty for a negative score—the bubble grows until someone eventually bears the cost.Some economists would argue that price signals and markets could eventually cor­rect for such "runaway excesses" by having short sellers (those who bet on the asset value declining) come into the market and discipline the excessive long sellers. How­ever, short sellers need to "time" the market and long sellers do not, as we saw in the financial crisis of 2007-2008. It is hard to know what a "short seller" would look like for status markets—other than some kind of "social register" or "blue book" that tries to distinguish false social claims from legitimate ones. Indeed in some status-exclusive groups, notably adolescent groups, alpha females and males set and impose signals of membership to enforce exclusivity and limit reputational inflation, that is, the de­valuation of their own reputational currency (Pronk and Zimmer-Gembeck 2010). The media has short and long sellers for whom there are financial and reputational incen­tives to inflate and deflate the reputations of celebrities, entrepreneurs, experts, and companies.There are also situations in which short sellers—those benefiting from a collapse of a reputation—can materially change a reputation by creating a self-reinforcing nega­tive reputation trend. Some observers attributed the collapse of Lehman Brothers in part to short sellers using rumor to drive down share prices, which in turn caused real reputational damage that resulted in having creditors demand repayment and refuse further credit. In both cases, corrective feedback loops were weak because there was a lack of corrective signal that could dampen the effects of runaway positive and nega­tive signals. Outside of markets, one can see reputational social bubbles through fads, gossip, mobs, riots, movements, and other forms of collective action that seem to take on a life of their own until they run their course.
Blind Referee: Honest Reputation Signals for FairnessAll successful social species use social roles and signals to facilitate cooperation and mitigate excessively competitive behaviors. Dominant males and females intervene to resolve destabilizing behaviors, as do coalitions of peers.Among highly social species, there appears to be a kind of "metacooperative" game, supraordinate to the competitive games (De Waal 1989). These metagames are "games about games" that encourage cooperative outcomes by providing special rule sets that 
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enable a third party to prevent pyrrhic outcomes. Such metagames select for the role of an impartial referee who has sufficient reputational powers to oversee and modulate destructive competition. For example, among some primates such as chimpanzees and bonobos, a powerful member of a group (or coalition of members) can act to curtail the unbridled aggression of one dominant member against another. This kind of repu­tational power is of a different order than healthy males challenging one another or impressing a prospective mate. It not only must signal a credible capacity to enforce a sanction, but also must be seen by the competitors as being fair (Clarkson and Van Alstyne 2009).A reputation for fairness depends upon the actions of the referee being accepted as impartial by all competing parties. In the case of chimpanzee groups, it is the duty of the leader to remind the overly contentious to subordinate their rivalries to the long­term cooperative interests of their group (De Waal 1989). In the case of humans, the referees rule on the fairness or the legitimacy of behaviors (as in a sports game) and enforce their "ruling" by their capacity to punish or throw offending players out of the game. In this analogy, the metagame defines the rules of play, and all parties benefit from the game being both competitive and fair.With this background, we are now in a position to venture a preliminary definition of reputation and the ancillary mechanisms that make reputations effective.
A Definition of ReputationA reputation is a social signal that one party conveys to a relying party to mitigate the risk of the relying party in accepting that signal.Let us apply this definition to some of our examples thus far. In the example of the peacock, the relying party is the peahen and the tail is the reputation signal. In the ex­ample of the Irish elk, the large antlers are not only reputational signals to the female, but reputational signals of strength to competing males—a second relying party. By as­sessing the strength of the signals (the size of the antlers), competing males can assess the relative strength of a competitor and avoid a costly and potentially fatal challenge. Such competitions can be somewhat self-regulating because competing males defer to the signals and avoid ruinous competition.In continuous forms of competition in which new entrants can come and go and disguise their real identities, such as an eBay seller faking an identity, there is the need to authenticate the identity of a reputation holder. In this case, it is not so much a matter of a deceptive reputation signal as of masking the true identity of the party holding the reputation. For if the underlying identity of a reputation holder is not knowable, it is possible for a third party to manipulate a reputational signal to build trust and then to "defect" with no penalty. This is a common scam and a problem with some early eBay sellers, who would build up large scores of successful ratings for small 
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transactions—and then, with a major transaction, abscond with the proceeds. Were the full provenance of the seller disclosed and independently authenticated, then the full risk would have been apparent to the buyer and the process could have been self­regulating. Reputation is tied to identity, and in order for a reputation score to be trusted, it must be transparent and tied to an underlying, authenticated and persistent identifier of the actual physical person.Similar points apply to search-based reputation scores. Although Google doesn't sell higher rankings directly, it does sell keyword search phrases to companies that want to reach customers who use those searches. The individual company relies upon the validity of Google's reputation scoring to reach potential customers. These cus­tomers in turn rely upon another Google score—in this case, page rankings—to find relevant websites. Those using Google to search want to find sites that genuinely match their search interests, and therefore rely upon the integrity of the ranking scores. Advertisers seek to increase their ranking scores by means both overt and subtle. The interests of the searchers and the advertisers are not necessarily aligned, especially if the advertiser is promoting websites and products that do not match the searches.Yet can a search engine like Google really be an independent and disinterested referee of reputation? Its revenue comes from auctioning off high-volume and "high- quality" keywords and search terms to the highest bidder. But who determines the measures of volume and quality? Is there any independent audit? Search engines are not paid for the quality of their search results by the end user, but rather for the popu­larity of their search results by advertisers. Popularity is a proxy measure for quality or relevance, but it is a very imperfect and gameable metric—yet it is what sets the price for search terms.In short, there is an absence of transparency on a number of counts. Only Google knows how the reputation scores are calculated, and only they conduct auctions. Google thereby controls both the supply of product and the measures of its value. All the incentives seem to point in the direction of generating inflated scores without any corrective. If the quality of the search experience becomes poor, however, and end users stop using it, then that might act as a check on Google's behavior. But by owning a major portion of the search market, Google reaps the benefits of scale, requiring any competitor to have a vastly superior service to be viable.
Rating RisksIf one ever doubted how readily and credulously we rely upon compromised, opaque, and gamed reputation scores, one need look no further than the role of credit rat­ing agencies in the financial crisis of 2007-2008. The entire financial system depends upon such rating agencies, yet they are by and large paid for by the companies they 
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rate. They failed catastrophically in the financial meltdown, yet they continue to be relied upon.How can that be? There is no real penalty for their being wrong. They are typically not rewarded for their ability to accurately predict risk, but for their ability to help their clients sell securities, because a high rating can make a security more appealing to potential buyers. It has been suggested that they and their clients are not really parties to the risks they rate, but rather that these risks are off-loaded to buyers of the securities (Roubini and Mihm 2010).The fact that many financial service companies and banks that were given AAA (ex­tremely strong) ratings failed catastrophically is indicative of a structural failure in the rating system (Lewis 2010). As a financial bubble bursts and threatens to undermine the entire system, the metagame referee (government) steps in to absorb risk for the collective good. Unless transparency, feedback, accountability, and correction mecha­nisms are improved, the rating system may simply go on generating bigger and bigger bubbles.Although there is a grassroots movement to use Web 2.0 technology to create more transparency in finance, so far this has not proven effective. One example is the Freerisk.org project, whose goal was to make financial data more open and available through open standards. Freerisk aimed to crowdsource the rating of companies and securities and in effect to make a competitive market for the rating methods that have the best predictive value. However, it appears that these efforts have not yet taken hold.Although open crowdsourcing is a possible starting point, at some point it will be­come important to link reputation scores to authenticated identities. With an identity system in place, it is possible to monitor activity for signs of collusion. By having many diverse and seasoned eyes looking at the data and the different rating algorithms, a kind of "third eye" of the market can come into play that acts to keep the invisible hand, buyers, and sellers honest by keeping all transactions and incentives transparent and open. The third eye could be made up of actors who do not have a vested interest in an outcome and who can act as checks upon one another. As in the case of open source software, the third eye would provide the requisite independence and legiti­macy to securities ratings to help restore trust to the markets. (See chapter 5 in this volume for a related invisible hand concept.)Data alone does not create transparency. Analysis and even visualization are re­quired to make sense of relationships that make the data actionable. As part of its effort to encourage greater transparency in government, the software company Palantir is making its analytic tools available through the AnalyzeThe.US project to enable ordi­nary citizens to analyze the government's key data sets conceptually. When tools like this are applied in the open, then the reputation and risk metrics they develop are not only more credible and robust—they themselves can also be questioned, challenged and improved.

Freerisk.org
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Building a Robust Reputation SystemTo what extent can one rely upon a signal from another party to be valid and authen­tic? A widely used and valuable reputation system is like a currency; it has enormous stored value. But like a paper currency, it has no inherent value—only a redemption value. As soon as the "good name" becomes compromised, it becomes very costly to restore. Like currencies, reputation systems are social constructs that derive their value and liquidity through networks of reciprocal trust. Reputation systems are the social equivalent of the vault doors for banks: they are not only a security barrier, but also a social signal of trustworthiness.But perhaps reputation systems can be designed to be more secure than banks. In the digital world, there is an enormous opportunity to design reputation, identity, transparency, and anticollusion mechanisms that are simply impossible in the physi­cal world. Here are a few mechanisms that, if put into place, could significantly en­hance the effectiveness and trustworthiness of a reputation system:1. Secure, open, and multiple-identity system If someone can act with full anonymity, then there is no basis for transparency or accountability. Verifiable identity is abso­lutely essential to building a reputation system. The downside is that a persistent iden­tity can also be used for surveillance and control by third parties and bad guys. So it is important to have authenticated anonymity, which simply means that you can have your identity authenticated without having to reveal personal identifying in­formation. It is important to recognize that identity is contextual and multiple, and that reputations are hence also contextual and multiple. One's reputation as a father or husband may be very different than that as an athlete or financier. Fortunately, considerable work has already been undertaken by academia, the open source com­munity, and corporations to deploy an open, interoperable identity "metasystem" to give people control over information about themselves. (See <http://www.eclipse.org/ higgins>, as well as <http://informationcard.net>.)2. Membership in a network with identity and governance rules There must be member­ship boundaries in order for there to be viable, enforceable, and evolvable reputation systems. Unlike most social networking sites (whose membership rules are defined by their Terms of Service Agreements, which may be primarily drafted to preserve the commercial interests of the site owners), membership networks are designed around governance principles for the members themselves. Typically, the reputation score is what gives a member standing in a particular network, and a poor reputation score can be grounds for expulsion.3. Metadata about members' behaviors and artifacts Full transparency and accountabil­ity require collecting and analyzing metadata about members in a network. Such data can itself be used to generate reputation scores based on the behaviors and contribu­tions of the members. Given that the identifiers used are not personally identifying, 
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it is possible to have such monitoring capabilities without necessarily compromising privacy. Such data can be used to generate social graphs that are highly identifying and predictive of behavior (Pentland 2009).4. Independently authenticated member attributes Members make claims as to their gen­der, age, education, financial status, employment history, and so forth. These claims must be independently authenticated in order for them to be a valid basis for building a trustworthy reputation. Some of the independent methods for authenticating repu­tation attributes (such as education or financial standing) can be done through third- party services such as independent credit bureaus. But as more and more data becomes available on people and organizations within and outside of member networks, peer- to-peer methods will be used to vet, bond, and authenticate members.5. The blind referee: transparent, testable, and independent reputation metrics The more powerful and important a reputation metric is, the greater the forces will be to capture and subvert it. Information asymmetries create competitive advantages and can stimu­late genuine innovation, but such asymmetries should not be allowed at the meta level—the processes by which reputation metrics are selected and tested should them­selves be open and subject to scrutiny and inspection. One of the reasons that open source software is highly trusted is that it is hard to hide "back doors" and proprietary hooks when a piece of code is completely transparent. This transparency, however, is not easily achieved, which brings us to the next topic.
The Power of Digital: Breaking the Cycle of Quis Custodiet Ipsos Custodes

Qtiis custodiet ipsos custodes? ("Who will guard the guards themselves?") This issue has been the Achilles' heel of human institutions since time immemorial. The inevitable entropy of human frailty weakens the independence of any oversight function, and this oversight inevitably becomes captive to those very forces it was intended to over­see. This problem will not be solved here. That said, there is reason for some optimism. In situations in which both activities and their associated reputation systems become fully digital, they can in principle be made fully transparent and auditable. Hence the activities of interested parties to subvert or game policies or reputation metrics can themselves be monitored, flagged, and defended against. Ideally, this identification and defense can happen early in the process.But the question at hand is still "protected by whom"—quis custodiet ipsos custodes? In the physical world, there can be genuine coercion and intimidation because it is possible to identify the "guard" and either physically threaten or bribe that person. In the digital world, that is not necessarily the case. Moreover, with an appropriate de­gree of transparency, the ability of parties to collude to alter a policy, skew a metric, or obfuscate an audit path can be greatly reduced. In order for a party to exercise an over­sight (or referee') function, they need access to certain kinds of information, metrics, 
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logs, and privileges. These access privileges can be designed to require that all referees have "keys" for access to enter the "room" to exercise their oversight functions. Rules can be programmed that require all referees to have independent keys for entry into the oversight room, that certain referee functions require simultaneous collaboration by multiple referees, and—this is the important point—that referees are randomly selected from a very large and unbiased pool of qualified members whose identities are authenticated for the desired expertise. Their access privileges could be dynamically assigned and revoked based upon time, role, and suspicious behavioral data.This approach is not immune from being breached: a third party could physically and forcibly compromise or destroy the system. At the same time, given normal op­erating conditions for the majority of organizations, information leakage, patronage, collusion, and self-interest would be significantly checked if a high-value, robust, and independent reputation system were available.
ConclusionReputation is continually shaping how identities, relationships, norms, rules, values, and social institutions evolve. The assertion that reputation creates selection pressures is intended not metaphorically, but literally. The foregoing examples and arguments show that research into social signaling theory, biological regulation, and evolutionary game theory is of considerable relevance to the design of effective member networks and new kinds of digital institutions.Increasingly, as social networks and online engagement are relied upon, the trust­worthiness and evolution of reputation systems will prove to be of institutional im­portance. If current trends continue, users will soon demand from their vendors and governments greater transparency and more targeted and reliable reputation metrics. If the science and technology are available to deliver robust reputation systems, then new models will arise to harness the reputation arms race toward positive ends and to thereby spur unprecedented social and institutional innovation.
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II REGULATING SOCIETIES





4 The Biology of Reputation

John Whitfield

Online reputation rests on our instinctive traits, which have evolved over millions of years. 
John Whitfield shows how aspects of reputation show up in the animal world and how these 
traits regulate and sustain our societies, suggesting lessons for the future that can be learned 
from the past.

We all understand intuitively that reputation is a fundamental force of social life. But 
only in the past decade or so have researchers working at the interface of biology, 
economics, and psychology truly begun to grasp how powerful that force is and how 
much of human behavior our concern for our reputations can explain.

Another recent development is the discovery that reputation is a force in not just 
human behavior. Animal behavior researchers have found that many other species use 
two basic forms of reputation to make their decisions: social learning and eavesdrop­
ping. In the first of these, social learning, animals learn where to feed or nest or how to 
avoid predators by watching what their neighbors do, rather than sampling the envi­
ronment directly—a process with obvious similarities to the way that humans choose 
what to buy, where to vacation, and so on. In the second, eavesdropping, animals 
observe or listen in on encounters between two other animals and use this informa­
tion to plan their own behavior. If a female black-capped chickadee, for example, hears 
her mate defeated in a song duel, she becomes significantly more likely to bear chicks 
by another male (Mennill 2002). And, as with humans, the presence of an audience 
changes the performers' behavior: the cleaner wrasse, a small coral reef fish, decides 
whether to cooperate with its clients by removing parasites and dead tissue or to cheat 
them by biting mucus and scales (which are more nutritious) partly on the basis of 
whether other potential clients are watching (Bshary and Grutter 2006). These studies 
and others are complicating biologists' view of animal communication and decision 
making by forcing them to consider the influence of the wider social environment on 
interactions such as fights and mate choice that have until recently been considered as 
only two-party interactions (McGregor 2005).

Where humans stand out, of course, is in the extent to which we have developed 
the cognitive and social technology of reputation. We are uniquely interested in what 
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other people have been doing in our absence and uniquely concerned about what oth­
ers know and think about us. Humans are highly—and apparently unconsciously— 
sensitive to being watched, as shown by a series of experiments in laboratory and 
natural settings showing that people become more honest and generous under the 
gaze of a stylized picture of eyes (Bateson, Nettle, and Roberts 2006; Burnham and Hare 
2007; Haley and Fessler 2005; Rigdon et al. 2009). These results suggest that a website 
designer hoping to encourage fair and honest behavior might put a banner image of 
some staring eyes in a prominent position, although the effect of such stimuli varies: 
where two players interact directly, this interaction seems to override the effects of eye 
cues (Fehr and Schneider 2010).

The physical manifestations of emotions such as shame and pride signal to those 
watching when we have done something socially damaging or rewarding, and influ­
ence observers to repair the damage or enhance the reward (Tracy, Robins, and Tang- 
ney 2007). Most human conversation takes the form of gossip about what people who 
are not present have been doing (Wert and Salovey 2004). Many of our most notable 
abilities, such as language and the ability to think about what others are thinking, 
seem likely to have evolved in significant measure to keep track of what other humans 
have been doing and to influence their view of our own behavior.

Not coincidentally, humans are also more willing to be cooperative and altruistic 
toward other, unrelated members of their species than any other animal. People will 
cooperate with strangers that they are unlikely to ever encounter again. This behavior 
poses a puzzle for evolutionary theory because any animal displaying such traits opens 
itself up to cheats and free riders—a process that unchecked would drive cooperative 
behavior out of the population.

Reputation is one of the key means through which humans defend cooperation. It 
allows us to incentivize and reward altruism and to deter and punish antisocial behav­
ior. Anthropological studies suggest that concerns for reputation underpin many coop­
erative behaviors in hunter-gatherer societies, such as meat sharing (Hawkes and Bliege 
Bird 2002). In many such societies, the most severe punishment is ostracism, in which 
those whose reputation sinks to the lowest depths find that their society withdraws its 
cooperation en masse. Even as societies became larger and more complex, reputation 
remained an important means of enforcing cooperation and punishing norm break­
ing. Greif (1989), for example, has shown that international trade in the Mediterra­
nean during the Middle Ages relied heavily on reputation mechanisms to create trust 
between merchants and their geographically and culturally distant agents. As Adam 
Smith said in his 1766 Lecture on the Influence of Commerce on Manners: "A dealer is 
afraid of losing his character, and is scrupulous in observing every engagement. When 
a person makes perhaps 20 contracts in a day, he cannot gain so much by endeavour­
ing to impose on his neighbours, as the very appearance of a cheat would make him 
lose" (quoted in Klein 1997, 17).
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The general problem of how natural selection for self-interested behaviors could lead 
to altruism began to receive attention only in the second half of the twentieth century, 
when the idea that animals would make sacrifices, such as limiting their fecundity or 
aggression, “for the good of the group" fell from favor; mathematical modeling sug­
gested that altruistic groups are highly vulnerable to invasion by selfish individuals. 
The application by biologists of such ideas to human behavior came later still, with the 
rise of sociobiology and evolutionary psychology in the 1970s and 1980s.

The theoretical problems with group selection led most evolutionary biologists to 
a view of evolution that focused on natural selection operating on individuals and 
genes—as reflected, for example, in Richard Dawkins's The Selfish Gene. From this view­
point, natural selection favors altruism and cooperation only if it yields a net benefit 
to the cooperative individual. Hamilton's (1964) theory of kin selection showed that 
one option is to invest in family members, who share one's own evolutionary interests 
by virtue of sharing genes. This concept seems to lie at the root of most nonhuman 
examples of cooperation, such as the insect societies of ants, wasps, bees, and termites 
(although the theory is still debated). Trivers's (1971) theory of reciprocal altruism, 
which gave the Prisoner's Dilemma—a game in which the choice is whether to help or 
cheat another person—a central place in evolutionary theory, showed that sharing a 
history can also promote cooperation. Where animals can recognize one another, and 
where there is a high probability of long-term interaction, animals can cooperate today 
and—if their favors are not returned—retaliate tomorrow.

There is a wealth of evidence that kin selection and reciprocal altruism are impor­
tant elements of human social behavior. But neither concept seems to explain the high 
level of one-shot cooperation that binds human societies together, because such one- 
shot interactions give their participants no chance to return favors or punish cheating. 
The first biologist to explore the idea that reputation can underpin the broad coop­
eration characteristic of human societies was Alexander (1987). He coined the term 
indirect reciprocity to describe the process whereby altruistic acts are repaid not by their 
recipients, but by third parties. In this scenario, person A decides to cooperate with per­
son B because A knows that B has previously cooperated with person C, and A hopes to 
gain C's cooperation in the future. Indirect reciprocity, Alexander argued, can enforce 
cooperation and maintain solidarity.

For a decade, however, biologists' attention remained largely focused on explaining 
human cooperation through direct reciprocity and kin selection. One exception was 
a model by Boyd and Richerson (1989) that treated indirect reciprocity as the passage 
of altruistic acts through a circuit, so that A helps B, who helps C, who helps A. This 
pattern of helping, they concluded, can be sustained only in small groups—otherwise, 
the cognitive powers needed to monitor, remember, disseminate, and act upon the 
behavior of third parties seemed prohibitive, and the possibilities for escaping one's 
reputation through concealment and mobility seemed too great.



42 John Whitfield

It was not until Nowak and Sigmund's (1998) model that Alexander's verbal argu­
ment was translated into a theory that supported indirect reciprocity as a force in hu­
man cooperation. In their simulation, individuals meet in pairwise interactions. One 
party is randomly chosen as a potential donor, and the other as a potential recipient. 
The cost of helping is less than the benefit of being helped, so the returns of mutual 
cooperation outweigh those of asociality, providing that cheaters can be prevented 
from invading the population. Nowak and Sigmund achieved this using a simple form 
of reputation based on what they called image scoring. If the donor pays the cost of 
helping the recipient, his or her image score increases by one. If the donor declines, 
it decreases by one. Donors decide whether to cooperate based on past behavior, as 
reflected in the potential recipient's image score. The simulation showed that coopera­
tive behavior could arise and persist if donors discriminated in favor of recipients with 
positive image scores. In human populations, Nowak and Sigmund suggested that the 
equivalent of a person's image score would be constructed and transmitted via gossip.

Nowak and Sigmund's study triggered a boom in theoretical and experimental stud­
ies of indirect reciprocity that shows no sign of ending, and it has placed reputation 
front and center in our understanding of human cooperation. Experimental support 
for their model was provided by Wedekind and Milinski (2000), who showed that do­
nors in an experimental setting were more generous toward recipients with a positive 
image score. Olson and Spelke (2008) obtained similar results in an experiment in 
which three-year-old children were asked to distribute resources between dolls based 
on stories of their past behavior toward one another.

Other theoreticians, however, have challenged image scoring as a basis for indirect 
reciprocity. In Nowak and Sigmund's model, a donor that withholds help from a re­
cipient with a low image score pays a cost because its image score drops a point, mak­
ing other members of the population less likely to assist it. Leimar and Hammerstein 
(2001) showed that a population of image scorers can be invaded by a strategy that 
avoids the cost of refusing to cooperate by ignoring others' image score and instead 
cooperating indiscriminately just enough to maintain its own image score.

Leimar and Hammerstein also showed that a strategy of indirect reciprocity based 
on relative standing, an idea pioneered in economics by Sugden (2004), was more robust 
to invasion by alternative strategies. In a population basing its decision on standing, 
a donor who denies help to a recipient with a poor reputation suffers no reputational 
damage. Tournaments pitting different strategies against one another have found that 
those that use standing—that it's good to be bad toward another with a bad reputa­
tion—can resist invasion by other strategies (Ohtsuki and Iwasa 2006; Pacheco, San­
tos, and Chalub 2006), although such strategies are less good at invading populations 
without cooperation (Panchanathan 2011). Some experimental evidence, however, 
seems to suggest that humans use image scoring, not standing, as the basis for decid­
ing whether to help or not (Milinski et al. 2001), perhaps because standing requires 
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too much information about the motives of all parties involved and is vulnerable to 
mistakes and missing data. It may well be, of course, that humans use both standing 
and image scoring, depending on the information available.

Online social interaction takes place in an "unbiological" environment in which the 
cues that let humans know that their reputation is at stake, such as gaze, are absent. 
Reputation systems are an attempt to overcome the corrosive effect that such solitude 
and anonymity have on altruism and cooperation. Feedback on eBay, for example, has 
similarities to Nowak and Sigmund's image-scoring model. When a buyer and a seller 
do business on eBay, it may well be a one-shot interaction. But each can change the 
other's image score by leaving feedback (it even takes the +1 or -1 form used by Nowak 
and Sigmund) and thereby influence how other members of the community treat them 
in the future. One way in which eBay users differ from the simple image scorers in 
Nowak and Sigmund's model is that they tend to give negative ratings far more weight 
than positive ratings—a strategy that theory suggests may help to maintain coopera­
tion (Rankin and Eggimann 2009). Indirect reciprocity also manifests itself in online 
communities in less formal ways: Bravo (2010), for example, found that many contrib­
utors to an Italian TeX users group did so because they had received help in the past.

Reputation, then, can promote cooperation in pairwise interactions that resemble 
the Prisoner's Dilemma. Here, cheating is the main threat to cooperation. But rep­
utation can also help maintain cooperation in group endeavors that more closely 
resemble the public goods game, in which the choice is between contributing to a 
common resource—such as building and maintaining an irrigation system, exploiting 
a fishery sustainably, or keeping a common area clean—or free riding. In such groups, 
the presence of a few free riders can cause initially cooperative members to withdraw 
their labor, which in turn can cause further withdrawals of labor, ultimately leading 
to the collapse of cooperation and a tragedy of the commons. Maintaining a common 
resource requires collective effort.

One way to bring free riders into line is to punish them, even if it is costly to do 
so (Fehr and Gachter 2002). Human punishment behavior also becomes more pro­
nounced when an audience is present. When players' past decisions in the ultimatum 
game are made public, they become less tolerant of low offers than they are in anony­
mous situations (Fehr and Fischbacher 2003). Experimental subjects also invest more 
in third-party punishment, in which they themselves have not been treated unjustly, 
when they can make their decisions public (Kurzban, DeScioli, and O'Brien 2007). 
Both types of punishment are costly, in that those who punish do not maximize their 
short-term returns. But the long-term benefits of making it known that you drive a 
hard bargain, or that you are willing to enforce cooperative norms, may justify an 
increased investment in punishment in the short term. If punishers earn a reputation 
that makes them more likely to receive help in the future, this can sustain such behav­
ior (Santos, Rankin, and Wedekind 2010).
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Reputation, however, can also reduce the need for punishment in problems of col­
lective action. In the conduct of our social business, we move between large and small 
groups. Experiment (Milinski, Semmann, and Krambeck 2002a) and theory (Panchana- 
than and Boyd 2004) have shown that when public goods games are alternated with 
two-person games, players that contribute to the common good build a reputation 
that others reward through indirect reciprocity—both in monetary terms, and with 
political support (Milinski, Semmann, and Krambeck 2002b). The desire to reap the 
rewards of a good reputation in private interactions encourages players to behave co­
operatively in a group, a result that has led some biologists to turn their attention to 
how reputation might help address our most challenging collective-action problem: 
climate change (Milinski et al. 2006; Rand and Nowak 2009). Reputation is powerful 
among a group with shared values and dense social connections along which informa­
tion, favors, and punishment can travel. But when these connections are lacking—as, 
for most of human history, they have been between nations—reputation has no force, 
and cooperation is much harder to promote and sustain.

The benefits to an individual's reputation might also promote collective action 
in online societies. The work of open source software coders, for example, might 
be rewarded in improved employment prospects. Such rewards can also be formal­
ized: Amazon's "Vine" program gives top reviewers access to prerelease products. 
This decision has provoked criticism, with some online commentators fearing that 
such rewards could bias and corrupt reviewers—a hint that the link between public 
contribution and private rewards may not always have positive consequences for 
society.

Neither indirect reciprocity nor private rewards for public behavior, however, seem 
able to explain much cooperative behavior, both offline and online. Many public re­
sources are maintained by a small group of altruists and used by a large group of free 
riders. Only 5 percent of the population, for example, gives blood, but most will need 
a transfusion at some point in their lives (Lyle, Smith, and Sullivan 2009). People give 
money to disaster relief efforts in far off countries that will never be repaid in kind. 
Online, it is likely that more people download files from peer-to-peer networks than 
upload files to them (Lyle and Sullivan 2007), and many more people read Wikipedia 
than work to build and maintain it.

What motivates altruists in such apparently thankless surroundings? One impor­
tant consideration in online societies is that virtual public goods are not depleted by 
being consumed and shared, so the balance of costs and benefits may set the threshold 
for cooperation much lower—one might upload a file for the benefit of a handful of 
friends, only for it to also be downloaded by thousands of strangers. Another possible 
answer is that altruists in such situations are building a different kind of reputation to 
the one created by indirect reciprocity and displaying to their audience not their trust­
worthiness, but their wealth, be it physical, financial, or intellectual.
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The study of this form of reputation has its roots in the evolutionary theory of 
costly signaling. Costly signals used by animals such as roaring, croaking, and gaudy 
plumage are difficult to fake, and are therefore an accurate guide to their sender's qual­
ity (see chapter 3 in this volume). Likewise, altruistic behavior might be a signal not 
of how good the altruist is, but how great—so rich in resources that they can be given 
away, as occurred in Native American potlatch ceremonies. Competitive altruism and 
indirect reciprocity operate together—by donating to charity, you show not only what 
a good person you are, but also how wealthy. But as a promoter of altruism, costly 
signaling has the added advantage that free riders are irrelevant, because costly signals 
are advertisements, not trades.

Costly signaling has been invoked to explain both meat sharing in hunting societies 
(Smith, Bird, and Bird 2003) and illegal file sharing in peer-to-peer networks (Lyle and 
Sullivan 2007). Many online reputation systems use status perks to encourage their 
users to make costly contributions to public resources. Reaching a high position on 
Amazon's table of top reviewers, for example, requires time and effort, but displays the 
reviewer as well-read, insightful, and public-spirited—all traits likely to be valuable to 
potential friends, employers, allies, and mates.

Cooperative and altruistic behavior isn't normally motivated by a cold calculation 
of self-interest. Rather, people are driven by the pleasure of being helpful or by the en­
joyment of writing code, reviewing books, and so on. Surveys suggest that contributors 
to review sites or open-source software feel themselves to be acting out of disinterested 
altruism, rather than a conscious desire to boost their reputations (Baytiyeh and Pfaff- 
man 2010; Utz 2009). But such explanations do not contradict the evolutionary view. 
People are not driven to eat ice cream or have sex by calculations of evolutionary fit­
ness, but by the anticipation of pleasure. However, the evolutionary advantages of eat­
ing and copulation—and consequently of an appetite for food and sex—are obvious. 
Similarly, morality is an appetite for certain kinds of behavior, in ourselves and others, 
that helps us make decisions that are personally beneficial.

Social conditions that encourage altruism and discourage cheating include: trans­
parency, so that people's behavior is known to one another; accountability, so that 
people have the power to reward and punish one another; and interconnectedness, 
which provides the social links along which reputation travels. Although online soci­
eties make connecting easy, the bandwidth of electronic communication is tiny com­
pared to the wealth of nuance that we absorb in face-to-face interaction, which may 
limit the capacity to build trust, cooperation, and collective action in a purely online 
context. The anonymity and fluidity of online society, in which multiple or fake iden­
tities are easy to create and difficult to detect, also poses a barrier to cooperation. It's 
difficult, for example, to know whether to trust an online reviewer without knowing 
anything about his or her tastes, motivations, and possible conflicts of interest. So­
cial networking sites help to overcome this problem, at the cost of some of the users' 
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privacy, and this trade-off is present in all social contexts—to be trusted, we must also 
be known, and to an extent exposed. Secrecy, impunity, and isolation breed antisocial 
behavior.

Reputation also has a dark side. As well as displaying that they can be trusted, hu­
mans sometimes try to show one another that they are to be feared. Here, the benefits 
of an intimidating reputation can make people harm one another more than they 
otherwise would in the absence of an audience. Theoretical analyses show that fight­
ing will be more intense in front of an audience, as the benefit of deterring future 
aggression makes belligerence more valuable, even in defeat (Johnstone and Bshary 
2004), and studies of human aggression offer some support for this idea (Felson 1982).

An intimidating reputation seems particularly valuable in environments where col­
lective punishment, either informally from the community or centrally from the state, 
is weak, so individuals are forced to rely on self-defense and deterrence. Nisbett and 
Cohen (1996) argue that the culture of honor in the southern United States, in which 
seemingly small slights sometimes provoke extreme violence, has its roots in the herd­
ing backgrounds and continuing herding economy of the Scots and Irish who settled 
the region. In herding cultures, populations are thinly spread and animal wealth is 
highly vulnerable to theft. An intimidating reputation may be the best defense in such 
a situation. Similar environments are also seen in criminal economies, in which—for 
obvious reasons—disputes cannot be settled through the courts (Bourgois 2003). This 
aspect of reputation may be detectable in some of the darker corners of cybercrime, in 
cyberbullying on social networks, and possibly in the actions of “griefers," who take 
pleasure from antisocial behavior in virtual worlds and online games.

The challenge to those who design our societies—both online and in the real 
world—is to enhance those features of the environment that encourage people to use 
reputation to sustain cooperation and to minimize those features that drive people 
to use reputation as a destructive force. Most people's first impulse is to be decent 
and helpful, but this is more an opening gambit than a cast-iron rule—unless such 
impulses are returned and rewarded, people quickly switch to other behavioral strate­
gies. Neuroscience studies show that a concern for reputation activates the same brain 
regions as are involved in other forms of self-control, when we resist the urge to take a 
quick gain in anticipation of a greater future payoff (Knoch et al. 2009). But even the 
best of us are open to temptation if the benefits are great and the cost and likelihood 
of exposure small. The job of reputation systems is to reward cooperation and reduce 
temptation.

Online societies are places in which the ideas of evolutionary biologists can be 
tested and in which they might be applied. And evolutionary biology is reminding 
us that reputation comes in many forms—and that it is probably the most powerful 
peaceful means that humans have of controlling one another's behavior.
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5 Regulating Reputation

Eric Goldman

When should reputation systems be regulated? Eric Goldman explores challenges and regula­
tory options, and extends Adam Smith's famous metaphor by pointing out the role played by 
secondary and tertiary invisible hands.

This chapter considers the role of reputational information in our marketplace and 
society. It explains how well-functioning marketplaces depend on the vibrant flow 
of accurate reputational information and how misdirected regulation of reputational 
information could harm marketplace mechanisms. The chapter then explores some 
challenges created by the existing regulation of reputational information and identi­
fies some regulatory options for the future.

Reputational Information Defined

Typical definitions of "reputation" focus on third-party cognitive perceptions of a 
person. As one commentator explained:

Through one's actions, one relates to others and makes impressions on them. These impressions, 
taken as a whole, constitute an individual’s reputation—that is, what other people think of you, 
to the extent that their thoughts arise from what they know about you, or think they know about 
you. (De Armond 2007, 1065)

Other legal sources generally follow this theme. For example, Black's Law Dictionary 
defines reputation as the "esteem in which a person is held by others." (Garner 2004). 
Bryan Garner's A Dictionary of Modem Legal Usage defines reputation as "what one is 
thought by others to be" (Garner 1990, 148). The Federal Rules of Evidence also reflect 
this perception-centric view of "reputation." (Fed. R. Evid. 803(19), 803(21)).

These definitions might reflect lay perceptions about the meaning of "reputation," 
but this chapter emphasizes how information affects prospective decision making. Ac­
cordingly, this chapter defines "reputational information" as:

information about an actor's past performance that helps predict the actor's future ability to per­
form or to satisfy the decision-maker's preferences.
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This definition assumes that actors create a pool of data (both subjective and objective) 
through their conduct. This pool of data—the reputational information—can provide 
insights into the actors' likely future behavior.

Reputation Systems

Reputation systems aggregate and disseminate reputational information to consumers of 
that information. Reputation systems can be unmediated or mediated. In unmediated 
reputation systems, the producers and consumers of reputational information commu­
nicate directly. Examples of unmediated reputation systems include word of mouth, 
letters of recommendation, and job references. In mediated reputation systems, a third 
party gathers, organizes, and publishes reputational information. Examples of medi­
ated reputation systems include the Better Business Bureau's ratings, credit reports and 
scores, investment ratings such as Morningstar mutual fund ratings and Moody bond 
ratings, and consumer review sites.

The Internet has led to a proliferation of mediated reputation systems and, in par­
ticular, consumer review sites. Consumers can review just about anything online. 
Examples include:

• Yelp, which enables shoppers to review local businesses
• TripAdvisor, where travelers can review hotels and other travel attractions
• eBay's feedback forum, which allows eBay's buyers and sellers to rate each other
• Amazon's product reviews, which encourages the public to rate and review millions 
of marketplace products
• RealSelf.com, which lets patients review cosmetic surgery procedures
• Awo.com, where clients can rate and review attorneys
• Glassdoor.com, which permits employees to share salary information and critique 
the working conditions at their employers
• Honestly.com, which lets coworkers review each other
• RateMyProfessors, where students can publicly rate and review their professors.
• DontDateHimGiii.com, which allows women to create and "find profiles of men 
who are alleged cheaters."
• TheEroticReview.com, a site allowing clients to rank prostitutes (see Rich tel 2008). 
PunterNet.com is a similar site for reviews of British sex workers (see Omizek 2009).

Why Reputational Information Matters

In theory, the marketplace works through an "invisible hand": consumers and produc­
ers make individual and autonomous decisions that—without any centralized coordi­
nation—collectively determine the price and quantity of goods and services. When it 
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works properly, the invisible hand maximizes social welfare by allocating goods and 
services to those consumers who value them the most.

A properly functioning invisible hand also should reward good producers and 
punish poor ones. Consumers allocating their scarce dollars in a competitive market 
transact with producers who provide the best cost or quality options. Over time, un­
competitive producers should be drummed out of the industry by the aggregate but 
uncoordinated choices of rational and informed consumers.

However, in the presence of transaction costs, the invisible hand can be subject 
to distortions. In particular, if information about producers is costly to obtain or use, 
consumers may lack crucial information to make accurate decisions. In such cases, 
consumers may not be able to easily compare producers or their price or quality offer­
ings and therefore good producers may not be rewarded and bad producers may not 
be punished.

When information about producers and vendors is costly, reputational information 
can improve the operation of the invisible hand by helping consumers make better 
decisions. In this case, reputational information acts like an invisible hand of the in­
visible hand (an effect I call the secondary invisible hand) because reputational informa­
tion can guide consumers to make marketplace choices that in aggregate enable the 
invisible hand. Thus, in an information economy with transaction costs, reputational 
information can play an essential role in rewarding good producers and punishing 
poor ones.

Given this crucial role in marketplace mechanisms, any distortions in reputational 
information may effectively distort the marketplace itself. In effect, it may cause the 
secondary invisible hand to push the invisible hand in the wrong direction, allow­
ing bad producers to escape punishment and failing to reward good producers. To 
avoid this unwanted consequence, any regulation of reputational information needs 
to be considered carefully to ensure that it is improving—not harming—marketplace 
mechanisms.

Note that the secondary invisible hand is itself subject to transaction costs. It is 
costly for consumers to find reputational information and to assess its credibility. 
Therefore, reputation systems themselves typically seek to establish their own reputa­
tion. I describe the reputation of reputation systems as a tertiary invisible hand—it is the 
invisible hand that guides reputational information (the secondary invisible hand) to 
guide the invisible hand of individual uncoordinated decisions by marketplace actors 
(the primary invisible hand). Thus, the tertiary invisible hand allows the reputation 
system to earn consumer trust as a credible source (such as the Wall Street fournal, the 
New York Times, or Consumer Reports) or to be drummed out of the market for lack of 
credibility, such as the exit ofJuicyCampus.com (Ivester 2009). (See chapter 3 in this 
volume for a related invisible hand analogy.)

ofJuicyCampus.com


54 Eric Goldman

Regulatory Heterogeneity

We now turn to some ways in which the regulatory system interacts with reputation 
systems and some issues caused by those interactions. Regulators have taken diver­
gent approaches to reputation systems. For example, consider the three different U.S. 
regulatory schemes governing job references, credit reporting databases, and consumer 
review websites:

• Job references are subject to a mix of statutory (primarily state law) and common 
law tort regulation.
• Credit reporting databases are statutorily micromanaged through the voluminous 
and detailed Fair Credit Reporting Act, codified at 15 U.S.C. § 1681-81x.
• Consumer review websites are virtually unregulated, and many potential regulations 
of consumer review websites (such as defamation) are statutorily preempted.

These different regulatory structures raise some related questions. Are there meaningful 
distinctions between reputation systems that suggest the desirability of heterogeneous 
regulation? And are there "best practices" we can observe from these heterogeneous 
regulatory approaches that we can use to improve other regulatory systems?

These questions are important because regulatory schemes can significantly affect 
the efficacy of reputation systems. As an example, consider the differences between 
the job reference and online consumer review markets. A former employer giving a job 
reference can face significant liability, regardless of whether the reference is positive or 
negative: "Employers are finding that they are being sued no matter what course they 
take; whether they give a bad reference, a good reference or stay entirely silent" (Baidas 
2008, 1). Giving unfavorable references of former employees can lead to defamation or 
related claims (Employment Screening 2008), and there may be liability for a former 
employer giving an incomplete positive reference (Randi W. v. Muroc Joint Unified Sch. 
Dist., 14 Cal. 4th 1066 [1997]).

Employers may be statutorily required to provide certain objective information 
about former employees. These laws are called service letter statutes (Employment 
Screening 2008). Otherwise, given the potential no-win liability regime for communi­
cating job references, most knowledgeable employers refuse to provide any subjective 
recommendations of former employees, positive or negative (Baidas 2008).

To curb employers' tendency toward silence, many states enacted statutory im­
munities to protect employers from lawsuits over job references. The immunizations 
protect employer statements (Employment Screening 2008). However, the immunities 
have not changed employer reticence because courts have interpreted them narrowly, 
leaving employers still exposed to unavoidable liability. The continuing liability de­
spite the statutory immunities has contributed to a virtual collapse of the job reference 
market (Finkin and Dau-Schmidt 2009). As a result—and due to miscalibrated regula­
tion—the job reference market fails to provide reliable reputational information.
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In contrast to the job reference market, the online consumer review system is one of 
the most robust reputation systems ever. Millions of consumers freely share their sub­
jective opinions about marketplace goods and services, and online consumer review 
websites keep proliferating.

There are several reasons why online reputation systems like consumer review web­
sites might succeed where offline reputation systems might fail. One possible explana­
tion is 47 U.S.C. §230, passed in 1996—at the height of Internet exceptionalism—to 
protect online publishers from liability for third-party content. §230 lets websites gen­
erate and organize individual consumer reviews without worrying about crippling le­
gal liability for those reviews. As a result, mediating websites can motivate consumers 
to share their opinions and then publish those opinions driven by marketplace mecha­
nisms (i.e., the tertiary invisible hand) and not concerns about legal liability.

The success of online consumer review websites is especially noteworthy given that 
individual reviewers face the same legal risks that former employers face when pro­
viding job references, such as the risk of personal liability for publishing negative 
reputational information. Indeed, numerous individuals have been sued for posting 
negative online reviews (see, e.g., Davis 2009), and many consumers do not under­
stand the legal risks of speaking out publicly (Savage 2010). As a result, rational ac­
tors should find it imprudent to submit negative reviews, and over time, consumers' 
increased awareness of these risks could substantially limit their willingness to share 
their views.

Yet despite the risks, millions of such reviews have been published online. In part 
this is because mediating websites, privileged by their own liability immunity, find in­
novative ways to get consumers over their fears of legal liability. Their review-eliciting 
techniques include paying reviewers, directly or through sweepstakes or other virtual 
currency, to publish their thoughts (e.g., Epinions); helping reviewers gain commer­
cially valuable recognition for their expertise; making it fun for reviewers; and in some 
cases, simply asking for consumer opinions when no one has ever asked for them 
before.

What lessons can we draw from this comparison between job references and online 
consumer reviews? One possible lesson is that reputation systems are too important 
to be left to the market. In other words, the tertiary invisible hand may not ensure ac­
curate and useful information, or the social costs of inaccurate information (such as 
denying a job to a qualified candidate) may be too excessive. If so, extensive regulatory 
intervention may be necessary to protect the marketplace.

Given the online consumer review successes, another possible conclusion is that the 
tertiary invisible hand can produce better results than regulatory intervention when 
it is coupled with liability protections for mediating publishers such as the §230 im­
munity. As a result, it may be worth exploring possible mechanisms to provide similar 
liability immunities for other mediating publishers.
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System Configurations

The existing regulatory heterogeneity raises a theoretical inquiry: is there an "ideal" 
regulatory configuration for reputation systems, especially given the tertiary invisible 
hand and its salutary effect on mediating publishers' behavior? Two brief examples 
illustrate the choices available to regulators, including the option of letting the mar­
ketplace operate unimpeded.

Antigaming
A vendor may have financial incentives to distort the flow of reputational information 
about it. This reputational gaming can take many forms, including disseminating false 
positive reports about the vendor, disseminating false negative reports about the ven­
dor's competitors, or manipulating an intermediary's sorting or weighting algorithm to 
get more credit for positive reports or reduce credit for negative reports.

Another type of gaming can occur when users intentionally flood a reputation sys­
tem with inaccurate negative reports as a form of protest. For example, consumers 
protesting the digital rights management (DRM) in EA's Spore game flooded Amazon's 
review site with one-star reviews, even though many of them actually enjoyed the 
game (Modine 2008). A similar protest hit Intuit's TurboTax 2008 over its increased 
prices (Musil 2008).

Do regulators need to curb such gaming behavior, or will other forces be adequate? 
There are several marketplace pressures that curb gaming, including competitors polic­
ing each other just as they do in false advertising cases (BeVier 1992). In addition, the 
tertiary invisible hand may encourage reputation systems to provide adequate "polic­
ing" against gaming. However, when the tertiary invisible hand is weak—such as with 
fake blog posts for which search engines provide the only level of mediation—govern­
ment intervention may be worth considering to fill the vacuum left by the absence of 
a strong intermediary.

Right of Reply
A vendor may wish to publicly respond to reputational information published about 
it in an immediately adjacent fashion. Many consumer review websites allow vendors 
to comment or otherwise reply to user-supplied reviews, but not all do. For example, 
Yelp initially drew significant criticism from business owners who could not effectively 
reply to negative Yelp reviews because of Yelp's architecture, but Yelp eventually re­
lented and voluntarily changed its policy (Miller 2009a, 2009b). As another example, 
Google permitted quoted sources to reply to news articles appearing in Google News as 
a way to "correct the record." (Meredith and Golding 2007).

Regulators could require consumer review websites and other reputation systems 
to permit an adjacent response from the vendor (Pasquale 2006, 2008). We already 
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provide an analogous process for consumer credit reports by giving consumers a stat­
utory process to append information to their record in some cases (see 15 U.S.C. § 
1681i(b) and (c)). At the same time, the tertiary invisible hand can prompt reputation 
systems to voluntarily provide a reply option (as Yelp and Google did) when they think 
the additional information helps consumers. Furthermore, mandatory rights of reply 
raise constitutional questions in the United States (Miami Herald Publishing Co. v. 
Tornillo 1974).

It remains an open question whether the tertiary invisible hand is powerful enough 
to pressure reputation systems to voluntarily give vendors reply rights or other tools 
to correct errors in marketplace information. If it is, mandating a right of reply may 
be unnecessary.

Undersupply of Reputational Information

Inadequate Production Incentives
Much reputational information starts out as nonpublic (i.e., "private") information in 
the form of a customer's subjective mental impressions about his or her interactions 
with a vendor. To the extent that this information remains private, it does not help 
other consumers make marketplace decisions. These collective mental impressions rep­
resent a vital but potentially underutilized social resource.

The fact that private information remains locked in consumers' heads could repre­
sent a marketplace failure. If the social benefit from making reputational information 
public exceeds the private benefit, public reputational information will be undersup­
plied. If so, the government may need to correct this failure by encouraging the produc­
tion of "public" reputational information. But government intervention is not clearly 
warranted. Marketplace mechanisms have contributed to the proliferation of online 
review websites that elicit large amounts of formerly private reputational information.

Further, relatively small amounts of publicly disclosed reputational information 
might be enough to properly steer the invisible hand. For example, the first consumer­
review of a product in a reputation system creates a lot of value for subsequent con­
sumers, but the thousandth consumer review of the same product may add very little 
incremental value. So even if most consumer impressions never become public, per­
haps mass-market products and vendors still have enough reputational information 
produced about them to keep them honest.

At the same time, vendors and products in the "long tail" (Anderson 2004) may 
have inadequate nonpublic impressions put into the public discourse, creating a valu­
able opportunity for comprehensive reputation systems to fix the omission. However, 
reputation systems tackle these obscure marketplace options only when they can keep 
their costs low (given that consumer interest and traffic will, by definition, be low). 
Liability immunities can encourage reputation systems to increase their coverage of 
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long-tail offerings by reducing the system's costs—both the legal liability costs as well 
as the costs of addressing takedown demands from unhappy vendors.

Vendor Suppression of Reputational Information
Vendors are not shy about trying to suppress unwanted consumer reviews after they 
are made (see Goldman [2008] discussing lopsided databases in which all negative 
reviews are removed, leaving only positive reviews), but vendors might try to preemp­
tively suppress such reviews. For example, one cafe owner grew so tired of negative 
Yelp reviews that he put a "No Yelpers" sign in his windows (Olsen 2007).

That sign probably had no legal effect, but Medicaljustice.com in the United States 
offers an ex ante system to help doctors use preemptive contracts to suppress reviews 
by their patients. Medical Justice provides doctors with a form agreement that has 
patients waive their rights to post online reviews of the doctor (Tanner 2009). Further, 
to bypass 47 U.S.C. § 230's protective immunity for online reputation systems that 
might republish such patient reviews (§ 230 does not immunize against copyright in­
fringement), the Medical Justice form prospectively takes copyright ownership of any 
patient-authored reviews (Carbine 2009). This approach effectively allows doctors—or 
Medical Justice, as their designee—to get reputation systems to remove any unwanted 
patient reviews simply by sending a DMCA takedown notice (17 U.S.C. § 512(c)(3)).

Ex ante customer gag orders may be illegal. In the early 2000s, the New York at­
torney general challenged software manufacturer Network Associates' end user license 
agreement, which stated that the "customer will not publish reviews of this product 
without prior consent from Network Associates, Inc." (New York Office of the Attorney 
General 2002). In response, the New York Supreme Court enjoined Network Associates 
from restricting user reviews in its end user license agreement (People v. Network As­
sociates, Inc 2003). Medical Justice's scheme may be equally legally problematic.

From a policy standpoint, ex ante customer gag orders pose serious threats to the 
invisible hand. If they work as intended, they starve reputation systems of the public 
information necessary to facilitate the marketplace. Therefore, regulatory efforts might 
be required to prevent ex ante customer gag orders from wreaking havoc on market­
place mechanisms.

Distorted Decision Making from Reputational Information

Reputational information generally improves decision making, but not always. Most 
obviously, reputational information relies on the accuracy of past information in pre­
dicting future behavior, but this predictive power is not perfect.

First, marketplace actors are constantly changing and evolving, so past behavior 
may not predict future performance. For example, a person with historically bad credit 
may obtain a well-paying job that puts him or her on good financial footing. Or, in 
the corporate world, a business may sell to a new owner with different management 

Medicaljustice.com


Regulating Reputation » 59

practices. In these situations, the predictive accuracy of past information is reduced. 
See for example Badwill (Harvard Law Review Association 2003), describing how com­
panies can mask a track record of bad performance through corporate renaming.

Second, some past behavior may be so distracting that users of information might 
overlook other information that has more accurate predictive power. For example, a 
past crime or bankruptcy can overwhelm the predictive information in an otherwise 
unblemished track record of good performance.

Ultimately, a user of information must make smart choices about what information 
to consult and how much predictive weight to assign to that information. Perhaps 
regulation can improve the marketplace and society's operation by shaping the infor­
mation that people consider. For example, if some information is so highly prejudicial 
that it is likely to distort decision making, the marketplace might work better if we 
suppress that information from the decision maker (see Fed. R. Evid. 403, which says 
"although relevant, evidence may be excluded if its probative value is substantially 
outweighed by the danger of unfair prejudice, confusion of the issues, or misleading 
the jury"). One common example involves minors, who may suffer a lifetime of ad­
verse consequences from their youthful indiscretions. This has led a number of people 
to advocate for "reputational bankruptcy," which would allow individuals to wipe 
their reputation slate clean (Zittrain 2008, ch. 9; Reid 2010). European regulators are, 
in fact, considering ways to implement this concept (DGS 2010). (For another perspec­
tive on these issues, see chapter 6 in this volume.)

At the same time, taking useful information out of the marketplace could create its 
own adverse distortions of the invisible hands. It would allow marketplace actors to 
escape their bad reputation, even when such choices would be highly salient to deci­
sion makers. We already have a difficult enough time keeping fraudsters out of the 
marketplace; reputational bankruptcy would unquestionably foster additional fraud by 
letting offenders repeat their bad actions with no reputational history. Therefore, we 
should tread cautiously in suppressing certain categories of information.

Conclusion

It is crucial that we avoid mistakes when regulating reputation systems. Those mis­
takes can ripple through the information economy, degrading the efficiency of our 
marketplace. At the same time, the marketplace benefits from improvements in 
the flow of reputational information, so regulations that help the reputational eco­
system can improve society. Sorting between helpful and harmful regulations is a 
tricky art.

As this chapter indicates, the marketplace has self-correcting mechanisms—the ter­
tiary invisible hand encourages reputation systems to do a better job of providing repu­
tational information. Because of this, regulatory intervention makes the most sense 
only when the tertiary invisible hand is likely to fail.
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6 Less Regulation, More Reputation

Lior Jacob Strahilevitz

Can reputation complement regulation? Lior Jacob Strahilevitz addresses this question in the 
context of landlord-tenant relations, antidiscrimination law, and commercial disputes and 
proposes that greater access to reputational information could be a twenty-first-century public 
good.

Displacing Statistical Discrimination with Reputation Tracking

Can people get all the benefits of small-town life while living in the big city? For 
much of human history, such a question was irrelevant because big cities did not exist. 
Following the rise of urbanization, such a question was fantastical because big cities 
required interactions with many strangers. Villages offered the security of knowing 
almost everyone around you, as well as everyone else's business. Those who moved 
from villages to the city traded the security blanket of familiarity for opportunities 
to attain wealth, education, culture, and excitement. During the twentieth century 
and the early part of the twenty-first century, mass media and the rise of the Internet 
distributed educational and cultural opportunities to small-town denizens a bit more 
broadly, but cities and suburbs continued to pull people from more rural areas, as 
many of the children of those who grew up in small towns continued to view local 
lifestyles as stifling and unrewarding.

Having moved to the cities and suburbs, people found that they missed the richness 
of interactions in small towns. Voluntary associations provided some substitute for the 
missing sense of community, as did educational and religious institutions. Still, day-to- 
day life was likely to bring people into contact with countless strangers—at the mall, 
on the freeways, at sporting events, at workplaces, in the park—and these interactions 
were sometimes fraught with danger. The vendor you didn't know might cheat you. 
The driver you didn't know could crash his car into yours. The person walking down 
the poorly lit urban street might mean you harm.

To deal with stresses associated with urban and suburban anonymity, people ad­
opted a variety of coping strategies. They tried to do business with the same shops 
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repeatedly so that the merchants would have financial incentives to behave honestly. 
They bought large vehicles to provide a greater sense of security on the road. And 
they purchased homes in gated communities, took self-defense classes, or agitated for 
concealed-carry gun laws to protect themselves against would-be muggers and burglars.

Most relevant for our purposes, they often used mental shortcuts to navigate ev­
eryday interactions with strangers. Does the shoe salesman seem honest or shifty? 
Competent or feckless? Is that driver in the oncoming vehicle a reckless teenager or 
a conscientious soccer mom? What are the race, age, affect, and gender of the person 
walking toward me on a deserted street? In each of these examples, people are engaged 
in statistical discrimination. The honest-seeming shoe salesman might nevertheless 
sell us sneakers that do not fit well or wear out quickly. The soccer mom might dis­
tractedly plow into our vehicle, whereas the teenager may drive with great caution. A 
pedestrian dressed like a hoodlum might be just as afraid of us as we are of him. But 
these rules of thumb, with which we look to demographic characteristics to try to 
gauge whether someone is friend or foe, probably work better than relying on pure 
chance. Because there is often some truth to stereotypes, statistical discrimination of 
this sort is often a rational strategy for individuals to pursue.

It would be folly to criminalize crossing the street to avoid a scary-looking oncom­
ing pedestrian, even if the pedestrian turns out to be harmless. But in many contexts 
in which statistical discrimination arises, these shortcuts are unlawful. One cannot rely 
on statistical discrimination as the basis for a refusal to rent to a qualified tenant or 
hire a qualified candidate for a job.

This chapter argues that an important potential upside of new reputation track­
ing technologies is their potential to displace statistical discrimination on the basis of 
race, gender, age, appearance, and other easily observable characteristics. Reputation 
tracking tools such as feedback scores on eBay, profiles on Facebook, credit scores, and 
criminal background histories provide detailed information about individuals, thereby 
reducing the temptation for decision makers to rely on group-based stereotypes (Stra­
hilevitz 2006, 2008a, 2008b, 2011). Governments should take advantage of this rela­
tionship and reduce the prevalence of statistical discrimination by making reputation 
information more transparent.

We begin with a recent historical example showing how reputation information 
can change the prevalence of statistical discrimination in the marketplace and then 
explore the promise of new technologies to displace law in other sectors. Though 
examples are drawn from the United States, similar dynamics apply in many other 
jurisdictions. Formal law is costly and inefficient, whether it operates through tort 
remedies, criminal or administrative enforcement, or other avenues. In small towns, 
formal law does rather little work, and informal social norms keep people from behav­
ing badly (Ellickson 1991). Recent advances in reputation tracking hold out the pos­
sibility that social norms can displace formal law in cities and suburbs too.
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Landlord-Tenant Relations

During the 1970s and 1980s, it was not unusual for landlords in New York City to re­
fuse to rent apartments to lawyers. At first blush, this seems like an odd trend. Lawyers 
may be loathed by the public, but they typically bring home a nice paycheck. A New 
York City landlord who refused to rent to lawyers would be depriving him- or herself 
of many prospective, well-heeled tenants. Still, as one landlord explained to a New 
York court, his refusal to rent an apartment to a qualified attorney applicant was based 
on his preference for "a person who was likely to be less informed and more passive" 
rather than someone "attuned to her legal rights" (Kramarsky v. Stahl Mgmt. 1977). 
That court noted that lawyers were not a protected class under fair housing laws and 
thus ruled in the landlord's favor. After nine years, New York eventually prohibited 
discrimination in the housing market on the basis of profession, at the urging of law­
yers who had troubles finding rental units in the city.

The 1986 enactment of New York's profession-based fair housing protections did 
not prompt the city's landlords to stop screening tenants. Landlords still wanted to 
screen out tenants who seemed likely to invoke their rights under New York's landlord­
tenant laws. Some landlords quietly tried to circumvent the law, offering pretexts for 
their continued refusals to rent to lawyers. But other landlords instead began relying 
on involvement in prior litigation as a proxy for litigiousness. Information brokers 
began data-mining state and municipal court records, hoping to identify tenants who 
had been involved in landlord-tenant litigation of any sort. Those landlords essentially 
blacklisted tenants who had been parties to such litigation. In such a world, even ten­
ants who had won suits against their landlords faced a difficult time obtaining hous­
ing. As the founder of a tenant screening company told the New York Times, "It is the 
policy of 99 percent of our customers in New York to flat-out reject anybody with a 
landlord-tenant record, no matter what the reason is and no matter what the outcome 
is, because if their dispute has escalated to going to court, an owner will view them as 
a pain" (Rogers 2006).

From one perspective, tenant screening services are popular in New York precisely 
because landlord-tenant regulations in that city slant so heavily in the direction of 
tenants. Faced with high eviction and litigation costs, landlords devote more resources 
to trying to screen out prospective tenants who pose heightened risks of future legal 
entanglements. This screening means that the reputational consequences of involve­
ment in litigation are so severe that a rational tenant should often elect not to seek 
enforcement of the substantive entitlements provided by landlord-tenant law. Pro­
tenant regulations, in short, might not make tenants better off, though they do seem 
to improve the lot of tenant screening firms.

This dynamic explains why some of the landlord-tenant reforms of the 1960s and 
1970s, which were supported by well-meaning tenants' rights advocates, may have 
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ultimately backfired. One such reform is the prohibition on "self-help evictions" by 
landlords. In such evictions, landlords were able to remove the belongings of tenants 
who had violated the terms of their lease and change the locks unilaterally, provided 
that they did not use excessive or unreasonable force (Dukeminier et al. 2006; Schissler 
2000). Beginning in the 1960s, tenants began legal reform efforts, arguing that legal 
process should be the exclusive means of ousting a tenant in possession. This largely 
successful reform movement was premised on the view that self-help evictions tend to 
spark violence between the landlord and tenant, and that unless checked by the courts, 
some landlords would evict tenants who had a legal right to remain on the premises 
(Bergv. Wiley 1978).

The prohibition of self-help evictions by landlords sparked fears that landlords would 
pass the high costs of judicially evicting deadbeat tenants onto the tenants who paid 
their bills on time. Some passing on of these costs undoubtedly occurs, but we can now 
identify a deeper criticism of the prohibitions on landlord self-help. Eviction via self­
help typically creates no public records. Courts are not involved in a self-help eviction, 
and a landlord has no economic incentive to report such a dispossession to a credit 
bureau or any other information broker. Evictions via summary legal proceedings, on 
the other hand, necessarily generate public records, and it is those public records that 
will prove so damaging to tenants the next time they try to rent an apartment.

Tenants' rights advocates who appreciate the ways in which earlier reforms have 
produced unintended consequences are not powerless to address this situation. If so­
ciety believes that second chances are important in the landlord-tenant context, then 
it might require that information about involvement in landlord-tenant litigation be 
purged from consumers' credit reports after a relatively brief period of time. Currently, 
the Fair Credit Reporting Act requires that information about someone's involvement 
in landlord-tenant litigation be removed from his or her credit report after seven years 
(Fair Credit Reporting Act 2006). But a seven-year cloud on one's suitability as a tenant 
still imposes substantial harms on tenants who become involved in litigation. During 
the 1990s, California tried to address this broader concern legislatively, prohibiting 
credit reporting agencies from including information about a tenant's involvement in 
landlord-tenant litigation where the tenant was the prevailing party. This legislation 
was invalidated by the courts on First Amendment grounds (U.D. Registry, Inc. v. State 
of California 1995). In short, legislators cannot easily prevent landlords from receiving 
information about tenants' prior involvement in litigation. They can try to ban land­
lords from acting on that information, but the enforcement of such prohibitions will 
be spotty, expensive, and prone to false positives.

There are two sides to every reputational coin. Just as a substantial market has de­
veloped for tenant screening services, a market has also arisen for clearinghouses of 
information about landlords' reputations. In a prior era, these were confined mainly 
to university housing offices, where students could swap stories about the good, bad, 
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and ugly landlords. Today, in markets in which prospective tenants often hire brokers 
to assist in their searches, brokers who depend on repeat business and positive word of 
mouth have an incentive to learn which landlords behave inappropriately.

Not surprisingly, the Internet has given rise to far more sophisticated resources for 
tenants. One of the best developed among them is ApartmentRatings.com, a website 
that contains tens of thousands of landlord ratings written by current and former ten­
ants. This website and similar sites provide a wealth of information that would not 
easily be discerned in their absence, and their existence gives tenants some recourse in 
dealing with recalcitrant or bullying landlords. To the extent that websites like these 
are used by prospective tenants, landlords should fear developing a reputation for un­
fair or overly aggressive behavior. The best check on landlord misbehavior may be­
come not the threat of a lawsuit by the tenant, but the threat of a series of complaints 
by aggrieved and eloquent tenants.

Antidiscrimination Law in the Job Market

There are two basic forms of discrimination: animus-based discrimination and sta­
tistical discrimination. Animus-based discrimination occurs when an individual treats 
members of a group differently because of (conscious or unconscious) antipathy to­
ward that group. Statistical discrimination occurs when an individual treats members of 
a group differently because he or she believes that group membership correlates with 
some attribute that is both relevant and more difficult to observe than group mem­
bership. Someone engaged in statistical discrimination would not harbor any ill will 
toward members of the group against which he or she is discriminating, beyond the 
belief that membership in that group correlates with some undesirable characteristic. 
A landlord who refuses to rent to lawyers because he or she fears litigious tenants and 
thinks lawyers are more likely to be litigious is engaging in statistical discrimination. 
A landlord who will not rent to lawyers because he or she hates lawyers is an animus­
based discriminator.

To illustrate how statistical discrimination plays out in contemporary society, sup­
pose that a person charged with hiring a sales clerk wants to avoid employing someone 
with a criminal background. Assuming that the decision maker lacks reliable access to 
information about applicants' criminal records, her decision-making process may im­
pose an obnoxious form of collective punishment on those who have had no run-ins 
with the law, penalizing them for crimes that others have committed. She might, for 
example, choose to hire a Caucasian female over an equally qualified African Ameri­
can male based on the relatively high percentage of African American males and the 
relatively low percentage of Caucasian females who are involved in the criminal justice 
system. Because many decision makers may exercise the same decision-making crite­
ria, a law-abiding African American male may face repeated rejection and economic

ApartmentRatings.com
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marginalization. For these reasons, antidiscrimination law prohibits the use of race 
or gender proxies, even where race or gender might correlate with some relevant 
qualification.

Policing statistical discrimination through traditional antidiscrimination measures 
has proven difficult: many victims of statistical discrimination never bring suit, many 
nonvictims bring unmeritorious suits that prompt defendants to settle so as to avoid 
the costs of litigation, and enforcement of the laws has been sporadic. Concerned 
about the courts being flooded with frivolous claims, judges have imposed substantial 
burdens on plaintiffs seeking to enforce antidiscrimination laws, such as interpreting 
statutes of limitations aggressively.

Holzer, Raphael, and Stoll (2006) have illustrated the prevalence of statistical dis­
crimination and the failure of traditional antidiscrimination laws to curtail it. The 
authors began by noting that 28 percent of African American males, 16 percent of 
Hispanic males, and 4 percent of white males would be incarcerated at some point in 
their lives, and that the median prison sentence was less than two years. As a result, 
a sizable minority of the male labor pool in the United States consists of people with 
criminal records.

Their study then surveyed employers about their most recent hire for a position that 
did not require a college degree. They found that statistical discrimination against Af­
rican American males is widespread and that employers were using race as a proxy for 
involvement in the criminal justice system. Surveying their results, the study authors 
concluded that "the adverse consequence of employer-initiated background checks on 
the likelihood of hiring African Americans is more than offset by the positive effect 
of eliminating statistical discrimination" (Holzer, Raphael, and Stoll 2006, 473). The 
results of this study suggest that curtailing access to criminal history records may actu­
ally harm more people than it helps and aggravate racial differences in labor market 
outcomes.

The implications of this and similar studies on the employment market (Autor & 
Scarborough 2008; Bushway 2004; Finlay 2008) are chilling, but they should not be 
surprising. Employers in a variety of sectors admit their heavy reliance on proxies, 
especially in sorting "good" and "bad" workers from marginalized groups. Employers 
who expend resources on criminal background checks will be able to sort effectively 
among those who have had run-ins with law enforcement and those who have not, 
but other employers will rely on race or other observables as a proxy for criminality, 
imposing a distasteful sanction on many law-abiding citizens.

Given the deleterious consequences of this predictable behavior, it is worth ex­
amining the possible avenues for the state to prevent statistical discrimination. One 
way to protect disadvantaged groups would be to make them appear indistinguishable 
from the majority. Indeed, some efforts to reform antidiscrimination law have sug­
gested that statistical discrimination can be mitigated if the relevant decision makers 
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are deprived of information about a candidate's race, religion, or gender (Post 2000). 
Of course, depriving employers and job seekers of the opportunity to communicate 
face to face before a job offer is extended and accepted is problematic.

We should therefore consider approaching the statistical discrimination problem 
from the opposite direction: using the government to help provide decision makers 
with something that approximates complete information about each applicant. Thus, 
readily discernable facts like race or gender will not be overemphasized, and more 
obscure but relevant facts like past job performance or social capital will loom larger. 
For instance, the state could make available information about all individuals' involve­
ment (or lack thereof) in the criminal justice or bankruptcy systems, publish military 
records that document individuals' performance and conduct while in the service, or 
verify and vouch for applicants' educational credentials.

On this theory, a major factor driving unlawful discrimination on the basis of race, 
ethnic status, gender, or religion is a lack of verifiable information about the individual 
seeking a job, home, or service. By making the media liable for publishing individu­
als' criminal histories (Briscoe v. Reader's Digest Ass'n 1971) or making it expensive for 
reporters to obtain aggregated criminal history information that is already in the gov­
ernment's hands (U.S. Dep't of Justice v. Reporters Comm, for Freedom of the Press 1989), 
information privacy protections can run counter to antidiscrimination interests. This 
behavior makes privacy law and institutional arrangements that obscure information 
about individuals' reputations far more problematic than courts and theorists pres­
ently suppose.

Commercial Disputes and Consumer-Oriented Ratings

Imagine a mundane dispute between a consumer and a service provider: a bank cus­
tomer orders foreign currency to be delivered to his bank branch and the bank prom­
ises to deliver the currency before the customer's departure date, but the currency does 
not arrive on time due to a bank error. As a result, the customer must pay an additional 
$100 in higher currency exchange fees abroad. The customer could demand a refund of 
the extra fees from his bank, but if the bank refuses to pay up, the customer's remedies 
are not particularly attractive.

The customer could sue the bank for breach of contract, perhaps in small claims 
court or via an alternative dispute resolution mechanism that the customer may have 
consented to unwittingly at the time he opened the account. But the opportunity cost 
of filing suit or pursuing arbitration will easily exceed any potential recovery. The 
customer could search for similarly situated individuals in the hopes of assembling a 
class action, but even a successful lawsuit is likely to leave the plaintiffs' lawyers as the 
primary beneficiaries. Or perhaps the customer could complain to the Federal Reserve, 
which regulates the bank. An isolated complaint is likely to lead nowhere, but a flurry 
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of similar complaints to the Fed could prompt it to take action. None of these avenues 
seem particularly promising methods of dealing with a garden-variety dispute.

Enter Epinions, the Better Business Bureau, Yelp, and similar clearinghouses for in­
formation about the behavior of companies. The disgruntled customer can post a re­
view of the bank's services on Epinions, a website that might include 145 other reviews 
of the bank's service—some favorable and some unfavorable. Adding a 146th review 
would contribute incrementally to a public good. Most Americans have multiple bank­
ing options, and consumers who are trying to decide which bank to choose will now 
have the benefit of a richer range of views. Such a posting might have salutary effects 
on the bank's future behavior as well, as it tries to improve its service so as to avoid 
further negative reviews that will scare away potential customers.

We now encounter a puzzle. The state subsidizes the courts to a very significant 
degree. If the customer chooses to pursue this case in small claims court, state court, 
or any other similar tribunal, the state will pay the salary of the judges, law clerks, and 
administrative personnel who help resolve the matter. If, on the other hand, the cus­
tomer chooses the more sensible route in this case of posting a bad review on Epinions, 
the state subsidy disappears. On the margins, then, the state is shifting individuals 
from what will sometimes be the more efficient dispute resolution forum toward a far 
less efficient dispute resolution forum. (Similar observations have been made about 
other forms of alternative dispute resolution, as in Pearlstein [2007]).

There is an argument, of course, that whenever litigation occurs, a public good is 
created. That is, litigation creates precedents, and precedents guide third parties in 
their efforts to understand what the law requires of them. But litigation is not the only 
mechanism for achieving such benefits. Consider our bank complaint. In articulating 
a grievance about his bank, a customer has both encouraged that corporation to re­
spond to the substance of his complaints and made the interested public aware of one 
data point that reflects on the company's customer service. This is not as valuable as a 
legal precedent—because it lacks a resolution of the contested issues by a neutral third 
party, it is more akin to the benefits that would arise if all legal briefs were made public.

Another potential benefit resulting from litigation is the potential for the judg­
ment to defuse a controversy that might otherwise escalate. When the courts resolve 
an issue, it reduces the probability that the parties will use violence to settle a dispute 
and that violence could harm both the parties themselves and innocent third parties 
who get caught in the crossfire. Here again, though, it is by no means clear that court 
adjudication or administrative action is superior to negative feedback as a mechanism 
for defusing heated disputes. There is a large psychological literature suggesting that 
aggrieved individuals feel much better after posting a complaint about another's mis­
conduct, even if the source of the complaint takes no subsequent remedial action 
(Jones, McCleary, and Lepisto 2002; Mattila and Wirtz 2004; Nyer 2000; Pennebaker 
2000). Written venting, simply put, has great psychological value. It provides a release 
for the frustrated consumer. The process of recalling, describing, and making sense of 
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a negative experience seems to make it easier for consumers to forget those negative 
experiences and the accompanying angst. It enables a consumer to warn other custom­
ers about a merchant's misbehavior. It also raises the likelihood that the merchant will 
take measures to try to improve the consumer's experience. Customers who have their 
problems addressed successfully are not quite as happy as customers who never have 
any problems to begin with, but they are significantly happier than customers whose 
complaints went unheard (Zeithaml, Berry, and Parasuraman 1996).

Imagine if every plumber, manufactured product, cell phone provider, home 
builder, professor, hair stylist, accountant, attorney, golf pro, and taxi driver were rated 
in the same way, with both the detailed written reviews and summary statistics similar 
to those that Netflix.com provides for movies. In such a world, there would be a di­
minished need for regulatory oversight and legal remedies because consumers would 
police misconduct themselves. In such a world, fewer disputes would wind up in court 
because unscrupulous or inept merchants or service providers would have a harder 
time finding customers.

The technology for these resources already exists. In some cases, Web sites have 
already been launched—Awo for lawyers, RateMyProfessors for college instructors, 
or AngiesList.com for service companies. That said, these websites lack the large data 
sets characteristic of Netflix and eBay. Though Netflix customers are quite willing to 
write reviews of movies, customers of plumbers are a bit more reluctant. Problems arise 
when that reluctance manifests as a dearth of reviews; if there are only a few evalua­
tions of each plumber, readers may ascribe undue weight to a bogus review written by 
the plumber's friend or enemy. And although RateMyProfessors sports a handful of 
student reviews of professors, universities do not allow the export of their own much 
richer and more reliable data collected from official end-of-the-semester evaluations 
into those databases. When there is a dearth of reviews and reliability at these websites, 
there is insufficient incentive for consumers to consult the sites before hiring a service 
provider or enrolling in a class.

These problems suggest the appeal of subsidizing consumer-oriented ratings web­
sites and other low-cost mechanisms for dispute resolution and avoidance. There is 
much that government can do in kind to help these resources along as well. In many 
instances, the government has information about a merchant or service provider's 
performance that members of the public might lack. For example, only the govern­
ment and the inspected restaurateur know the contents of public health inspections in 
many jurisdictions. But there is no reason why this information should not be posted 
to restaurant rating websites like Yelp and Zagat.com as soon as it becomes available. 
In a heartening development, New York City's health department created a widget to 
permit precisely such information dissemination, and Zagat contemplated linking to 
it (Cardwell 2010).

Similarly, the government may have information about criminal proceedings 
brought against accountants, state bar disciplinary proceedings brought against 
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attorneys, or public commentary generated by license renewal requests for radio fre­
quency broadcasters. Again, it would be a relatively simple task to aggregate the infor­
mation that is already in the government's hands and use it to supplement existing 
privately run rating resources. Yet in many circumstances such as disciplinary actions 
taken against lawyers, the information is actually suppressed by the government (Levin 
2007). Such policies are penny-wise and pound-foolish.

Conclusion

Reputation tracking cannot and will not solve all our problems. But neither can courts, 
police officers, or regulatory agencies. These various tools of maintaining social order 
work in concert, and they offer different competencies in varied contexts.

Of this much we can be sure: government strategies designed to increase the trans­
parency of information—especially information that consumers and decision makers 
will value—are an underutilized arrow in the government's policy quiver. The salary 
of a single bureaucrat or prosecutor can be redeployed to pay for the aggregation and 
publication of a great deal of information. If the state is strategic about the sorts of 
information it gathers and disseminates, then it will have at its disposal an additional, 
indispensable tool for combating discrimination, fraud, professional incompetence, 
and various other social ills.
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7 The Role of Reputation Systems in Managing Online Communities

Cliff Lampe

Rating and reputation systems typically provide decision support to their users. However, as 
Cliff Lampe shows, they can also perform more subtle socializing functions—making desir­
able behaviors clear, supporting community norms, and mitigating the harm from asocial 
actions.The first and most familiar use of ratings and implicit feedback is to guide people: to help them choose which items are worth their attention and which people are trust­worthy. Systems that guide people about content are often referred to as recommender 
systems (Resnick and Varian 1997; Terveen and Hill 2002) and those that guide people about other people are often referred to as reputation systems (Resnick et al. 2000; Del- larocas 2003). For both systems, user ratings and traces of user behavior are made avail­able to help in individual decision making—thus providing decision-support functions.However, in addition to their primary use in decision making, recommender and reputation systems have a valuable secondary use as tools for organizing online in­teractions. Reputation and assessment are natural parts of online systems and are in­creasingly being reified in technical systems to help in tasks such as socializing new members and sanctioning normative behavior. Resnick (2001) considers technologies like reputation systems to be important in the construction of "sociotechnical capital," which is the trust and common ground developed in a network through persistent interactions. This trust and common ground helps facilitate collaborative activities between members by reducing the cost of creating shared understanding about goals and tasks. By providing feedback about behavior, penalizing negative actions, signal­ing desired outcomes, and rewarding users, reputation and recommender systems are providing socializing functions and becoming valuable tools for organizing online environments.
Rating Systems for Decision Making versus Community ManagementOften, the primary purpose of reputation and other rating systems is to provide deci­sion support. In recommender systems, feedback about products is intended to help 
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potential consumers in cases when options are so numerous or difficult to judge that making a choice between them bears a high cost. Similarly, reputation systems are used with the assumption that "the past is predictive of the future" (Resnick et al. 2000)—that is, with stable pseudonyms or the use of real names, feedback based on evaluation by other users or the accumulation of prosocial behaviors within a system can accurately predict that a user will act in a certain way in the future. Although it is difficult to evaluate each person in an online community individually, reputation systems leverage the collective work of other users to reduce the costs of evaluation. Consequently, reputation information gives an individual user a sense of whom he or she might effectively engage with in a commercial transaction, which person's com­ments are worth his or her time, or how much administrative privilege a user should have in a content generation system.However, there are also socializing functions of reputation and rating systems in sociotechnical systems. Receiving explicit feedback from other users is a way for people to learn the effect they've had, which can be essential for learning and enforcing social norms within these spaces, and for socializing new users as they enter the system for the first time. Reputation helps with decisions and also provides important "signals" about users that are essential for the overall governance and maintenance of complex sociotechnical systems.
Examples of Socializing Functions of Rating SystemsSeveral online services have used reputation systems (either intentionally or otherwise) to shape user behavior.
SlashdotThe technology news and discussion site Slashdot was founded in 1997 and is one of the first examples of complex rating and reputation systems used to assist in site governance. Although the past few years have seen the rise of many competitors, in­cluding Digg and Reddit.com, Slashdot continues to be popular, with several hundred thousand users daily accessing the site to read news and user comments.Slashdot started by having only site administrators rate content, but as the site grew beyond the capacity of this small group to moderate, they identified users whom they could also trust to rate content. Site administrators chose this group of users based on the users' history of posting (an implicit form of feedback) and the tenor of their comments. As the site grew further, site administrators evolved a system by which all users were eligible to participate in moderating content; reputation scores were used to identify which users qualified for the task.Comments on Slashdot, of which there are several thousand daily, all receive ratings with aggregate scores ranging from -1 to +5. This scoring range is achieved through 
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two processes. First, every comment starts with an initial score based on the reputa­tion of the user posting it, with a range of -1 (for a user with bad reputation), 0 (for an anonymous user), 1 (for a registered user with neutral reputation), or 2 (for a user with good reputation). To provide further discrimination between comments, ratings are assigned by registered users of the site, who are occasionally given "moderator points" that they can use to add to or subtract from the score of a comment. Each user receives only five moderator points at a time, and those points expire in three days. Each moderator can rate a comment only once and may not rate comments in a thread in which they've posted. Additionally, Slashdot has a system of "metamoderation" whereby each rating as described above is reviewed by five users of the site and labeled as "fair" or "unfair."Users can choose to view only those comments whose score is above a threshold of their choice, that is, only those comments that have been highly rated by the com­munity at large. Users can also gain reputation in the system, which is referred to as "karma." Slashdot karma scores are based on reading behavior, the ratings of com­ments users have made, the overall number of comments they have made, the number of ratings users have made, and the assessment of users' ratings through the metamod­eration system. In addition, some posting behavior may affect the generation of karma disproportionately. Users who had a comment that was initially voted to +5 but who have subsequently been found to be gaming the system may have the comment re­duced to -1. However, users typically receive a far stronger reduction in their karma points than the difference between those scores would indicate. Several mechanisms, most of which are closely guarded secrets held by the Slashdot administrators, are de­signed to punish gaming behavior within the system. Users with poor karma have their comments automatically posted below the viewing threshold, whereas users with high karma have their contributions automatically assigned a higher rating and receive mod­eration privileges more often. Reputation on this site is being used to enforce norms of contribution by rewarding those users with more privileges within the system.Previous research has found that the kinds of reputation just described are compel­ling for people in shaping how they interact on Slashdot (Lampe 2006; Lampe and Resnick 2004). Lampe, Johnston, and Resnick (2005) studied new users on Slashdot, looking at how the ratings on first comments posted to the site predicted future behav­ior. They found that both positive and negative ratings of a first comment predicted future posting activity, but that not receiving a rating (effectively being ignored by other users) was strongly correlated with departure from the site. Another finding was that users who spent more time reading content before posting had more positive rat­ings on their first comments. One interpretation of this was that the feedback provided by the rating system allowed users to see what type of content was valued on the site before posting themselves. In a separate study that surveyed registered Slashdot users, Lampe (2006) found that 79 percent of respondents felt that the rating system on the 
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site was important in shaping good discussions, and 84 percent felt that the rating system was important in identifying good comments. In other words, registered users largely agreed that feedback provided by ratings was important in shaping Slashdot's overall social interaction.
Everything2Everything2.com is a user-generated online encyclopedia started by the founders of Slashdot in 1999, making it older than Wikipedia. Due to a combination of factors including time of launch (before the first dot-com bust) and editorial issues, Every- thing2 never matched the popularity of Wikipedia. However, it is still a compelling example of sociotechnical interactions. Users submit articles, which are then rated on a +/- scale by other users of the site. Users have reputation scores called "experience" and—at a certain strata of scores (and number of submissions)—gain "levels." The designers of the site had a history of playing fantasy role-playing games both on- and offline, and this structure mimics those game patterns. In a sample of several months in 2010, Everything2 received approximately 1.85 million unique visits per month, of which 85 percent were new visits, largely driven by Google search referrals. There are just under one million articles on the site, which is run by volunteer administra­tors who self-organize from the user community. As registered users gain levels on the system, they are given more privileges, which include the abilities to vote on others' content, tag items as "cool," use communication tools, and post profile pictures. Each level is associated with more system privileges, creating a direct link between reputa­tion and governance.Although Everything2 is not as large as many other online communities, it was one of the first to intentionally use reputation and rating systems as a means of governing user behavior. Recent research has shown that even users who are very new to the site and have not bothered to create their own accounts still notice the rating systems on Everything2 and use those rating systems to guide their use of the site (Lampe, Wash, Velasquez, and Ozkaya 2010).
Social Science Theory and Explicit versus Implicit ReputationOnline environments have been accused of fostering miscommunication and bad on­line behavior due to the effects of deindividuation, or the loss of personal identity cues caused by fewer information channels like tone of voice and facial cues (Sproull and Kiesler 1991). According to this research, when we lose the ability to judge informa­tion about others that is often supplied through visual and auditory cues, we are both more likely to engage in antisocial behavior (flaming and trolling) and to misinterpret the meaning of the people with whom we're interacting—often assigning malicious motives that may not exist.
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However, other researchers have shown that mediated environments can not only foster communication, but in some cases may also have technological characteristics that create new types of interaction. Walther's (1992) theory of Social Information Processing predicts that in mediated environments, people collect cues over time that help them form stable impressions of people they interact with. In particular, he points out that third-party cues "warrant" information about a user and allow for trust be­tween users. These stable cues allow people to form the shared understanding neces­sary for sustained social interaction.In a similar vein, Donath (2007) uses research from biology to distinguish between 
conventional signals in mediated systems versus assessment signals. Conventional sig­nals are those that are easy to fake; assessment signals are not. Consider the difference between a user who makes a claim (a conventional signal) to be an active participant in a particular forum and a user who is shown to be active through the calculation and display of the number of messages he or she has posted (an assessment signal). In a study of conventional versus assessment signals in Facebook, Lampe, Ellison, and Steinfield (2007) found that assessment signals were better predictors of number of friends on Facebook. In unpublished interviews that we conducted with Facebook users to pretest study assumptions, we found that people looking at new profiles at­tended to assessment signals like pictures, offline contact information, and wall posts more than conventional signals.Consequently, by providing information about users, rating systems can act as "cues" or "signals" in online communities, allowing users to reach common ground about each other and facilitating social interaction. The types of ratings that can lead to these socializing functions (i.e., functions that support social interaction) can be user-generated or system-generated.
User-Generated (or Explicit) ReputationIn many cases, reputation is provided directly by users who have interacted with the person being rated. For example, eBay allows members who have bought something from a user to rate that user on multiple dimensions of the sale, such as communica­tion and shipping time, and these ratings are aggregated to make up the reputation of the seller. CouchSurfing.com, a social network site devoted to travel, uses direct reputation feedback both to warrant the person within the system and to provide the information necessary for a traveler to decide if he or she wants to stay in the home of that person. "Endorsements" on Linkedln provide feedback about a user from some­one who has interacted with that person in the past.Often these explicit ratings are tied to a transaction of some sort. In eBay, it's a com­mercial transaction, but in Slashdot the transaction is between a poster and reader. Amazon reviewers similarly receive reputation scores based on other users' assessment of their contributions. In Everything2, users receive reputation based in part on user 
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evaluations of their contributions. In the cases described earlier, user reputation is de­signed to reduce the cost of choosing interaction participants, which is a decision sup­port function of the reputation system. However, in some cases this explicit feedback can also be used to help determine an individual's system privileges.
System-Generated (or Implicit) ReputationReputation can also be linked to user behavior that is independent of evaluations by other users. Numbers of posts, accepted stories, replies to others, number of ratings made, and similar metrics are not gathered through explicit ratings, but are still valu­able signals. For example, in eBay, the number of times a seller has retracted a bid is made available to buyers thinking of purchasing from that seller. On Digg, one may go to a registered user's profile and see their latest posts and also view aggregates of activity that include number of votes a user has made, stories the user has submitted, comments he or she has written, and the number of views of the user's profile.In the popular online game World of Warcraft, users advance in levels and gain new items and powers. Elite players gain elite items, which are viewable to all players and act as assessment signals about the skill of the player. If a certain item is available only to dedicated, skilled players, possession of that item acts as a type of reputation cue. On Slashdot, an important signal of reputation was the number associated with each user's name. Slashdot assigns user numbers sequentially, so the lower the number of the user, the longer he or she has been a member of the site. In user interactions, these numbers are often mentioned as a form of reputation at Slashdot. In other systems, "User since [date]" information plays a similar role, analogous to businesses that advertise their date of establishment. Where available and applicable, system-generated reputation may be seen as less gameable by the user population.
Community Mechanisms Enabled by Socializing Functions of RatingsBoth explicit and implicit feedback can help maintain online communities. Helping new users learn about social norms, assisting in the enforcement of those norms, and alerting site administrators to instances in which intervention may be necessary are all mechanisms enabled by socializing functions of ratings.
Enforcing NormsWhen ratings and implicit feedback are used to guide other users' choices, they create a system of rewards and sanctions. In the case of eBay, only in the extreme instance of a user with a net feedback score of -5 or lower does the company itself exclude the member. The visibility of feedback profiles to others, however, creates its own rewards and punishments. A good reputation in eBay has commercial value. Resnick et al. (2000) concluded from a field experiment that a good reputation was worth about 8 percent more in revenues as compared to selling under a new identity. Khopkar, Li, and 
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Resnick (2005) concluded that eBay buyers give more negative feedback to sellers who have recently received other negative feedback, so the natural sanctions associated with any single negative evaluation are amplified by the propensity to get additional negative feedback. Similarly, on conversational sites, simply having one's posts more likely to get noticed creates a reward for posting messages that conform to the conver­sational norms. Luckily, these types of "information cascades" are brittle and can be disrupted. Rewarding users for supporting minority viewpoints, having editors review homogeneous series of ratings, or metareviewing ratings can all disrupt feedback loops.The power of reputation systems to establish and enforce social norms in online communities can be a mixed blessing. Social norms are often difficult to detect, are constantly evolving, and are rarely established through design. In rare cases, site cre­ators have designed the reputation system to take advantage of these socializing func­tions. However, reputation systems can enforce norms that are not intended by the site designer or can lead to antisocial norms in the same way they do prosocial norms.On Everything2.com, described previously, there is a complex reputation system that is based on both number of articles submitted by a user and the rated value of those articles by other members. Previously, the system was set up to improve a user's reputation primarily by the total number of articles posted by that individual. Conse­quently, there was a strong incentive to write many short, poor-quality articles, which created the community term "noding for numbers" to indicate the practice. Because the community designers and owners wanted articles that were long and of higher quality, they revised the reputation system to deemphasize the number of articles in favor of user ratings of the articles.Groups of users may have norms that are contrary to other groups on the site or to the owners of the site. On Slashdot, a small group of users purposely engage in an ac­tivity called trolling—;a term originating in Usenet interaction, which derives from the fishing practice in which a baited line is dragged through an area to attract whatever it can. In online communities, it has come to mean posting purposely incendiary mate­rial in order to evoke responses from other users. The same indicators that contribute to user reputation, such as number of votes on and replies to a comment, can also mark successful trolls. Previously on Slashdot, a user account called TrollTalk would track successful trolls based on the reputation of the users responding, the number of moderator points used to respond, and number of replies to the troll comment. In this case, the reputation system is an external marker of successful antisocial behavior that a maladaptive community of users is employing to reward their own norms, which are orthogonal to the norms desired by the administrators of the site.
Socializing New UsersThe socializing functions of ratings can help new members to learn norms. For ex­ample, at Slashdot, new members can see each message's score and how it was labeled (insightful, funny, troll, etc.) and make inferences about what kinds of messages are 
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valued. A survey of members with new accounts on Slashdot indicated that new users evaluated the ratings of comments before posting their own messages (Lampe and Johnston 2005). Empirically, there is also a positive relationship between the length of time a new user waits before posting his or her first comment and the score of the user's first comment.Implicit feedback can also be useful. On Wikipedia, edits that violate the norms for content creation on the site (unsupported, nonneutral, controversial, incorrect) are "reverted," which is in effect a deletion. This action constitutes strong feedback to the posting user about the type of content that's appropriate for the site. Without di­rect communication ever being sent to the user—which is often impossible, given the anonymity of some edits—the implicit feedback of reversion teaches new users about content that should be posted to the site. At Everything2.com, each article is automati­cally linked to several others based on which articles readers visit directly after viewing the article. Cognizant of the feedback effect that these traversal links will provide, read­ers sometimes deliberately visit concepts with titles such as "Suggestions for making your contributions better" in order to cause a link to that topic to be inserted into an article. Sometimes the links are more pointed, with links pointing to facetious articles like "Learn how to spell, moran [sic]" or "Cut and paste write ups will die." These links provide quick feedback to the poster about how their contributions are being received by the community already in place on the site, although the links weren't originally designed to be feedback mechanisms.
Informing AdministratorsIn many online communities, the population of users is too large—and interactions too frequent—for administrators to govern them individually. However, the same sys­tems that provide information to users about each other can provide feedback to ad­ministrators about when the appropriate moment for direct intervention has come.On Slashdot, administrators use a combination of tools to identify problems with user behavior as early as possible. As described previously, metamoderation helps iden­tify problematic moderators by having ratings themselves be rated for fairness by other users. Many other types of ratings-related information are tracked, including sudden changes in a user's reputation, an unusual number of moderator points being spent in a single thread, suspicious correlations between the ratings of two users, and sudden changes in the scores of comments. These are all patterns that can indicate moments when direct intervention is necessary. The information provided by the process of rat­ing reduces the cost to the administrators of finding antisocial users or maladaptive interactions to which they should respond.On Wikipedia, administrators play essential roles that include setting site policy, locking controversial content, identifying content to post on the front page, and adju­dicating articles where there is conflict. These administrators are elected from the pool 
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of editors in a complex process, but to become eligible for election, they must first have submitted many edits of good quality, where quality is defined as surviving the edits of subsequent users. In this case, the implicit feedback from not having content deleted and from overall posting behavior is a necessary prerequisite before gaining higher- level administrator functions.On Facebook, information about relationships between people is important in se­lecting the content that appears in an individuals' News Feed. The News Feed is a main point of interaction between users on the site. Appearing in a picture together, sending direct messages, or posting on each others' Wall are all indicators that there is a meaningful relationship between users, which Facebook uses to help decide which News Feed content about specific "friends" is seen by users. In this case, interaction between users provides implicit feedback to the system itself about the importance of the relationship.
Future Directions and ImplicationsOne significant change that occurred in online communities approximately between 2005 and 2010 was the reduction in the use of pseudonyms in favor of real names, such as in Facebook and Linkedln. Previous research has shown that the majority of social network site connections are made in face-to-face encounters. The signals from those physical interactions may compete with—or possibly complement—sociotech- nical reputation in online systems. How will reputation play out in social network sites, online dating sites, or online collaboration sites when there are signals available from multiple sources?For researchers, the interplay between human behavior and technical systems (in this case, ratings) offers opportunities to understand how online environments affect social interaction. Traditional research methods such as surveys, interviews, and ex­periments need to be combined—where appropriate—with newer methods such as server log analysis and "screen scraping." Disciplines ranging from computer science and communication to economics, sociology, and psychology can add depth to the understanding of reputation-mediated interaction.There are two clear points to take from this research. First, reputation and recom­mender systems can provide the feedback necessary to assist in the governance of online communities. Second, feedback provided both directly by users and from site information about a user's behavior is useful in governing online communities.For the designers and managers of online communities, considering reputation as a feedback system leads to two principles. First, there needs to be an awareness that reputation systems created for decision support will also have a socializing function: whether intended or not, rating systems will have social implications that should be considered as they are being implemented. Second, site designers and managers 
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interested in socializing users should implement feedback systems, even when there are no decision outcomes. It could be that we are missing opportunities to use feed­back systems for socialization by not considering socialization as a goal in its own right.There are great opportunities in the social media landscape for people to partici­pate in novel activities through online discussions, social networking, content gen­eration, and sharing and collaboration with other people. Tools like rating systems can help realize the individual and societal benefits inherent in online community participation. Reputation systems provide useful cues in constrained information channels and give feedback to users that might be difficult to detect in other ways. This information allows people to learn about each other more efficiently. Costs are also reduced for online community managers, which allows quick identification of antisocial behavior.Most reputation systems research to date has focused on better algorithms for rec­ommendation and on the individual effects of reputation. A stronger group focus— from dyads to massive communities—will allow us to more effectively design online systems that support positive interactions.
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8 Attention Philanthropy: Giving Reputation a Boost

Alex Steffen

Sometimes there are ideas that should have a stronger reputation, but don't. Without greater 
recognition, their potential utility is lost to society. Alex Steffen discusses how "attention phi­
lanthropy" can amplify these faint signals, helping important ideas enter the mainstream and 
acting as a reputation booster that redistributes attention.

What Is Attention Philanthropy?Attention philanthropy is a gift of notice. In a noisy world, deluged in advertising, overrun with PR flacks, and crowded with the superficial, one of the biggest barriers to success for a good idea or noble enterprise can simply be getting noticed in the first place (Shenk 1997).Even when their intentions are good, the gatekeepers of attention in the media, po­litical, and philanthropic spheres are inefficient in recognizing certain kinds of value. Attention philanthropy is all about shining a light on work that's worth supporting, yet falls outside the notice of the usual sources of funding or acclaim. It is grant mak­ing that deals in access, rather than cash; that helps gatekeepers and grant-givers find new investments; and that gives good initiatives their first leg up. Such philanthropy funds innovation that would otherwise not emerge and supports action where none would otherwise be taken.It is nearly a truism that innovation comes from the fringe of any field, out where strikingly new thinking is taking place. As Thomas Kuhn put it, ideas must be "suf­ficiently unprecedented to attract an enduring group of adherents away from compet­ing modes" of thought (Kuhn 1996). The problem is that unprecedented ideas tend to fall outside of funding guidelines or journalistic beats, which creates difficulties for philanthropists who wish to support worthwhile innovation. Because the frontier of knowledge is advancing so quickly in sustainability and social change, most people who give away money are increasingly forced to rely upon the judgment of others when making their decisions: no one but the most intensely focused can keep abreast of changes in every field relevant to their work. But relying on individual experts for 
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advice—especially if those experts are long established in their field—can prove prob­lematic if (like many) they have a tendency to resist new ideas—and work, however unintentionally, to aid their own protegees and colleagues, even to the detriment of more meritorious outsiders.So one challenge is whether we can find truly innovative thinkers without going through the established experts. Can we create a mechanism by which the conflicts of interest experts have can be filtered out, or where enough experts are brought into the conversation that the biases of any one participant will not overly skew the outcomes?Stewart Brand, in his obscurely famous 1971 "Destination-Crisis" paper for the POINT Board of Directors (Brand 1974), proposed that the answer to the question, "What is most worth doing now?" is probably something that can be discovered only by individuals who move between disciplines and across fields, and among various factions and tribes—people who we might call circuit riders.I suspect that there's something to this idea. If we want to learn what's on the fringes that might be worth bringing to the core, we need to go spend time out on the fringe. Better yet, we need colleagues who live there, who share the strange obsessions, hothouse fads, and passionate convictions of those who spend all their time thinking about what's next and how to make it cooler. In the case of attention philanthropy, the judgment of circuit riders, holistically minded experts, and mavericks can combine to shine a light on future winners.We're seeing this already on the web. Independent and entrepreneurial nonprofit and public benefit sites like Worldchanging, RealClimate, GOOD, SciDev, Global Voices, and NextBillion have been the epicenters of action in the sustainability and social innovation movements, especially among energetic, youthful, and engaged au­diences. Yet the budgets for any of these sites would be—to borrow a phrase I heard from the coordinator of the first Earth Day, Denis Hayes—"a rounding error for most large nonprofits."These sorts of projects can be cultivated and fed. On the web, the start-up and scale- up costs are low. Social media, in turn, allows multiplier effects previously unseen, meaning that once good work reaches a critical mass of public awareness, it can spread like wildfire. With the right combination of funding and vision, winning formulas can be replicated with new projects and participants—but only if those people and projects can attain a critical mass to begin with. That's why attention philanthropy is so needed.Of course, this doesn't mean that we shouldn't continue to invest in tried and true solutions, such as refugee relief, hospitals, universities, and large-scale environmental initiatives. But innovation also requires ongoing investment into venture or catalytic philanthropy (Kramer 2009). Each risky bet on a game-changing initiative may or may not pay off; those that do pay off become the received wisdom of tomorrow. The same experts and systems that can be good at implementing existing philanthropy may not be suited to supporting worthwhile innovative philanthropy—and that's where atten­tion philanthropy and circuit riders come in.
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Does Attention Philanthropy Work?How do we know when attention philanthropy succeeds? Perhaps most obviously, we know it works when it leads to larger follow-on funding, growing a promising seed idea to scale. In this sense, it can be seen as complementary to initiatives like the X PRIZE Foundation and the Grand Challenges Explorations grants, which have created com­petitions at the edge of the possible in which the best performers tend to receive sub­sequent larger investments (Morgan 2008). In cases in which attention philanthropy leads directly to next-stage funding, it has clearly "worked."Success can also be measured by coverage in larger media, by increased opportuni­ties to present ideas at conferences, and by explicit citations in documents like govern­ment policy papers and design briefs. By clarifying and connecting ideas, attention philanthropy can encapsulate the case for new opportunities in a credible and compel­ling way.More intangibly, innovative doers may benefit from finding a larger network of sympathetic doers and supporters—the early adopters and codesigners who can bring their own brilliance to bear on improving and spreading a good idea. In this age of networked action, growing a larger and smarter network can itself be both a sign of a project's success and a necessary stage for its further growth. Such network nurturance is almost inherent in attention philanthropy.Attention philanthropy has significant potential and could be taken up more widely. It is surprising how little energy goes into sharing, evaluating, and cross-pollinating new ideas and into making the uptake and implementation of new methods more ef­fective. One gets the sense that twentieth-century institutions are struggling against twenty-first-century possibilities.Meritocracy sits at the very core of the idea of modern democracy. It is a cornerstone of modern societies that the public benefit is maximized when all have equal opportu­nity to contribute, subject to effort, talent, and interest. However, in the case of today's toughest problems, that meritocracy has broken down. The need for bold, holistic in­novation has outstripped the ability of many traditional avenues of meritocracy to re­spond. Academia, the media, foundations, and investors all have legacy practices and social filters that may serve to exclude needed new ideas—or at the very least to delay their recognition for years. We don't have the luxury of this inefficiency any more.
How Could Reputation Enable More Effective Attention Philanthropy?There have been modest attempts to make money and attention available based on rat­ings by "the attention of crowds." Kickstarter.com is an example. It's a website where people post pitches and solicit support for projects that they'd like to work on—for example, "I need $3,000 to complete this documentary film." If they raise enough, everybody pays—if not, nobody pays.

Kickstarter.com
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However, such systems run the risk of devolving into zero-sum popularity contests in which a sophisticated microenterprise system for slum-dwellers, say, may lose to a cutely named feel-good initiative to provide homes for wayward puppies. Simply ag­gregating votes may result in seeing only which option sounds best to large groups, few members of which may have insight about which approaches are truly effective, novel, or scalable. Although initiatives that win such popularity contests can be worthwhile, they tend to be insufficiently innovative as far as unusual solutions are demanded. Sometimes, of course, they lack substance altogether: popularity is no guarantee of effectiveness.That's why curated participation is critical. Experience suggests that attention phi­lanthropy works best when preference is given to ideas and ratings by people who understand the deeper issues at play and the reasons why an idea has long-term poten­tial—especially if such people have themselves been innovators.The challenge is that smart, experienced people tend to also be busy people. How can we harvest quick insights from people who have a lot to say? How can atten­tion philanthropy systems adjust the roles of participants based on demonstrated competence?To suggest some answers to these questions, we imagine a reputation-enabled future incarnation of the Worldchanging attention philanthropy project, and ask what kind of functions it might or should support.First, the curation of participants could be made easier and more systematic. In the past, Worldchanging simply asked people we thought very highly of what projects and people they would recommend—acting as a sort of reputation boost by passing around a megaphone, as it were. There is a certain degree of network effect to this, so one option for the future is to see whether "friends of friends" or other reputational mechanisms can be used to find people from outside the usual networks or from geo­graphic regions that are usually not heard from. What if we could easily bring in the most insightful voices from Uganda or Afghanistan, for instance, when evaluating policy or philanthropic initiatives?Second, there is a natural opportunity to draw from the moderation and metamod­eration used in systems like Slashdot (see chapter 7). If begun with a core of partici­pants who themselves represent the kind of circuit riders, holistically minded experts, and mavericks whose insight we seek to tap, standards of excellence and innovative thought could become part of the culture of the attention philanthropy effort from the start. Moderation and metamoderation could help an attention philanthropy site make more effective use of an expanding set of evaluators and trend spotters. This change would help identify new participants (perhaps initially unknown to the others) who are good at finding new and worthwhile initiatives.Third, new participants might be organically brought on board by a combination of having existing participants rate or refer new users and demonstrating competence by 
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gradually increasing contributions. Imagine an online semiautomated seminar course that would evaluate people while getting them up to speed in a field of interest. Imag­ine a series of tasks both fun to do and useful to the attention philanthropy system whose successive completion increased the reputation of new contributors. Those who successfully completed such tasks would demonstrate competence, drive, and an abil­ity to contribute.Fourth, core participants and a much larger occasional user base could become mutually supportive through the use of reputation and filtering systems. The larger user base could become fans of core participants whose work they especially value, making those participants proxies for larger groups of people. Being able to follow and show support for brilliant people would be a natural system function. Sup­pose that there is a group of ten or a hundred high achievers whom the user trusts or finds inspiring. Imagine that each item liked by such an evaluator gets a little credibility boost in the users' personalized experience of the site—or of the web as a whole. Wouldn't the collective set of ideas that this group reads and likes be worthwhile to the user? Why not use such a group as a collective filter on ideas and opportunities?Fifth, with such personalized user site experiences, the impact of crowdfunding could be leveraged. Already, crowdfunding sites like Kickstarter or Kiva.org serve to connect users with opportunities to give to causes that inspire them as individuals. (See chapter 9 in this volume.) Attention philanthropy systems could make sure that users see causes that are more likely to connect with their expressed values and inter­ests, increasing the likelihood that they'll give to and promote those causes. It could also lead to communities of crowdfunders who coalesce around high-reputation core participants.A linked tactic might be to collect revenue (from foundation gifts, major donations, membership dues, or user fees) and distribute some fraction of this revenue to the initiatives with the best reputation—or even to ask high-reputation people within the system to themselves redistribute some of the money raised. When a foundation or rich individual wants to give away a large amount of money, might it not be worth­while to allocate some fraction of it to a range of people with outstanding reputa­tions and achievements, to themselves give to less obvious seed opportunities? This might act as a "high-risk, high-return" part of a giving portfolio—a sort of distributed MacArthur grant program.Finally, a more subtle and long-term tactic is suggested by the fact that the cutting edge of innovation is advancing more rapidly than the diffusion of such innovation (Rogers 2003). In other words, development of good solutions is moving more rapidly than diffusion of those good solutions into the mainstream. This problem is com­pounded when tackling complex interlinked problems such as climate change, pov­erty, and security. Isolated solutions do not work as well as holistic solutions, and these 
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problems should therefore be viewed as parts of one big problem, with useful advances coming from the frontiers of many disciplines.Telling stories about these kinds of problems is difficult and has been a major spur to the rise of solutions-based journalism (which examines complex problems through the lens of innovative solutions). To coalesce ideas about complex problems and solutions requires planetary thinking and transdisciplinary insight and a new breed of “renais­sance journalists." Being able to incorporate reputation systems into attention philan­thropy will provide a positive feedback loop for information and help solutions-based journalists find more innovative solutions to cover. Conversely, good solutions-based reporting will help improve attention philanthropy. Indeed, in a time when money for doing good journalism has become increasingly scarce, investing in solutions-based re­porting offers another potentially exciting application for the crowdfunding function of an attention philanthropy system.
Attention Philanthropy ChallengesAttention philanthropy does face significant challenges. The most obvious have to do with the difficulty of getting such systems built and operational in the first place. This is a challenge that can probably only be met by risk-taking philanthro­pists and hard-working participants, who together establish effective practices and an innovation-friendly organizational culture. Another hurdle to building a reputation- enabled attention philanthropy system is making the case for its importance and feasi­bility, and then assembling a core team to overcome technical, cultural, and financial barriers.Then, too, there is the difficulty that although attention philanthropy is designed to extend meritocratic selection to a more entrepreneurial and innovative group of people and projects, it ironically probably can't work without strong filters on par­ticipation in the attention philanthropy process itself. Users need to reach common understanding and shared assumptions about complex topics to allow meaningful de­liberation and debate. They need to grasp the scope, scale, and speed of the problems being addressed and to understand the degree to which large, interconnected systems are at work in these problems. This is a bigger challenge than many people realize; it's all too easy to assume simple answers—compact fluorescent bulbs or local food—are the solution, when we barely understand the problem.Gatekeepers and funders may themselves offer a cultural barrier to implementation of attention philanthropy systems. They are not always interested in creating an im­partial record of their impact, giving up power to allocate resources, or losing control over the spotlight—especially if having that control returns social benefits in their lives, like getting invited to exclusive conferences and dinner parties. Not everyone supposedly working for social change is doing it entirely for altruistic reasons, and 
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some career-minded funders and gatekeepers may consider attention philanthropy to be a threat to their advancement. It would be naive to expect that any redistribution of the power to select and fund (even if ultimately beneficial to all parties' expressed goals) will not encounter some resistance.On the technical side, systems such as Slashdot have demonstrated metamodera­tion for news (see chapter 7 in this volume). However, no similar system yet exists to evaluate complex innovations, and to evaluate the evaluators of such innovations.
ConclusionOn a planet hurtling with great speed toward an interconnected series of crises, we des­perately need better ideas, applied more quickly, by a wider group of people. We need more spotlights searching the gloom for innovative projects and ideas.Much of the operation of democracy has been a function of selection by elites. It would be easy to make the case that a relatively small number of people still control most media, political levers of power, and pools of investment. In the past, it was often presumed that by strictly controlling access to the institutions of power, the most able people were put in positions to make decisions for the public good (while often also benefiting themselves).Now, however, we see an unprecedented surplus of the capacity to do innovative good, yet a dearth of access to the resources and attention needed to do it. The rise of attention philanthropy is an answer to this contradiction. The goal is not to create a new closed elite, but rather to make the allocation of resources and attention more insightful and effective—to speed the process of recognizing good opportunities and good opportunity evaluators.Attention philanthropy does not need to operate at a huge scale to succeed at offer­ing huge impacts. The goal doesn't need to be changing how every dollar is given or how every story is assigned: simply increasing the flow of world-changing projects and people into the system will result in echo effects throughout the system, more strongly connecting the mainstream to the leading waves of innovation and speeding the up­take of good ideas throughout society. Attention philanthropy, done right, is a scale multiplier. And that is precisely what we'll need to meet the challenges of the chaotic and fast-changing century ahead of us.
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9 Making Use of Reputation Systems in Philanthropy

Marc Maxson and Mari Kuraishi

"Peer-to-peerphilanthropy" leverages online systems to connect donors directly with charitable 
causes, but it can still be difficult to determine which worthy-sounding projects achieve real 
impact. Marc Maxson and Mari Kuraishi suggest how reputation information in philanthropy 
can overcome this gap, drawing lessons from their GlobalGiving platform.

Lack of Reputation Information in International PhilanthropyThere are millions of registered nongovernmental organizations (NGOs) around the world and very limited resources to support them. There is a need for a functional reputation system in international philanthropy, because donors, organizations, and clients rarely interact with each other in person. Without open communication be­tween the stakeholders in international development, there is little trust. And without a trust network to validate members, a reputation system cannot develop.The principal actors in the not-for-profit or social sector are donors (who can be foundations or individuals), staff at NGOs (who carry out the work), and the "clients" (who benefit from the work). One would hope that the good reputation of an NGO would be primarily determined by doing good work for clients, but this is only one part of their overall reputation-building strategy. Some NGOs maintain a good reputa­tion through direct marketing, by engaging media, and by enlisting leaders who will protect their reputation. Others sustain support by personally courting donors who base their funding decisions on impressions gathered from personal relationships.Donors and clients also have reputations from the organization's point of view. Clients may be reliable sources of information about the work being done in the com­munity. Donors may be known as reliable funders, when there is evidence that the work outputs are desirable.We consider a reputation system for philanthropy to be a set of tools that guide do­nors in making funding decisions. The ideal reputation system enhances both the flow (quantity) of money as well as the impact (quality) of the money spent by providing donors with the means to identify the most deserving organizations. Existing formal 
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systems have used several factors to determine reputation, including ratings based on accounting and overhead (Charity Navigator, BBB Wise Giving), feedback from those with whom the nonprofit has interacted (GreatNonprofits), and fund-raising effective­ness and responsiveness to donors (GlobalGiving).The most widely-recognized barrier in philanthropy is distrust of NGOs by poten­tial donors, since NGOs have sometimes failed to allocate resources as promised. NGO mistrust of other NGOs also prevents collaboration, such as when there is a reputation risk to an organization of being associated with fraud (Brown and Moore 2001). More recently, target populations have become increasingly suspicious of noncommunity­based NGOs. These NGOs are forced to make additional efforts to gain the cooperation of the people they serve (Muttart Foundation 2006; Brown and Moore 2001). All three parties would benefit from a global reputation system.There are four kinds of relationships in which greater trust would be particularly helpful:1. Relationships between donors and organizations2. Relationships between organizations and other organizations3. Relationships between clients and organizations4. Relationships between donors and clientsThe limited interactions between donors and clients cause a principal-agent problem in international philanthropy: donors allocate funding to organizations with imper­fect information on beneficiary (client) needs. Lack of information can cause donor backlash against NGOs that fail to allocate resources as promised. This backlash has severe and broad-scale consequences on philanthropy in general, as donors appear to treat misuse of their donations as a breach of trust that is "nearly impossible to repair" (Arumi et al. 2004). Reinhardt argues that "as [NGOs] strive to be more efficient in operating and maintaining donor relationships, they can lose effectiveness in serving their target populations" (Reinhardt 2009: 284).The difficulty in building trust is that the reputations of most NGOs are based on cursory experience and limited engagement. Many donors spend more time reading articles about NGO mismanagement in the news than they will spend reading a fund­ing appeal sent to them in the mail. The average donor spends about 30 seconds read­ing an NGO fund-raising letter before deciding to act or discard (Vogele 1992; Dixon 2008). If a reputation system (one that genuinely helped to overcome these trust is­sues) were widely adopted in philanthropy, we believe more support could be mobi­lized for nonprofit organizations and more aid provided to client populations.
Factors of a Reputation System: Indices and SignalsAn organization's reputation is determined by indices (immutable attributes) and sig­
nals (flexible attributes) (Reinhardt 2009). The age of an organization is one example
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of an index. Organizations that have been around longer are more reputable, and it is hard for them to falsify this attribute. Perceived level of professionalism and the size of an organization's donor base are both signals. The organization can improve its reputa­tion or attract broader support by improving these kinds of signals.Which signals most affect the behavior of individual donors is a matter of debate. Recent research indicates that about 30 percent of affluent donors have sought out in­formation about the NGOs they give money to (Hope Consulting 2010). Research has been largely focused on which signals foundations react to. (Reinhardt 2009). How­ever, it is also worth considering the signals that individual donors value. If a system conveys clear and honest signals to donors and does so efficiently, the most effective organizations should attract the greatest support.Just as successfully completing projects is a sign of credibility to potential donors for future projects, failure in the eyes of one institution can spell doom for that orga­nization with other donors. In the words of the leader of one NGO, "I can't get IDB [Inter-American Development Bank] money if I drop the ball with the World Bank" (Reinhardt 2009). In an unregulated marketplace, where reputations are not system­atically maintained, mere allegations of misconduct can "blackball" an organization.
A Reputation System for International NGOsGlobalGiving.org is a nonprofit online marketplace that connects people who have community- and world-changing ideas with people who can support them. It provides reputation information primarily to donors about hundreds of NGOs in more than a hundred countries. Individuals seek this reputation information because they are con­sidering giving money to an NGO. Some charitable foundations also use the platform to verify that an organization is reputable prior to grant making.GlobalGiving began as a website for connecting people with money to people with ideas. To offer donors the best ideas and organizations, GlobalGiving had to provide each organization with the means to establish its reputation. Interpersonal relation­ships—specifically, endorsements by trusted friends and colleagues who ask others to give—ultimately dictate fund-raising success for most organizations, and fund-raising success is the final measure of reputation in philanthropy. Therefore, GlobalGiving monitors signals from the members of each organization's social network.We started by working with organizations that had been vouched for by umbrella organizations such as Tech Museum, World Bank Development Marketplace, and Ashoka. These umbrella organizations use a variety of methods for recognizing good ideas. Tech Museum awards a recognition prize to organizations, which we accepted as sufficiently credible to allow prize-winning organizations to post projects. Ashoka vets individual social entrepreneurs and provides them with money to pursue their innova­tive solutions. If an Ashoka fellow chose to form an NGO, then that NGO was invited to post projects. This approach served to expand our network rapidly at first, but the 
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trusted partner approach was ultimately limited by our capacity to coordinate closely with a large number of intermediaries.In all cases, we were still required to double-check financial documentation, so by 2007 we started vetting organizations from scratch. We began by determining whether an organization was equivalent to a U.S. 501(c)3 organization, as required by U.S. tax law. We found that many organizations doing good work were ineligible because they were not registered in their host countries, lacked oversight by community members or a board, or had simply not existed long enough to have any budget information. A document-based approach for vetting new members was defensible and minimized legal risk, but was not scalable and was limited by the quality of the documentation. There was no guarantee that it would select for high-impact organizations.In 2009, we started adding two crucial elements to our vetting process. These were designed to verify that a community knows about and supports the organization. We examined the organization's social media footprint on the Internet and also required new organizations to raise fifty donations in the first month, thereby demonstrating that people support them. Those that failed to attract at least fifty donations were given additional training and invited to try again. In 2010, we began experimenting with another approach: asking people in communities across Kenya to share a story about a "community effort" they had witnessed. This process gathered nearly 3,000 stories in 3 months, reflecting local knowledge of 242 organizations. We are now us­ing this data to identify and invite new organizations with demonstrated community endorsement.
Donor Experience and Trust SignalsOur reputation system is different from many others because the principal unit is a specific activity of an organization, not the organization itself or one of its staff. One organization can have several activities posted on the site. Donations received are re­stricted to specific activities and cannot be redirected to overhead or to another project without the consent of the donor.Our user testing confirms that several signals on the project description page first draw prospective donors' attention. The first item is the project title, which is usually a call to action ("Send a child in India to school for a year, #1877") or a description of the intended outcome ("A retired cheetah teaches poor South African youth, #2540"). After reading the title of the project, users typically look at the project photos. We advise organizations to present images of ongoing project activities and beneficiaries. Organizations whose beneficiaries are willing to appear on the site find their own repu­tations enhanced. Research has found that people respond more generously to images that create empathy, particularly close-cropped photos of one face with eyes locked in a gaze with the donor.
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The next point of attention on the project page is the list of value outcomes, which are specific deliverables that the individual can expect a donation of a certain size to achieve. For example, the project "Send a child in India to school for a year, #1877" publishes the value outcome: "$40: Provides 1 child with quality education for 1 year." Another value outcome is: "$50: Provides stationery/books to 1 centre for 6 months." These outcomes communicate the core activities of the project to donors. This format also reinforces our message to project administrators that donations to the project are intended solely for these types of value outcomes (called restricted funding in the non­profit world).The value of the outcome relative to its cost sends a signal to donors about the ef­fectiveness of the organization in carrying out the work. If a particular project promises to carry out a significant activity at a modest cost, this signals to prospective donors that the organization doing the project probably has low overhead. Overhead costs in philanthropy have spawned a vigorous debate recently (Pallotta 2008; Schimmelpfen- nig 2009; Handy and Katz 1999), and donor reluctance to support NGOs with high overheads reflects an inherent distrust. Our approach to building trust is to encourage all organizations to break down broad goals into specific projects and itemize value outcomes into specific donation options, as this sets clear expectations for both donors and project leaders.The next signal that donors focus on is previous financial support for the project. On every project description page, we publish the number of past donations, the total amount raised, and the fund-raising goal of the organization for that project. For ex­ample, project #1877 had 2,355 donations for a total of $92,531 at the time this article was written. Also published was the amount remaining of $7,468 in order to reach the $100,000 goal for this project. If 100 percent of donors chose the school fees rather than the school supplies donation option, we would predict that the organization would be writing to inform donors that 2,500 children had received a full stipend to attend public school that year at the completion of the project's funding. In reality, the actual number will vary due to inexact cost estimates, but the proximity of the actual number of children served versus the expected number is yet another signal that the project is well managed. More broadly, positive online signals generate offline "buzz" through word-of-mouth referrals to friends and family of donors and spread through other online social networks—ultimately increasing a project's success.
Project UpdatesThe reason individual donors receive frequent information from project leaders about the ongoing progress of the project that they chose to support is because we require every project leader to email a quarterly update to all donors. Those that fail to com­ply lose the right to accept donations until an update is posted. Donors who receive 
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regular messages trust the organization more. Updates with honest, engaging content also build a personal relationship between the donor and the organization. The total number of updates posted by an organization for the project may also serve as an in­dex measure for the project's reputation, analogous to how the age of an organization affects its overall reputation among donors (Reiner and Wolpert 1981). We rank the order in which projects appear in search results based on a project's track record of informing donors (40 percent) and their relative fund-raising performance (donations, dollars raised, and proximity to their funding target: 60 percent).Along with an organization's historical track record, project updates have the greatest potential to affect the project's reputation and that of the implementing or­ganization. The required quarterly self-reports force organizations to manage their rep­utations by building a history of activities and ongoing statistics about the immediate impact of donations. We invite donors to comment, asking them, "Was this update helpful?" A "No" vote helps an organization improve communication with donors. This feedback is similar to many other online reputation systems such as Amazon's, except that we direct the discussion to be around the report, not the organization. Donors hesitate to criticize an organization, but will provide useful feedback about a specific report.Aggregating this feedback into a measure of reputation has been impractical due to insufficient comments, but community feedback through our Kenya storytelling pilot study shows that community members are eager to talk about local organizations. Sorting out whether there is self-reporting bias in this feedback can be challenging, but it is possible by looking for patterns in narratives (i.e., clusters of feedback through just a few individuals, stories with identical elements, and insider knowledge about projects).As we become able to improve the quantity and reliability of feedback, we intend to incorporate this signal into our project ranking system. Ultimately, we plan to broaden the scope of feedback to partners and beneficiaries, which will provide a 360-degree view of the organization's work, make rankings harder to game, and distinguish those organizations willing to open themselves up to feedback as organizations signaling a commitment to transparency and learning.
Postcards and Neighborly AdviceWe recently introduced a "visitor postcards" program, which allows third-party trav­elers and volunteers who visit a project to report on what they saw and heard dur­ing their visit. The postcard format is narrative, brief (fewer than 750 words), and in the traveler's own voice—like an actual postcard. We hypothesize that informal reports from nonprofessionals carry more weight with individual donors than formal reports.
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It is important to note that if asked, most donors would say that formal evaluations carry more weight with them (Gilbert et al. 2009; Reinhardt 2009). A recent survey found that 85 percent of affluent donors care about NGO performance, yet only 30 percent of them do any research before giving (Hope Consulting 2010). Reinhardt's survey in Brazil found that organizations that received third-party audits attracted more than double the funds of their competitors (Reinhardt 2009), showing that fund­ing organizations do value audits. However, we find that—like affluent donors in the survey—the vast majority of people do not actually read the supplemental documenta­tion on the project page, including formal evaluations.When actual usage of reports is included in the equation, the cost-benefit ratio of providing formal evaluations may not warrant the added value. It would be far more beneficial to increase the number of brief eyewitness accounts posted for each project by visitors, and eventually by community members themselves. (By tracking the social network of community members posting these reports, we believe we can detect and eliminate "gaming" of the system.)Likewise, organizations themselves do not value extensive reports if they know that the reports generated will not influence future funding. In 2000, Light wrote that NGOs expressed "some concern that scarce resources are being used more to jump through the hoops than actually serve clients" (Light 2000). Postcards strike a balance between effective oversight and effective donor engagement. More often than not, visits are such a rewarding experience that nearly all visitors desire the opportunity to spread the good news about the project, so we have a very low drop-off rate between those who confirm a visit and those that follow up by sending a postcard.The postcard tool is based on the "power of neighborly advice" (Gilbert et al. 2009; Epley and Dunning 2000). Research has shown that people are more apt to make smart decisions when they rely on the opinion of a person who has firsthand knowledge of the situation than when they are provided with a complete summary of the facts. This effect is especially pronounced when the question of whether to trust another indi­vidual is involved (Bolton, Katok, and Ockenfels 2005). People choose the trustworthy stranger more often when first given the chance to talk to a third party who has met the stranger than when provided with a report or other proxy index of trust (Gilbert et al. 2009).This "neighborly advice" effect has ramifications for international philanthropy in two ways. First, it emphasizes the importance of third-party reports in helping donors make smart decisions. Second, it explains why the majority of successful fund-raising depends on a single determinant: whether donors are asked to give by a known, trusted person. The power of neighborly advice is also surprising because several authors con­clude that people who make smart decisions based on neighborly advice still express a lack of belief that such advice is as reliable as a set of facts, or formal evaluation (Gilbert et al. 2009).
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Bad News?So how do organizations respond to postcards that contain negative comments? This remains a complex issue to resolve. For a charitable organization, the purpose of join­ing GlobalGiving is to increase fund-raising, and negative comments undermine the organization's goal.In the few cases where comments have a critical tone, we encourage organizations to respond with a follow-up report on how they plan to address the issues raised by the unimpressed visitor. Our goal is to create a visual representation of each organi­zation's social network, support, and daily activities, so that those obviously trying to help stand out from the shams. We hypothesize that organizations that respond well to external criticism are also likely to incorporate the preferences of communi­ties they serve, increasing community appreciation of (and therefore increasing com­munity involvement with) the effort. Our ongoing efforts aim to test this hypothesis by finding new ways to gather feedback from beneficiaries in real time via SMS and the web.A greater challenge than managing negative reports is the tendency of most visitors to self-censor negative information from postcards. In many cases, the postcard sender will email a private note raising concerns he or she does not wish to present publicly, despite clear directions to be completely honest about all aspects of the project. Com­plete honesty actually improves the trustworthiness of the report because readers tend to regard exclusively positive or negative reports with suspicion. Groups of donors ap­pear to discredit reports based on what they lack, as well as what they contain. They can sift through the conversation between project leaders and other donors and reach conclusions about the trustworthiness of the organization. Thus, three important cri­teria for the emergence of an effective reputation system are: creating the space for the conversation, maintaining an open discourse, and encouraging honesty.Filtering is also possible with Twitter. GlobalGiving has encouraged Kenyan organi­zations to adopt Twitter and use it to build rapport with prospective donors. It was in­structive to discover that one project leader—who would later emerge as an individual having a very poor relationship with the youth he served in his community—was unable to turn his Twitter monologue into a conversation. At least five other Kenyans new to Twitter in the same period naturally started to form an interactive social net­work, but this one problem individual was always 100 percent “on message.'' (Despite its power to broadcast, people who use Twitter exclusively as a broadcast rather than an interactive communications channel ultimately fail to capture the full value of Twitter, because they are recognized as individuals who are not really interested in hearing from others—they might as well have been paying for ads on TV.) In fifty messages, he never mentioned another staffer, friend, or beneficiary by name and never discussed any aspect of his own life outside of the project. Moreover, many of 
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his messages had heuristic similarities to spam or phishing. The individual asked for money in nearly every message, but failed to recognize the importance of building relationships first.
Elements of an Effective Reputation SystemComments by donors and votes on project reports are active forms of feedback and as such have limitations on reliability due to factors like inherent biases and informa­tion constraints (Wierzbicki and Nielek 2008). Use of complementary passive feedback mechanisms can enhance the reliability of information from active feedback. For ex­ample, our system aggregates donor behavior and project performance into its search ranking algorithm, so that projects with better reputations appear toward the top of search results and thus gather greater support.From our point of view, the most important challenge for us to address is the chal­lenge of client (or beneficiary) feedback. Client feedback shortcuts the principal-agent problem we identified earlier in this chapter among donors, NGOs, and clients. It redresses the asymmetry of power that is implicit in the donor-NGO-client chain and extends voice to the client part of the chain that has traditionally been the most silent. Because client voice has traditionally been underrepresented, amplifying it has the most potential for innovation, change, and dynamism—the history of business and technology has shown that innovation often emerges from the periphery and that such innovation has the biggest potential to disrupt business as usual.The evidence from our pilot activities around beneficiary feedback suggests that there is a challenge of scale—in particular, a challenge of finding a low-cost solu­tion that will gather sufficient community feedback to provide a realistic view of community-based organizations. Technological advances (Short Message Service— SMS) and technological penetration (six in ten people in the world have cell phones) are making new forms of interaction available, but there will have to be an accompa­nying shift in behavior to ensure sufficient, ongoing, and real-time feedback flow.Real-time online gaming societies like World of Warcraft may suggest one approach to this challenge. They have become useful learning environments for trust research; addictive activities generate more data (Donath 2007; Bainbridge 2007). As feedback loops begin to directly benefit the participants, maintaining a reputation system be­comes easier.The evolution of GlobalGiving's reputation system for NGOs may reflect some gen­eral stages in the evolution of any reputation system. We began with a small network of sponsoring organizations in which every organization was vouched for by a trusted partner. Eventually, we transitioned to an open system in which we could work with any organization that met a set of benchmarks. In lieu of a chain of trust, we turned to vetting the social network willing to support the new partner. We examined its
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funders, referral sources, and the size of its donor support base as part of the vetting process.Emerging organizations with an insufficient support base are sequestered and of­fered capacity training; they are not part of the website. The next phase will incor­porate local community feedback, allowing organizations to both demonstrate local support and receive valuable dashboard data with which to design and improve their activities. This feedback will also provide them with a means of establishing a reputa­tion that can help them attract financial support at a greater rate. In the longer term, making use of reputation systems in philanthropy can motivate more and smarter giving and suggest lessons for the introduction of reputation systems into other areas of society.
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10 The Measurement and Mismeasurement of Science

Michael Nielsen

The public has a natural desire to maximize its return on investment for science funding, 
which has made reputation measures for scientific research increasingly influential. Michael 
Nielsen warns of the dangers of overreliance on any single metric of success, suggesting instead 
a more diverse approach to deciding which risky endeavors to support collectively—a perspec­
tive with implications beyond science.Albert Einstein's greatest scientific "blunder" (his word) came as a sequel to his great­est scientific achievement. That achievement was his theory of gravity—the general theory of relativity—which he introduced in 1915. Two years later, in 1917, Einstein ran into a problem while trying to apply general relativity to the universe as a whole. At the time, Einstein believed that on a large scale, the universe is static and unchang­ing. But he realized that general relativity predicts that such a universe can't exist: it would spontaneously collapse in on itself. To solve this problem, Einstein modified the equations of general relativity, adding an extra term involving what is called the cos­
mological constant, which— roughly speaking—is a type of pressure that keeps a static universe from collapsing.Twelve years later, in 1929, Edwin Hubble discovered that the Universe isn't static and unchanging, but is actually expanding. Upon hearing the news, Einstein quickly realized that if he'd taken his original 1915 theory seriously, he could have used it to predict the expansion that Hubble had observed. That would have been one of the great theoretical predictions of all time! It was this realization that led Einstein to de­scribe the cosmological constant as the "biggest blunder" of his life.The story doesn't end there. Nearly seven decades later, in 1998, two teams of as­tronomers independently made some very precise measurements of the expansion of the universe and discovered that there really is a need for the cosmological constant (Perlmutter et al. 1999; Riess et al. 1998). Einstein's "biggest blunder" was, in fact, one of his most prescient achievements.The point of the story of the cosmological constant is not that Einstein was a fool. Rather, the point is that it's very, very difficult for even the best scientists to accu­rately assess the value of scientific discoveries. Science is filled with examples of major 
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discoveries that were initially underappreciated. Alexander Fleming abandoned his work on penicillin. Max Born won the Nobel Prize in physics for a footnote he added in proof to a paper—a footnote that explains how the quantum mechanical wave func­tion is connected to probabilities (Pais 1982). That's perhaps the most important idea anyone had in twentieth-century physics. Assessing science is hard.
The Problem of Measuring ScienceAssessing science may be hard, but it's also something we do constantly. Countries such as the United Kingdom and Australia have introduced costly and time-consuming research assessment exercises to judge the quality of scientific work done in those countries. In just the past few years, many new metrics purporting to measure the value of scientific research have been proposed, such as the /z-index (Hirsch 2005), the g-index (Egghe 2006), and many more (Van Noorden 2010). In June 2010, the journal 
Nature ran a special issue on such metrics (Nature 2010). Indeed, an entire field of sci- entometrics is being developed to measure science, and there are roughly 1,500 profes­sional scientometricians (Braun 2010).There's a slightly surreal quality to all this activity. If even Einstein demonstrably made enormous mistakes in judging his own research, why are the rest of us trying to measure the value of science systematically and even organizing the scientific systems of entire countries around these attempts? Isn't the lesson of the Einstein story that we shouldn't believe anyone who claims to be able to reliably assess the value of sci­ence? Of course, the problem is that although it may be nearly impossible to evaluate scientific work accurately, as a practical matter we are forced to make such evaluations. Every time a committee decides to award or decline a grant or to hire or not hire a scientist, they are making a judgment about the relative worth of different scientific work. So our society has evolved a mix of customs and institutions and technologies to answer the fundamental question: how should we allocate resources to science?The answer we give to that question is changing rapidly today, as metrics such as ci­tation count and the /z-index take on a more prominent role. In 2006, for example, the UK government proposed changing its research assessment exercise so that it could be done in a largely automated fashion using citation-based metrics (Gilbert 2008). The proposal was eventually dropped, but the UK proposal is nonetheless a good example of the rise of metrics.In this chapter, 1 argue that heavy reliance on a small number of metrics is bad for science. Of course, many people have previously criticized metrics such as citation count or the /z-index. Such criticisms tend to fall into one of two categories. In the first category are criticisms of the properties of particular metrics—for example, that they undervalue pioneer work or that they unfairly disadvantage particular fields. In the second category are criticisms of the entire notion of quantitatively measuring science.
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My argument differs from both these types of arguments. I accept that metrics in some form are inevitable—after all, as I said previously, every granting or hiring com­mittee is effectively using a metric every time they make a decision. My argument in­stead is essentially an argument against homogeneity in the evaluation of science: it's not the use of metrics I'm objecting to, per se, but rather the idea of a relatively small number of metrics becoming broadly influential. I shall argue that it's much better if the system is instead very diverse, with all sorts of different methods being used to evaluate science. Crucially, my argument is independent of the details of what metrics are being broadly adopted: no matter how well-designed a particular metric may be, we shall see that it would be better to use a more heterogeneous system.As a final word before we get to the details of the argument, I should briefly men­tion my own prejudice about the evaluation of science. This is the perhaps not very controversial view that the best way to evaluate science is to ask a few knowledgeable, independent, broad-minded people to take a really deep look at the primary research and to report their opinion, preferably while keeping in mind the story of Einstein and the cosmological constant. Unfortunately, such a process is often not practically feasible.
Three Problems with Centralized MetricsI'll use the term "centralized metric" as a shorthand for any metric that is applied broadly within the scientific community. Examples today include the h-index, the total number of papers published by a scientist, and total citation count. I use this terminology in part because such metrics are often imposed by powerful central agen­cies—recall the UI< government's proposal to use a citation-based scheme to assess UK research. Of course, metrics can also become broadly used across science, even without being imposed by any central agency, which is happening increasingly with the h-index and has happened in the past with metrics such as the number of papers published and the number of citations. In such cases, even though the metric may not be imposed by any central agency, it is still a central point of failure, so the term "centralized metric" is appropriate. In this section, I describe three ways centralized metrics can inhibit science.
Centralized Metrics Suppress Cognitive DiversityOver the past decade, complexity theorist Scott Page and his collaborators have proved some remarkable results about the use of metrics to identify the "best" people to solve a problem (Hong and Page 2004; Page 2008). Here's the scenario that Page and company consider. Suppose that you have a difficult creative problem you want solved—let's say, finding a quantum theory of gravity. Let's also suppose that there are a thousand people worldwide who want to work on the problem, but you have funding to support 
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only fifty people. How should you select those fifty? One way to do this is to design a metric to identify which people are best suited to solve the problem, and to then pick the fifty highest-scoring people according to that metric. What Page and company showed is that it's sometimes actually better to choose fifty people at random. That sounds impossible, but it's true for a simple reason: selecting only the highest scorers suppresses cognitive diversity that might be essential to solving the problem.Suppose, for example, that the pool of a thousand people contains a few math­ematicians who are experts in the mathematical field of stochastic processes, but who know little about the topics usually believed to be connected to quantum gravity. Perhaps, however, unbeknownst to us, expertise in stochastic processes is actually criti­cal to solving the problem of quantum gravity. If you choose the fifty "best" people according to your metric, it's likely that you'll miss that crucial expertise. But if you pick fifty people at random, you've got a chance of picking up that crucial expertise. Richard Feynman made a similar point in a talk he gave shortly after receiving the Nobel Prize in physics:
If you give more money to theoretical physics, it doesn't do any good if it just increases the 
number of guys following the comet head. So it's necessary to increase the amount of variety . . . 
and the only way to do it is to implore you few guys to take a risk with your lives that you will 
never be heard of again, and go off in the wild blue yonder and see if you can figure it out. 
(Gleick 1993)What makes Page and company's result so striking is that they gave a convincing general argument showing that this phenomenon occurs for any metric at all. They dubbed the result the diversity-trumps-ability theorem. Of course, exactly when the con­clusion of the theorem applies depends on many factors, including the nature of the cognitive diversity in the larger group, the details of the problem, and the details of the metric. In particular, it depends strongly on something that we can't know in advance: how much or what type of cognitive diversity is needed to solve the problem at hand. The key point, though, is that it's dangerously naive to believe that doing good science is just a matter of picking the right metric, and then selecting the top people according to that metric. No matter what the metric is, it'll suppress cognitive diversity. And that may mean suppressing knowledge crucial to solving the problem at hand.
Centralized Metrics Create Perverse IncentivesImagine, for the sake of argument, that the U.S. National Science Foundation (NSF) wanted to encourage scientists to use YouTube videos as a way of sharing scientific results. The videos could, for example, be used as a way of explaining crucial but hard to verbally describe details of experiments. To encourage the use of videos, the NSF an­nounces that from now on they'd like grant applications to include viewing statistics for YouTube videos as a metric for the impact of prior research.
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Now, this proposal obviously has many problems, but for the sake of argument, please just imagine that it is being done. Suppose also that after this policy was imple­mented, a new video service came online that was far better than YouTube. If the new service were good enough, then people in the general consumer market would quickly switch to the new service. But even if the new service were far better than YouTube, most scientists—at least those with any interest in NSF funding—wouldn't switch un­til the NSF changed its policy. Meanwhile, the NSF would have little reason to change their policy until lots of scientists were using the new service. In short, this centralized metric would incentivize scientists to use inferior systems, and would therefore inhibit them from using the best tools.The YouTube example is perhaps fanciful, at least today, but similar problems do already occur. At many institutions, scientists are rewarded for publishing in "top-tier" journals, according to some central list, and penalized for publishing in "lower-tier" journals. For example, faculty at Qatar University are currently given a reward of 3,000 Qatari riyals (approximately US$820) for each impact factor point of a journal they publish in (Qatar University Office of the Vice President for Research 2011). If this sort of incentive were broadly applied—and similar though less prescriptive schemes are used by many universities—it would create all sorts of problems. For instance, new journals in exciting emerging fields are likely to be establishing themselves and thus have a lower impact factor. So the effect of this scheme will be to disincentivize scien­tists from participating in new fields: the newer the field, the greater the disincentive! Any time we create a centralized metric, we yoke the way science is done to that metric.
Centralized Metrics Lead to the Misallocation of ResourcesOne of the causes of the financial crash of 2008 was a serious mistake made by ratings agencies (Roubini and Mihm 2010). The mistake was to systematically underestimate the risk of investing in financial instruments derived from housing mortgages. Because so many investors relied on the ratings agencies to make investment decisions, the erroneous ratings caused an enormous misallocation of capital, which propped up a bubble in the housing market. It was only after homeowners began to default on their mortgages in unusually large numbers that the market realized that the ratings agen­cies were mistaken, and the bubble collapsed. It's easy to blame the ratings agencies for this collapse, but this kind of misallocation of resources is inevitable in any system that relies on centralized decision-making. The reason is that any mistakes made at the central point spread out and affect the entire system.In science, centralization also leads to a misallocation of resources. We've already seen two examples of how this can occur: the suppression of cognitive diversity, and the creation of perverse incentives. The problem is exacerbated by the fact that science has few mechanisms to correct the misallocation of resources. Consider, for example, the long-term fate of many fashionable fields. Such fields typically become fashionable 
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as the result of some breakthrough result that opens up many new research possibili­ties. Encouraged by that breakthrough, grant agencies begin to invest heavily in the field, creating a new class of scientists (and granting agents) whose professional success is tied not just to the past success of the field, but also to the future success of the field. Money gets poured in, more and more people are drawn to the area, and students are trained and go on to positions of their own. In short, the field expands rapidly.Initially, this expansion may be justified, but even after the field stagnates intellec­tually, there are few structural mechanisms to slow continued expansion. Effectively, there is a bubble in such fields, while less fashionable ideas remain underfunded as a result. Furthermore, we should expect such scientific bubbles to be more common than bubbles in the financial market, because decision making is more centralized in science. We should also expect scientific bubbles to last longer, because—unlike finan­cial bubbles—there are few forces able to pop a bubble in science; there's no analog to the homeowner defaults to correct the misallocation of resources. Indeed, funding agencies can prop up stagnant fields of research for decades, in large part because the people paying the cost of the bubble—usually the taxpayers—are too isolated from the consequences to realize that their money is being wasted.
One Metric to Rule Them AllNo one sensible would staff a company by simply applying an IQ test and employing whoever scored highest. And yet there are some in the scientific community who seem to want to move toward staffing scientific institutions by whomever scores highest ac­cording to the metrical flavor of the month. If there is one point to take away from this chapter, it is this: beware of anyone advocating or working toward the one "correct" metric for science. It's certainly a good thing to work toward a better understanding of how to evaluate science, but it's easy for enthusiasts of scientometrics to believe that they've found (or will soon find) the answer, the one metric to rule them all, and that this metric should henceforth be broadly used to assess scientific work. I believe that we should strongly resist this approach, and aim instead both to improve our under­standing of how to assess science and to ensure considerable heterogeneity in how decisions are made.I'll conclude with one tentative idea I have that might help address this problem: to democratize the creation of new metrics and thereby encourage the development of a large number of different ways of measuring science. (See chapter 3 for a similar idea for financial ratings.) Today, it's difficult to create new metrics—only a limited number of organizations, such as Thompson Reuters (who run the Web of Knowl­edge), have access to the necessary data. But if open science (Nielsen 2008) becomes the norm, this may change. By making scientific results openly accessible online and easily machine-readable, it should become much easier for a broad range of people and
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organizations to develop new metrics. That development will in turn lead to a healthy proliferation of different ideas about what constitutes "good science." Of course, if open science really does take hold, then I expect it will lead to a certain amount of "metric fatigue" as people develop many different ways of measuring science, and there will be calls to settle on one standard metric. I hope those calls aren't heeded. If science is to be anything more than lots of people following the comet head, we need to encourage people to move in different directions, which means valuing many dif­ferent ways of doing science.
AcknowledgmentsThanks to Jen Dodd and Hassan Masum for many useful comments.
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11 Usage-Based Reputation Metrics in Science

Victor Henning, Jason Hoyt, and Jan Reichelt

Citations are a valued currency in research as an easily measurable proxy for the attention of 
professional peers and the impact of scholarly work. However, the excessive use of citation­
based metrics for judging research and researchers themselves has been criticized by many. 
Victor Henning, Jason Hoyt, and Jan Reichelt propose complementary usage-based metrics, 
which could measure how articles are actually read and used.

Problems with Journal Impact Factors and Modern Citation SystemsCitation-based reputation metrics such as the journal impact factor (JIF, the average number of citations per article and per year for a given journal) and the h-index and y-index (which measure the distribution of citations for a given author) play an ever- increasing role in modern science (reviewed in Egghe 2006; Garfield 2006; Hirsch 2005). As seemingly objective measures of academic impact and performance, they are used to determine career progression, postdoctoral positions, tenure, and grant funding.Pressure on scholars to perform well according to these metrics has mounted. So has the criticism leveled against such metrics. It has been argued that they lead researchers to adopt undesirable strategic behaviors such as targeting high-impact "vanity jour­nals," writing as many bite-sized papers as possible, and timing publications accord­ing to grant renewal or career progression needs (instead of submitting work when it is ready). It is likewise charged that these metrics can lead to academics engaging in citation bartering; gratuitous authorship; and a general increase in aggressive, exploit­ative, and self-promotional behavior (Lawrence 2008). Citation-based metrics are also thought to tempt journal editors into gaming the system using techniques that inflate their JIF, by methods including accepting only papers expected to receive a higher number of citations, encouraging self-citations, and publishing review articles in place of research articles.From a methodological perspective, the critics point out that citation counts are context-free; that is, a citation is counted as positive even if a paper was cited in a 
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negative context. Moreover, the Gini coefficient of the citation distribution is ex­tremely high: a small fraction of papers garner the majority of all citations and the majority of papers are never cited at all (Weale, Bailey, and Lear 2004). This statistic also implies that a single highly cited article could inflate a JIF. As such, high JIF does not necessarily indicate that each article published in a particular journal is of equally high quality.Another problem for JIFs is the arbitrary two-year window within which citations are measured, which favors fast-evolving disciplines. The //-index, similarly, is arbitrarily bound by the number of papers a researcher has published, so a young researcher with a few high-impact publications will still have a low //-index. Finally, there is evidence that only 20 percent of all papers cited have actually been read by the authors citing them (Simkin and Roy Chowdhury 2003).In this chapter, we examine the idea of alternative, usage-based reputation met­rics. We start by describing various usage-based metrics. We then discuss the poten­tial of usage-based metrics for overcoming the limitations of citation-based metrics and examine their possible (intended and unintended) consequences on science and research. We close with a look at the practical difficulties of achieving usage-based metrics. In this final section, we make an analogy to Last.fm (a social music service that is largely based on such metrics) and describe Mendeley.com, which is a project implementing usage-based metrics for academic research.
What Are Usage-Based Metrics?Usage-based metrics could be described as "Nielsen TV ratings for science." To obtain journal usage reports and make purchasing decisions, librarians currently use a sys­tem known as COUNTER (Counting Online Usage of Networked Electronic Resources, <http://www.projectcounter.org>; Brody et al. 2009). Because we are not scientometri- cians by trade, we will discuss only the raw data that could form the basis for usage­based metrics and will stop short of suggesting more sophisticated indices based on this data. That said, we do believe that if researchers were given more raw data, they would be able to develop such indices.A starting point for usage-based metrics would be to first track the pervasiveness of research papers. The pervasiveness of a paper can be measured by whether it is pres­ent on the computers of a wide-ranging, distributed sample of academics or is present only on the computers of a small group of "experts" in a specific discipline. This metric would be a measure of the popularity or awareness that a paper is enjoying in a certain group of researchers. By aggregating paper pervasiveness data, the popularity of the authors, publication journal, and research topic can be quantified.A second, more fine-grained usage metric would be the actual time spent reading each research paper (on screen, e.g., in a PDF reader such as Adobe Reader) and the number 
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of repeat readings or annotations per paper. This metric would be a measure of the in­tensity with which the paper (its author, publication journal, research topic) is being examined—did readers only skim through a paper, or did they peruse it in detail? One could also track how often a paper is shared among collaborators and the level of group annotation that is occurring.Finally, these metrics could be augmented with reader's relevance ratings and tags. These help to differentiate mere measures of attention from explicit quality judgments. Relevance of a paper to a particular reader could be tracked alongside that reader's dis­cipline to suggest potential interdisciplinary audiences for a paper.Taken further, relevance and tags can be used to reveal hidden topics within each paper. The relevance of these topics can be tracked and trends followed as a function of time, which can help answer questions such as, "Is a topic gaining or losing popularity within a field of research?"Tags need not be formal keywords in the way that author-supplied keywords de­scribe the document. Rather, tags describe feelings toward a document or how the document might be used. Tags such as "essential," "questionable," or "terrible" each provide valuable clues in capturing individual subjective feelings, whereas tags like "extract references" or "project XYZ" indicate how the document may be used. User- defined tags can both categorize papers and provide subjective emotive statements. These indicators can then be aggregated to define the overall "feeling" of a tagged paper.
Advantages of Usage-Based Metrics: MethodologyLet us consider whether the problems associated with citation-based metrics can be alleviated through usage-based metrics. We assume that the sample on which the usage-based metrics are based is sufficiently large and that usage can be captured by an automated system.In terms of measurement theory, usage-based metrics exhibit several advantageous properties. If the goal is to assess a paper's (or researcher's) impact on the scientific community at large, citation-based metrics would be considerably enriched by a com­bined measure of pervasiveness, reading time, repeat readings, and relevance ratings. In combination, these would more completely represent the construct of scientific impact.Moreover, because "usage" is a multi-item construct rather than a single-item mea­sure as citations are, its convergent validity can be assessed. Because all three mea­sures—pervasiveness, reading time, and relevance ratings—are supposed to capture the same construct—namely, scientific impact—they should correlate positively and significantly. If pervasiveness, reading time, and relevance do not correlate for an indi­vidual paper, this might be an indicator for gaming. If pervasiveness and reading time 
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are low and relevance is high, this might be an indicator for a hidden gem. Of course, measuring the correlation between citation-based and usage-based metrics would be equally instructive.Finally, because the three proposed usage measures operate on continuous scales rather than a binary (cited versus not cited) scale, they would add a contextual dimen­sion and allow for a more fine-grained weighting of what a paper actually meant to a scholar who dealt with it.
Advantages of Usage-Based Metrics: ImplementationMethodologically, usage-based metrics would help to overcome the extreme skewness of the citation (and thus reputation) distribution: given that the selection of papers a researcher will cite is necessarily a subset of the papers that he or she is aware of, and given that citations are binary whereas usage is not, a usage distribution curve necessarily has a much longer tail and a much lower Gini coefficient than a citation distribution curve. Whereas many journals have started to limit the allowed number of citations per paper (or per page), the number of papers a scholar can read is in practice limited by his or her time; similarly, in practice, an author will usually read a number of different papers on a specific subject, but cite only one or two of them. Usage-based metrics would also deflate the problem of authors citing papers they did not actually read.On a normative-behavioral level, due to the more distributed nature of measure­ment, usage-based metrics would be more difficult to game by authors and editors through citation-bartering or self-citations and could thus discourage such practices. The practice of gratuitous authorship, however, would likely remain unchanged; the effect of usage-based metrics on other aspects of authors' behavior (selection of target journals, packaging research into publication-sized papers, publication timing accord­ing to funding and career needs) would have to be seen.In our opinion, the biggest advantage of usage-based metrics is that they would be available immediately on a per-article basis. Currently, due to the time required to write an article and take it through the peer review process (usually in multiple review rounds), it takes months until citations of a paper start to appear and years until they are included in impact factor indices. Usage-based metrics would let authors track how readership of their individual papers is evolving in real time, and the article's impact could evolve independently of the journal and its impact factor. If demographic infor­mation could be collected alongside the usage metrics, pervasiveness, reading time/re- peat readings, and relevance ratings could be differentiated among geographic regions, academic disciplines, junior and senior faculty, and so forth.Due to their immediacy, authors might also be able to quantify the impact of re­cent media coverage, speaking engagements, or conference presentations. Researchers 
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would be able to retrieve the "hottest" papers for each topic (as marked by user­generated tags assigned to papers or by number of recent additions to users' librar­ies). They could similarly find the "hottest" tags in each academic discipline (to spot emerging research trends) or track up-and-coming authors with the highest percentage growth in readership in the past month. By looking at longitudinal trend data, schol­ars might be able to spot whether a paper, topic, or theory is steadily gaining followers, is subject to sudden "hype," or is already on the decline and is cooling off. In short, postpublication literature analysis and research would become more dynamic and up to date.
Recommendation Engines and Collaborative FilteringAn aggregate pool of solid usage data would be the basis for developing recommenda­tion engines based on collaborative filtering principles. It has been argued that cita­tions already act as reading recommendations, and recommendation models based on co-citations or citation networks ("localized citation graph search") have been devel­oped (McNee et al. 2002). Collaborative filtering recommendations, however, have additional potential.First, they could promote interdisciplinary research because they may be better in uncovering parallels between academic disciplines than citation networks. For ex­ample, when doing research on the psychology of emotion, a researcher might have read papers on emotion published in adjacent fields (philosophy, literature, linguis­tics, neurophysiology), and they may have tagged all of them with "emotion" in their reference management library. However, due to space constraints and immediate rel­evance, they might limit their citations to papers published in psychology journals. Picking up such patterns, collaborative filtering recommendations could help research­ers to discover literature that could be of interest to them, even though it is not found in the citation network of their existing library. With the increasingly interdisciplinary nature of scientific research, highlighting interdisciplinary impact could become a ma­jor feature of a usage-based reputation system.Collaborative filtering would also enable researchers to identify people with sim­ilar research interests (based on their personal libraries) and thus foster collabora­tion and academic networking, which could help younger researchers find experts in their fields more quickly. A first year PhD student today has practically no chance of quickly finding other PhD students who might have just started working on a similar research topic (or have just finished their thesis). Contacts and collaborations today are typically formed via conferences and through reading literature of related researchers. Although conferences have been and will continue to be an effective means of finding collaborators, the resources available to early-career academics to attend such conferences may limit the extent of networking by junior researchers. 
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Collaborative filtering is not bound in such a way and may also enable potential col­laborations between researchers who have just started down a new research path and have yet to publish.Among the researchers participating in the aggregate pool of usage data, a trust­based recommendation network can be established in which researchers can be rec­ommended literature already in a colleague's library. It has been argued that when combined with other citation sources, trust-based recommendations can help to iso­late controversial papers otherwise buried within a glut of mainstream literature (Hess and Schlieder 2008). Examples of trust-based recommendations are easy to find. Two clear examples are Netflix, which has a friend-based movie recommendation system, and Facebook, which has a friend recommendation tool.
Supplementing with Other Resources Adds ValueNo single metric —or even a suite of metrics from a single source—will be able to fully determine an article's impact. With the use of modern API tools, this situa­tion can be partially mitigated by "pulling in" additional sources of authority, such as COUNTER download statistics from publishers, database vendors, and university libraries. Citing postpublication reviews or discussions from blogs are examples of making an article dynamic. Enabling trackbacks, which display where a document has been hyperlinked on the web, can help measure pervasiveness. APIs from post­publication peer review sites such as F1000.com and citation information from data­bases such as Scopus, Web of Science, or PubMed would add even more value to the corpus of usage.There has been some question as to the value of using article download statistics in predicting future citation numbers, and models have been built to address this (Jah- andideh, Abdolmaleki, and Asadabadi 2007). In one report, the editors of Laboratory 
Investigation found that the top five downloaded PDF research papers in 2005 varied widely in terms of citation numbers from time of publication through 2007 (Ketcham 2008). This finding suggests that popularity and reading do not correlate well with document citation. In contrast, there are many fields with just a handful of research­ers or experts. Usage-based metrics can still be used in these instances by normalizing the readership and comparing the data to similar papers in those fields. Expert reviews could supplement this normalized data to provide additional value.Reading an uncited article could be just as valuable and influential as reading an ar­ticle that is eventually cited. However, influential yet uncited literature does not help the authors of that paper if that information isn't recorded somehow. For the field as a whole, that downloaded, annotated, uncited paper contains data and conclusions that may remain unnoticed by the wider community. Downloaded data from publishers could be a valuable and corrective supplementary metric.

F1000.com
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Limitations to OvercomeThere are a number of problems to be overcome if we want to turn usage-based metrics into reality.First, the privacy of sensitive information contained in the usage data needs to be preserved. Specifically, usage statistics and the associated demographic information need to be aggregated and presented in a way that makes it impossible to deduce the identity of individual researchers as readers of a given paper. Not doing so could re­sult, for example, in attempts to piece together a picture of a competing researcher's literature library in order to gain insights into their research strategy and scoop them on publications.Second, there is a possibility that the existing "success breeds success" effect of citation rankings (highly cited papers are more visible and thus attract even more citations) could be exacerbated by real-time, hype-driven "popularity" rankings. We believe that this concern could be addressed by making raw usage data available to the academic community at large in order to allow each discipline to develop its own domain-specific bibliometric rankings. In addition, as outlined previously, the per­sonal nature of usage data could form the basis for recommendation engines, which would in turn divert researchers' attention away from universally popular articles to the articles most personally relevant to each researcher. In other words, recommenda­tion engines could amplify usage (and thus reputation) of articles in the long tail of the usage distribution curve.Third, as with any metric, safeguards against gaming and misuse would have to be established. As pointed out earlier, the distributed nature of measurement makes gaming usage-based metrics relatively difficult but not impossible. Algorithms and IP address trackers that flag potentially suspicious activity—in combination with com­munity self-policing as used by Wikipedia—are likely to be effective answers to this problem.Fourth, existing usage data sets are relatively isolated and inaccessible. We previ­ously mentioned COUNTER as a supplementary source for download statistics, but this international standard currently suffers from two problems. Although COUNTER sta­tistics are provided to libraries, publishers usually do not make them publicly available. Also, COUNTER statistics are isolated datasets that are not aggregated across publishers. At the article level, very few outlets present transparent usage metrics alongside online articles. When data are available for articles, they are limited at best. Although jour­nals hosted by Stanford University's HighWire Press do factor paper usage into their website's information, HighWire presents a ranked list of only the most-downloaded or most-cited articles without any actual data.The Journal of Vision and Public Library of Science (PLoS) are exceptions. They provide raw data counts and download rates. Frontiers in Neuroscience has even gone as far as 
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to track online reading time for its articles. Overwhelmingly, though, publishers are reluctant to share anything beyond citation data, if they share anything at all. At this point, Open Access publishers such as PLoS are leading the way. The development of future APIs from subscription-based publishers partly hinges on whether PLoS demon­strably benefits from this practice, for example, by increasing the visibility and impact of their journal in news outlets and the academic community and by serving as an incentive for top authors to publish their papers with PLoS in order to receive more insight into the usage of their articles.It should be noted that there have been several academic websites that have at­tempted to assign a quality rating system to academic papers, just as users rate books on Amazon. PLoS allows registered users to rate papers on three categories with a five- star system. It has been observed that fewer than one person per article uses this fea­ture and that articles are indiscriminately rated with five stars (Binfield 2009). These systems appear to have failed due to a lack of incentive to participate in public ratings. After researchers have rated a number of papers, the ratings are of little further use to them, as the researchers cannot store papers alongside their own research paper collec­tion as a sorting tool.The fifth and perhaps biggest problem in scaling usage-based metrics lies in over­coming social hurdles rather than technical ones. How might we convince scholars to take part in generating and accepting usage-based metrics? In our opinion, the answer is that doing so must confer some type of utility to scholars beyond the idea of con­tributing to a fuzzy "greater good of science." More specifically, the tool that does the measuring on the researchers' computers should collect this data only as a secondary purpose and must have some other primary usage value.
Existing Models: Last.fm, Mendeley, PLoS, CiteULike, and ResearchScorecardA successful example of usage-based metrics in a different setting is Last.fm, which bills itself as a "social music service." Last.fm's Audioscrobbler software tracks ("scrobbles") music listening behavior on the user's computer. Based on the user's listening profile, Audioscrobbler enables him or her to receive a personalized radio stream and music recommendations from Last.fm's collaborative filtering system, as well as to discover other users with a similar taste in music. Last.fm, in turn, is able to generate usage­based metrics (pervasiveness of songs, number of repeat plays, and tags) for songs, bands, and genres of music. With this model, over a period of five years, Last.fm has built one of the world's biggest music databases.The research service we are building, Mendeley, tries to apply Last.fm's principles to the area of research and reference management, but with far more extensive pri­vacy protection. The desktop software has the primary value of providing its users with a tool for managing, tagging, sharing, searching, and citing research papers. The 
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eompanion website can be used for backing up research papers, creating a public re­search profile, and connecting to like-minded researchers. The website already displays the pervasiveness of research papers, authors, journals, and tags as measured by the desktop software, and we are currently working on measures of reading time and rel­evance ratings, as well as collaborative filtering recommendation mechanisms.Another service that captures some form of pervasiveness is CiteULike.org, a social bookmarking service for academics. In its "CiteGeist" statistics, it displays the research papers that are most frequently bookmarked by its members. CiteULike also feeds data into Mendeley's usage statistics.Among publishers, one of the leaders in providing open data is PLoS, which began an article-level metrics campaign in March 2009. PLoS provides a section for each ar­ticle that is devoted to how often it has been bookmarked on social sites, mentioned in blog posts, and cited (as determined by Google Scholar, PubMed, and CrossRef). PLoS has also begun to show download data from its servers to gauge an article's popularity and will augment its article pages with usage data via an API from Mendeley.Closely related to article-level metrics are researcher metrics that try to quantify sci­entific expertise to find collaborators or new faculty. One such site, ResearchScorecard. com, uses data mining techniques to quantify and rank researchers based on grant funding and authorships and subsequently normalizes researcher rankings against peers in their field or university. By making relevant APIs available, such information could be used to supplement usage-based metrics, as previously discussed.
ConclusionsUsage-based metrics can add value to the academic world by providing additional information that is helpful for evaluating real-time academic impact at the article, researcher, and journal levels. They can also help to overcome many of the normative- behavioral and methodological problems that plague traditional citation-based impact metrics. They can complement citation data and deliver a much richer picture of re­searchers' interaction with academic content.Because an increasing number of working papers are being published in (and down­loaded from) preprint archives such as arXiv.org, RePec.org, and SSRN.com, their us­age could be tracked as well. The practice of counting citations to preprints already exists in particle physics (SPIRES and its successor, INSPIRE)—and if pervasiveness, reading time, and relevance ratings already indicate that a preprint paper has achieved a very positive reputation in a wide academic audience, why still submit it to a peer- reviewed journal? In our view, it is likely that usage-based metrics will come to be accepted as a necessary complement to the added value of peer review. For instance, peer review gives expert insight into additional experiments that should be included or conclusions drawn that usage metrics cannot replicate. We should also caution that 
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popularity does not necessarily indicate validity of the underlying research. Here, peer review again plays an important role to distinguish between hype and fact.The major limitation to citation-based recommendations is that they provide little information as to why a document has utility. Usage-based metrics solve this problem through a more granular view on how a paper is being used, after which recommen­dations can be computed. Obtaining usage-based metrics, getting publishers to open up data streams, and dealing with privacy concerns will be among the primary chal­lenges to such a system. By utilizing the power of reference management software and turning academic papers into “social objects" to measure usage, we believe that these limitations can be overcome.
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12 Open Access and Academic Reputation

John Willinsky

Open access aims to make knowledge freely available to those who would make use of it. High- 
profile open access journals like PLoS (Public Library of Science) have demonstrated a viable 
model: researchers pay a one-time fee upon publication so that the public at large can access 
this research without barriers. John Willinsky considers the effect that open access is having 
on reputation in academia and research publication.While others wrestle with how to best establish authority, reliability, and trustworthi­ness within online business environments, I will speak to the academic equivalent by observing that the honing of the review-and-recommendation management of reputa­tions has been a focus of academic life for many centuries. Academic life has always been subject to patronage, whether of the court, church, academies, universities, or the state (Moran 1991). Scholarly patrons trade in reputations by investing in the reputa­tion of scholars, as well as artists, musicians, and poets—and seeking, by way of return on investment, an enhancement of their own reputation. The scholarly community has a claim, then, to being part of the original reputation society.To give the briefest taste of that history, German philosopher-administrator Johann Justi wrote in 1760 of how "in the Republic of Letters, the academic ware is publicly vended for money. I mean 'academic money' there. One needs to know that the Re­public of Letters mints a sort of coin called 'fame.' In the learned tongue, this minting means to cite someone else with much credit" (cited by Clark 2006, 373). A further his­toric indication of just how much reputation matters to academic life is found in Rob­ert K. Merton's observation of "the great frequency with which the history of science is punctuated by disputes, often sordid, over priority of discovery" (Merton 1957, 635).Reputation is precisely the asset or value that scholars have to offer, whether on the faculty job market or a journal's editorial board, as an expert witness, or as a reference for a colleague. The university contracts, in effect, to "rent" scholars' reputations for the duration of their careers. In a classic study on "communication" as the "essence of science," William D. Garvey refers to the "complex matter of institutional pride," in which an institution's "continued healthy existence depends on acknowledged 
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scientific productivity" to attract outstanding scientists, good students, and the sup­port of funding agencies (Garvey 1979, 17).In addition, the university provides faculty with incentives to increase their repu­tational assets, as part of what Partha Dasgupta and Paul A. David term "the collegiate reputation-based reward system" (1994, 490). This academic form of life can be said to be underwritten by a reputation economy. To borrow from the classic definition of economics, reputation in academic life controls the production, distribution, and consumption of this public good known as research and scholarship.One would think that scholars and universities, having long trafficked in finely calibrated measures of reputation, should have little trouble navigating this new digital realm—a realm that is staking its future on "the distributed formation of reputations, and consequent increased ability to distinguish better from worse," as Masum and Zhang describe in their "Manifesto for the Reputation Society" (2004). Yet for all of the academy's experience with reputation management, it is the Internet that has radi­cally altered the distribution side of this economy. The Internet is enabling research articles to reach far beyond the circulation figures of any given print subscription and approach universal access, otherwise known as "open access" (Willinsky 2006).Current debates about the viability of open access as a distribution principle for scholarly communication reveal tensions between the interests of researchers and pub­lishers. Notwithstanding these tensions, open access holds considerable promise for improving the standing—or reputation—of research and scholarship more broadly.I do not mean to imply that scholars are unduly self-interested or egomaniacal in their work. It is rather that reputation serves as the currency within the republic of letters, determining the work's exchange value. Given the technical and highly spe­cialized nature of academic work, most people (even within the academy) are not able to evaluate a contribution on its own terms, although they may well be able to learn from it.Those who work within the academy become very skilled at judging the stuff of reputations: where has the person's work been published, what claims of priority in discovery have they established, how often have they been cited, how and where re­viewed, what prizes won, what institutional titles earned, and what organizations led. Even the blind review process—designed to ensure that the selection of articles is not susceptible to the influence of past achievements—ensures the reputational currency of both journal and author. Yet academic reputation also involves a person's degree of generosity with colleagues and his or her mentorship of students and junior faculty. It includes his or her spirit of collaboration and openness with data and methods and his or her helpfulness in reviewing, refereeing, and editing, along with all the other forms of support and leadership that the scholar provides.The question I consider here is the impact of open access in relation to questions of researchers' reputations. (Parallel developments, including open source software 
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[Weber 2004] and the open data movement [King 2007], draw on and impact reputa­tional aspects of academic and professional life.)The initial reaction to the realization that research could freely circulate through open access was to dismiss any such work—and anyone associated with it—as lack­ing credibility. During the 1990s, it was common to hear faculty members say that although they were fine with it all, their colleagues (especially their colleagues on ten­ure and promotion committees) would judge it as reputation-damaging to post work online, publish in journals that appeared online, or otherwise step outside of the print tradition in any sort of digital fashion. This stance had a bemusing double twist to it, as it held that not only did placing work online reduce its (reputational) value to zero, but it was then likely to be stolen as well.Yet for all of these conservative attitudes within the academy, the majority of jour­nals moved online with the dawning of the twenty-first century and the majority of researchers soon favored online access to these materials over visiting library stacks to photocopy materials or make notes on index cards from copies of print journals. As the academic community began to realize not only the convenience of online access but its potential for circulating work worldwide, scholarly publishers sought to transpose the print subscription business model to the Internet in the belief that the circulation of academic work would continue to be restricted to subscribers—and that subscrip­tion price increases, with a slight "print-plus-online" boost, would continue unabated into the new century.A number of researchers saw the Internet differently. Beginning in the 1990s, they began to post their work, making it freely available before, during, and after it was published, in a form that has become known as author self-archiving. Other researchers experimented with new forms of open access publishing that managed to align re­searcher interests in providing universal access to their work with the value (in terms of improving both reputation and the article) of having work peer-reviewed. This align­ment led to the publication of open access journals, of which there are now thousands (Directory of Open Access Journals 2010).These two approaches involved a minority of researchers. Those of us who feel some impatience over this seeming failure of our colleagues to take full advantage of the digital era would do well to remember that the universities were by no means the first to figure out that the printing press might be an excellent means for supporting student learning—Oxford University did not become involved in printing until 1584, well over a century after the introduction of the press (Carter 1975, 1). For most faculty members, it is fair to say that the digital era has changed little except the ease with which they access the literature and the speed with which they correspond with col­leagues and journals.This limited effect may yet change, for reasons that have to do with the nature of the reputation economy, which depends on how widely one's work is read and cited. 
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It is thus worthwhile understanding how open access has already affected academic practices.To take a leading instance of a field transformed by the digital era, scientists work­ing in high energy physics began in the 1990s to place early drafts and published versions of their work online, thanks to the initiative of far-sighted physicist Paul Gin- sparg. In this repository, papers could be freely shared in what has since become arXiv. The scientists continued to send their research articles to Physics Letters or Physical Re­
view, where they were peer-reviewed and published, but only after the work had been circulating for months—if not years—in arXiv.With physicists logging into arXiv each day to see what is new and current in their field, rather than turning to the journals, they are dealing directly with the unregulated literature, which in principle may include anything from a Nobel Prize breakthrough to a perpetual-motion proposal. The papers they are reading may have yet to be sub­mitted to a journal, or may be currently under review at a journal, or may have been accepted or published in a journal. An article is just as likely to be in all four states, in that order, with the progress noted in different iterations of the article that is uploaded to arXiv. arXiv is now used by several disciplines in addition to physics and holds in excess of half-a-million papers across physics, math, nonlinear science, computer sci­ence, computational biology, quantitative finance, and statistics.So what has happened to the physics journals as a result of so much of the field's lit­erature being available earlier and free online? The publishers reported no decrease in subscriptions over the first decade or so that arXiv was in operation (Swan 2005). The average price of a physics journal is still among the highest for any discipline, costing libraries well over $3,252 annually, although this figure represents all of physics (Van Orsdel and Born 2009). Price increases in this field exceeded 350 percent from 1990 to 2009, roughly the period during which arXiv became a major source of papers for physicists in a number of areas (Hooker 2009).The journals still play an important role in authorizing and distinguishing the qual­ity of papers for the physics community, but this aspect of the reputation economy is now largely disengaged from the circulation and direct utilization of knowledge by physicists. That is, the journals are still contributing to reputation making and as such are being used for tenure, promotion, and merit-pay purposes, at most once a year when reputation is cashed in. But for the daily work of these physicists, the currency, speed, and universality of access provided by arXiv outweighs the screening and au­thority value of the leading journals. They would rather search through it all and make their own calls.The popularity of arXiv among researchers has generated the paradigmatic para­dox that besets scholarly communication today: the journal remains indispensable for institutional reputation setting—even as, in a number of fields, it is no longer the principal point of knowledge exchange and circulation for those who actually produce 
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and consume the research at issue. Furthering their innovative approach to scholarly communication, the particle physics community has launched an experiment by the name of SCOAP3 (Sponsoring Consortium for Open Access Publishing in Particle Phys­ics) that seeks to effect "a global conversion of the main corpus of [particle physics] journals to the open access model" (SCOAP3 Working Party 2007, 3). The group has calculated that with a $15 million payment to publishers (which is less than is being paid by libraries in total subscription fees for the six relevant journals in which more than 80 percent of this literature appears), open access to the entire field of particle physics could be purchased (Mele, Dallman, Vigen, and Yeomans 2006).In a clear sign of a market in transition between publishing media, university librar­ies find that they must subscribe to certain academic journals mainly to sustain the peer review and editorial judgment that are provided by the author's colleagues in the field. The economic inefficiencies are further exacerbated by commercial publishers running up journal prices to the point where their titles are many times more expen­sive than the much higher-ranked journals published by scholarly societies, as has been documented by Ted Bergstrom (2001) for journals in the field of economics. This misalignment between reputation value and price had already taken hold during the latter half of the twentieth century, as Bergstrom's work shows.What this new publishing medium offers is a chance to explore new models that recognize, for example, how researcher interests in universal distribution and access can run contrary to traditional publishers' business models that are based on restrict­ing access to journal content. It needs to be recalled that the intellectual property at issue in this reputation economy is a sponsored public good, which may distinguish it from the intellectual property marketed by large publishing houses or record la­bels (for which restricting access can be in the interests of both author/musician and publisher).The reputation of research as a public good was recognized by those researchers who posted published versions of their work online. Many journal publishers have, as a concession to the open access movement, instituted author self-archiving policies. These policies offer a trade-off by restricting authors to posting their final draft (fol­lowing peer review), with some publishers requiring a delay of twelve months after publication. (This second-class status for archived copies has become, in turn, the stan­dard for the National Institutes of Health's Public Access Policy, required of all research published as a result of its considerable grants program.)Meanwhile, interest in archiving grows among faculty members. As a result, many departments—and, in some cases, entire institutions—have instituted open access policies under which faculty have agreed to make sure everything that they publish is immediately posted in an open access archive, if only in a draft version (ROARMAP 2010). Archiving is augmenting the reputation of research as a body of work that is increasingly open, public, and universally available.
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When it comes to open access journals, the case for reputation has been made by the Public Library of Science (PLoS). Directed by leading scientists, PLoS set out to establish that publishing with an open access journal did not have to cost anyone their reputation. They attracted funding that made it possible to publish on a very professional basis, while charging authors to publish their work, following the "page charges" model that had long been used by subscription journals to supplement their finances (where articles beyond a certain length cost the author an additional charge per page). PLoS has gone on to publish seven journals. What it established—almost from the beginning—is that open access is changing the reputation dynamics of jour­nal publishing.Within two years of its launch, PLoS Biology was able to achieve the highest journal impact factor (JIF) in the field of biology (Kennison 2005). (JIF is based on number of citations per article, and is perhaps the most widely regarded measure of journal reputation; it is calculated by the ISI Web of Science in the Journal Citation Reports.) A new journal similar to PLoS Biology would not have been able to attract the necessary readership if it had not been open access. PLoS Biology subsequently dropped its print edition, further demonstrating how far we have come since a decade ago, when the common advice to young faculty members was to stay away from electronic journals. Even among the most traditional of subscription journals, open access is having an influence—the highly ranked New England Journal of Medicine now makes much of its content free online six months after publication.To gain a sense of what archiving or publishing one's work in an open access format can do for a researcher's reputation, one would do well to consult the annotated bibli­ography maintained by Steve Hitchcock (2009). It lists the studies that delve into the impact of open access by examining the difference open access makes to how often a work is read and cited as a result of it being made freely available online. To take but one of many examples, Gunther Eysenbach's study of the Proceedings of the National 
Academy of Sciences found that those articles that were made open access within the 
Proceedings were twice as likely to be cited in the first four to ten months after publica­tion, with that ratio rising to almost three times as likely by ten to sixteen months after publication (Eysenbach 2006).On the other hand, Philip Davis and colleagues (2008) failed to find a citational advantage for open access articles in the first twelve months in an extensive study of the biomedical field, but revealed a pattern of greater readership for work using this new approach, suggesting that reputations might well have been affected. Studies have found that the impact of open access differs across fields, with it being far lower in philosophy compared to political science (Antelman 2004). Other studies have found increased use of open access articles in developing countries, regardless of whether the articles were archived by their authors or published in open access journals; well over twice the usage was found in Chile and Bulgaria and somewhat greater than that in Brazil and Turkey (Evans and Reimer 2009).
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This open access advantage, in terms of one's work attracting more citations than it would if the work had not been made open access, is a "limited-time offer" to research­ers who archive their work and publish in open access journals. As funding agencies such as the Wellcome Trust and the National Institutes of Health as well as institutions such as Harvard and Stanford pass policies in support of open access, there will come a point when open access to research and scholarship is commonplace.By that point, I speculate that the advantages of this greater accessibility will translate into an improved reputation for research as a whole. Research will play a greater role among professionals, policy makers, and interested members of the public (including Wikipedians). Signs of this interest in research are already emerg­ing with the whole "evidence-based" movement in medicine and health (Sackett et al. 1996) and policy making in general (Pawson 2006), as well as with the educa­tional focus on undergraduate research (Russell, Hancock, and McCullough 2007). Whether this enhancement of research's public reputation will translate into greater public support at all levels for research and scholarship can be only a hope at this point.Certainly, one of the things that open access affords is the building of researcher reputations on a global scale, especially for researchers who previously had no reputa­tion. The work of the Public Knowledge Project, with which I am involved, has pro­vided journals in developing countries with an open source, free means of publishing their journals online. This online publication allows the journals' contents to become globally visible, enabling it to show up in Google Scholar search pages alongside other better-known work on the same topic. This level of visibility simply wasn't afforded by print, given the limits of both subscriptions and indexing.But appearing on the same search result page is only part of this shift. Participating in the global research culture and having universal access to its literature is bound to help spread common research standards—something the Public Knowledge Project tries to support by using software to structure peer review, indexing, and other journal conventions. The Public Knowledge Project's software, Open Journal Systems, is used by approximately 1,500 journals in developing countries. It works in conjunction with the International Network for the Availability of Scientific Publications, which engages in the training of editors and the establishment of regional journal hosting and index­ing services.It is common to hear concerns expressed over the proliferation of research, as if somehow curtailing the global pursuit of knowledge in order to simplify one's own inquiry were a good thing. However, as the web grows, so do innovations for dealing with this ever-expanding body of information. Foremost among them are freely avail­able search engines that allow one to sort through and find more of exactly what one is looking for. The U.S. government, for example, provides PubMed (life sciences) and Education Resources Information Center. When searching through these services, one can privilege journal articles over other materials but still be made aware of related 
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materials by the same author, which enhances an individual's ability to judge for him- or herself the quality of research—or, at the very least, the reputation of the author. Google Scholar takes this a step further, allowing for a ready check of how often a work has been cited, by whom, and in what context.Open access extends rather than derails the academy's reputation economy; open­ing it up to a wider and more global population. Still, risks abound and discernment is necessary. This new publishing medium is no less susceptible to deception and duplic­ity than print has been. As I write, there is news of a scientist fabricating data (Meier and Wilson 2009), a dubious open access publisher being tricked into publishing a fake article (Cooney 2009), and a highly respected subscription publisher being caught issuing fake journals sponsored by a pharmaceutical corporation (Grant 2009). It is not yet clear, this early into the history of the new medium, how scholarly publish­ers—who still retain ownership over the better part of this knowledge—are going to protect, if not continue to increase, their revenue streams in ways that do not con­spicuously sacrifice the interests of scholars in seeing their work circulate as widely as possible.What can be concluded at this point is that the academic community will continue to exploit the Internet in advancing the circulation of knowledge as a public good. This activity will continue to be underwritten by the reputational economy of public and private patronage. It is my belief that all of this bodes well for sharing knowledge and learning.
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13 Reputation-Based Governance and Making States "Legible" to 
Their Citizens

Lucio Picci

A prerequisite to effective citizen engagement in governance is making government behavior 
transparent and understandable, or "legible," to its citizens. Lucio Picci shows how legibility 
can enable reputation-based governance and improve the accountability and incentives of 
governments and other large organizations.Imagine a scenario in which citizens assess policies online, these assessments form the basis for reputational measures of public officials and other actors of governance, and these measures in turn influence governance decisions—for example, by deter­mining bureaucrats' promotions and the choice of policies. Such a scenario can lead to reputation-based governance, which hinges on the ability of citizens to assess the outcomes of public policies, so that the administrators who are responsible for them may build a reputation (Picci 2011). With effective reputation-based governance, poli­cies would be better attuned to people's needs and carried out more efficiently and effectively.This chapter considers the issue of legibility, a term borrowed from James Scott (1998). Legibility has been used to refer to the ability of the state to "read" society—to understand the populace's collective abilities, biases, constraints, and desires in order to enable better governance. Yet there exists a parallel problem of legibility of the state 
to its people—an issue that should be seen as central in governance, especially forms of governance in which reputational incentives play a key role.Within reputation-based governance, measures of reputation affect incentives; a high score, for example, eases the ascent up the career ladder. For this to happen, citizens should be able to understand easily what it is that they are assessing. For repu­tational measures to be computed, the responsibilities of the actions that are assessed should be unambiguously attributed—to public administrations, to individual admin­istrators, and possibly to politicians.In market applications of reputational systems, the identification of the relevant object and the tracking of responsibilities happens almost naturally. When buying on eBay, or when going to a restaurant, it is usually clear what it is that may be assessed 



142 Lucio Picci

(the product or service) and who the person or organization is whose reputational measure is being computed (the seller).However, in the public sphere, the situation is quite different. Public governance today is complex and almost invariably multilevel: the overall action of the state is balkanized into countless policies and programs that almost invariably interact among themselves; boundaries are often blurred, and responsibilities for success or failure are not straightforward to attribute. This situation generally imposes a heavy cognitive load on citizens and opens the door for strategies of obfuscation of various types—un­warranted attribution of credit or blame, spin, bureaucratic delays, and downright pro­paganda. The necessary information may be available—indeed, thanks to the Internet, 
lots of information is available—but making sense of it is challenging.What we face is a problem of legibility of the state—the task of gathering and de­coding the vast array of information that communicates the state's overall actions. Before tackling this problem, we first consider the concept of legibility as James Scott (1998) originally introduced it: not of the state by society, which is what is needed for reputation-based governance to work, but legibility of society by the state, which is what states have long striven for.
Legibility of Society and ControlThe concepts of legibility and of control of society go hand in hand. There are plenty of examples of control of society by the state. Video cameras in public spaces, we may think, are spying on us. It is compulsory in many countries to carry proof of personal identity. Even in the United States, where there is a deep-rooted resistance to forms of individual identification, the attacks of September 11, 2001, brought about greater compulsory identification before boarding an airplane. In Europe, where people are more nonchalant in this respect, national identity cards and automatic voting registra­tion are the norm.The state exerts a degree of control over its citizens. If we look at the issue from today's perspective, control arguably leads to more security—for example, vis-a-vis the terrorist menace. However, we are advised to take a broader historical view. Two necessities of the state go a long way in explaining its deep-seated tendency to control society. First, the requirement to levy taxes assumes the ability to identify persons and to eventually knock at their door should they not voluntarily pay their dues. Second, conscripting an army benefited historically from the capability of identifying persons.There are societies in which this kind of control would be quite difficult. A no­madic tribe, for example, is difficult to tax or conscript. Persons who do not have a surname also constitute a problematic case. If John were "from the mountain," his identity might be perfectly clear within a small community. But if that John went to the plain, possibly to escape the occasional tax collector, then he would become one 
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John among many and—from the point of view of the state—a needle in a haystack. For such reasons, states do not like nomadic populations, and they also much prefer their subjects to have stable surnames, especially if they are linked to a unique numeric code. In modern societies, the friendlier face of the state's power also benefits from a legible society: infant vaccination programs and universal social services, for example, represent a positive achievement for humanity.For society to be controllable, the state has to have means of "reading" it with ease. Society has to be legible, and the state has an interest in transforming society so as to make it such. In fact, Scott (1998) argues that many early initiatives of modern states may be interpreted as attempts to make society more legible. The introduction of surnames was a step in this direction, as was the imposition of a common national language, which allowed the immediate intelligibility of all written records produced without the need to interpret. Many agricultural reforms, by defining regular plots of land and easy ways of extracting any surplus in production, contributed to the goal of legibility. Overall, Scott summarizes, a "society that is relatively opaque to the state is . . . insulated from some forms of finely-tuned state interventions, both welcome (universal vaccinations) and resented (personal income taxes)" (1998, 77-78).
Legibility of the State and AccountabilityWe now consider the parallel problem of legibility of the state to its people, which is important in governance and central within reputation-based governance. Legibility of the state is needed for it to be accessible to its citizens: participation in state affairs and in the democratic process is facilitated by the ease with which the state and its activities can be deciphered. The legibility of the state, moreover, goes hand in hand with the possibility of holding it accountable for its actions.Just as the state desires its citizens to be easily identifiable, so the citizens—in order to be able to hold the executors of policies accountable—should wish that the overall actions of the state be legible. Imagine a situation in which by feeding into one's mo­bile phone the unique identifier for a given policy, a wealth of information on that policy's characteristics, costs, and expected outcomes could be accessed. Further, under reputation-based governance, one could rate the policy's outcome, observe a summary of other people's assessments, and read the reputation measures of the administrators involved. So, policies should be well-identified and responsibilities clearly attributed: legibility and accountability are two sides of the same coin.The wealth of information on policies, their outcomes, and the assessments that they receive could be harnessed in different ways. Of particular interest would be the comparison of the data available on similar initiatives that are carried out by different administrations. For example, such an information system could allow comparison of the cost of a kilometer of a new road with the average of similar works carried out 
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elsewhere. Certainly, observing that the cost per kilometer of a length of road was 50 percent above the national average would not constitute a conclusive proof that something went wrong in its construction. There could be reasons to explain such dif­ference: a more expensive road could be of better quality, or the terrain it covers could be more rugged. These differences could be taken into consideration by computing comparisons that are conditional on a host of external factors that may be relevant in determining costs.Such average or "standardized" costs, if they could be computed, would aid in mon­itoring the execution of policies. In particular, they would assist in controlling one of the great plagues of governance: corruption. The very high economic and social costs of corruption go beyond the immediate diversion of public funds, as it has been dem­onstrated that corruption is accompanied by a series of distortions in the behaviors of public administrators, politicians, and firms, all of which add to corruption's damage (Lambsdorff 2006). Corruption affects some countries more than others, but it is a potentially serious problem everywhere. In many places, and particularly in relatively poor countries, the economic and social costs of corruption constitute a real tragedy.The wealth of information available on policies under reputation-based governance would be quite helpful in this respect. The government could direct its auditing ac­tivities toward cases that look more suspicious because, for example, their unit cost significantly exceeds a measured average. Citizens, individually or through civil so­ciety organizations, could take advantage of the availability of well-organized data to hold their administrators and politicians accountable. For this to happen, the raw data should be freely available to all, so that any social actor could decide how to represent them. In this respect, Robinson and colleagues invite the U.S. government "to require that federal websites. . . use the same open systems for accessing the underlying data as they make available to the public at large" (2008, 160). (Note that exclusive control of the raw data by a single actor, by permitting the selection of what is publicly repre­sented and how, would result in agenda-setting prerogatives within public discourse.)
Issues of Governance DesignResearchers interested in Internet-enabled forms of political participation sometimes have an exceedingly optimistic view of what the people want, believing that citizens are naturally interested in participating in politics and that—should the technological and organizational means be available—they would automatically turn into the en­gaged, net-enabled citizens of advanced forms of participatory democracies. Certainly, at times we observe dramatic examples of political participation. However, most of the time, people would arguably rather mind their own business and enjoy the company of their friends or lovers rather than participate in political activities. Researching the attitudes of American citizens to their government, Hibbing and Theiss-Morse summa­rize this reality with the disheartening conclusion that people "do not want to make 
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political decisions themselves; they do not want to provide much input to those who are assigned to make these decisions; and they would rather not know all the details of the decision-making process." They conclude that "the last thing that people want is to be more involved in political decision making" (2002, 1).This view may err on the side of pessimism, but it has the merit of alerting us to the importance of adopting forms of governance that make participation as easy, in­expensive, and enjoyable as possible for citizens. Lowering the cognitive obstacles to (and in general the cost of) political participation should be a priority. Unfortunately, notwithstanding some meritorious attempts at simplifying regulations and reducing the complexity of the tax system, the issue has rarely figured high among the preoc­cupations of public administration reformers.Consider the so-called New Public Management reforms, which were fashionable during the 1980s and part of the 1990s. Dunleavy and colleagues remind us of the case of New Zealand, whose "pioneering [New Public Management] structural changes have left a country of 3.5 million people with over three hundred separate central agencies and forty tiny ministries, in addition to local and health service authorities" (Dun­leavy, Margetts, Bastow, and Tinkler 2006, 470). In such a balkanized governance land­scape, one wonders how citizens are supposed to figure out responsibilities or simply to remember the names of all the relevant institutional actors. New Zealand is probably an extreme case, and New Public Management styled reforms had—at least in some cases—a degree of success, but the anecdote shows a general tendency. It is striking to note how little attention has been dedicated to the cognitive problems of making sense of complex structures of governance. Of particular interest is the implication such difficulty has for the accountability of rulers and for popular participation in politics.Today's Internet technologies can help in this respect. First, the Internet dissemi­nates useful information cheaply. A citizen wishing to file a complaint, following a bad encounter with a government organization, in many cases may quickly learn from the organization's website who is in charge and to whom the letter should be addressed. At a more sophisticated level, we are witnessing the spread of so-called mashup appli­cations, whereby different services are used in conjunction to represent policy-related data intelligently—and intelligibly. For example, information on public expenditures may be geocoded and then visualized in programs such as Google Earth.The ability to visualize and make sense of large amounts of data opens up very inter­esting possibilities. However, technology alone does not solve the problem of legibility, because today's technological tools can only be applied within an already legible con­text. I'll make this point by considering a concrete example in the following section.
The Case of International AidIn March 2010, the report of the United Nations Somalia Monitoring Group found that as much as half the food aid sent to Somalia was diverted from the intended 
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beneficiaries to a web of corrupt contractors, militants, and local United Nations staff members. According to the same reference, "if the details of each contract and each transaction had been publicly available from the outset, it would not have been pos­sible for these abuses to have taken place: transparency would pre-empt a good deal of this kind of abuse. The publication of broad summary totals for each project does not provide sufficient information to enable this kind of accountability or to prevent abuse" (Aidinfo 2010, 7).In the world of delivering international aid to developing countries, there is a con­sensus that transparency should be increased. Aid projects typically involve many organizations acting in different and remote locations, so exercising control over proj­ects is intrinsically difficult. The institutional context also matters because the projects often benefit countries that are characterized by high levels of corruption. Although the people who illegally benefit from such a system may be quite happy with the way it works, both donors and recipient countries have an interest in increasing the effec­tiveness of whatever resources are dedicated to international aid. As an expression of this convergence of interests, in September 2008, high-level delegations from all over the world met in Accra, Ghana, to address this and other issues related to international aid. The Accra meeting launched the International Aid Transparency Initiative (IATI), whose goal is "to make information about aid spending easier to access, use and un­derstand" (IATI 2010a). To meet this broad goal, several interlocking initiatives are currently being undertaken.We should note that for the most part, the problem is not one of creating new infor­mation from scratch, as much of the desired information already exists in the archives and institutional knowledge of the many organizations involved. In principle, a dedi­cated fact finder could ask particular organizations to disclose financial and other de­sired information on the aid project they are involved with. However, this would be no easy task. First of all, the names and addresses of such organizations would be needed. Those organizations would in turn find it costly to collect the desired information. The information coming from the different organizations would likely be provided in dif­ferent formats and hence could be reconciled only with effort; verification would also be a concern. Again, we face a problem of legibility: the information may be available in principle, but finding, collecting, and making sense of it would require much work.One obvious way to solve the problem would be to build a database into which all the interested parties could input the necessary information using a web interface. However, this possibility was discarded for several reasons, the foremost being that duplicating information that may already exist is costly and, as such, would hinder the adoption of the proposed solution and potentially cause its failure (Development Initiatives 2010). IATI chose an alternative route: brokering an agreement among the many stakeholders involved to adopt a common format to present the needed infor­mation, but leaving them otherwise free to publish it where they wish (IATI 2010b). Choosing a common format means agreeing on a series of standards and rules. First, 
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there must be a system in place that can unambiguously identify each project and all of the organizations involved. Second, the information should be presented together with appropriate accompanying data (or metadata), clarifying what it is about. Third, the veracity and quality of the data made available should be verified by a third party.The desired information would reside in many different locations, such as the web­sites of the organizations involved; these sites would have to be recorded into a com­mon registry. Overall, the information would be machine-readable, in the sense that appropriate software could be written to collect it and automatically process it in de­sired ways. It is true that data scraping techniques (i.e., parsing of unstructured data) can in many instances permit the transfer of data that are not appropriately structured or designed to be machine readable. Although the collaborative use of data-scraping tools opens up interesting possibilities of increasing legibility of public governance "from below," such a solution can be only partial, due to its cost, partial applicability, and dependence on the availability of the desired data.With structured and machine-readable data, anybody would be able to access the raw information that is made available, to process and visualize it as desired. Mashup applications, aimed for example at representing geocoded information on a map, would be straightforward to create. A similar setup would allow the introduction of reputational mechanisms in the management of aid projects. Once each project is clearly identified, the people who should in principle benefit from the project could evaluate its outcome. A clear knowledge of the chain of responsibilities in the execu­tion of each project would in turn allow for the use of the assessments to compute suitable measures of reputation, not unlike what is done in many current Internet­based reputational systems such as eBay. These measures would likely be considered by donors deciding how to invest their resources. Organizations involved in delivering aid projects, as a consequence, would have a clear incentive to develop a reputation for responsibility, skill, and effectiveness. (See chapter 9.)For such a concept to succeed, many important issues should be addressed. There should be a patient effort to work out bugs in reputation measures, and parallel field­work with real aid recipients to understand how to get valid and useful recipient evalu­ations. Also, many—if not most—actors will have incentives to skew the system and metrics to their advantage. In Picci 2011, the presence of incentives in gaming the system is considered explicitly; here it suffices to recognize that in governance, any set of incentives brings about attempts at bending them to serve one's needs, often in disaccord with the public good. These worries should be explicitly and carefully ad­dressed in practical implementations.
The Road to Legibility of the StateIn the case of international aid, the requirement of transparency could have been achieved by obliging all concerned organizations to publish on the web a set of relevant 
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information on the projects to which they contribute. This requirement would have been a valuable step forward, but not in itself enough to guarantee legibility, which has to do with the possibility of easily making sense of the information available. Transpar­ency is a necessary condition for legibility, but not a sufficient one.The example story in particular shows that technology alone is not enough to solve problems of legibility. If IATI is successful in making international aid more legible, it will not be simply because more information is available, or because it will have ham­mered clever code into computers. It will also be because IATI will have built consensus among many stakeholders on a set of definitions, standards, and practices. Only when this intrinsically political goal is accomplished will the community of stakeholders of international aid be able to tap into the power of information technologies to increase both transparency and accountability.In this respect, we observe an important difference from the private sphere. Legibil­ity is easier to obtain in markets; an easily understandable description of what is traded is a prerequisite for market functions. The process of international harmonization of accounting practices certainly contributed, for example, to a situation in which the activities of public enterprises display—at least in principle—a high degree of trans­parency and legibility, while not being sufficient to prevent serious forms of corporate dishonesty. On the other hand, within the public sphere, legibility is often a matter of contention between a state and its citizens, with each one resisting the desire that the other has of control or accountability. Over the last century, a "struggle toward openness" (Fung, Graham, and Weil 2007, 24-29) has brought about, in the United States and elsewhere, an increased degree of transparency from which the people have benefited. And a struggle it was, with the state often fighting back—witness, in the United States, the general retrenchment in public access to government information under President George W. Bush (Fung, Graham, and Weil 2007).The advantages that the adoption of reputation-based governance would bring to public governance add extra motivation to make the state more legible. Inevitably, reforms would be needed. In Picci 2011, it is argued that a way to tackle the legibility problem is to structure the actions of public administrations as easily identifiable poli­cies that citizens could monitor and assess. The result would be a policy space more modular in nature, that is, one that is formed by clearly distinguishable modular build­ing blocks.Such organizational changes could be obtained only with public administration re­forms, and would need a firm political will to carry out. This political will would be the result of the dialectic encounter between the state and the people. The former might try to defend in various ways its prerogatives and privileges, and to make arguments against adopting unproven new systems too quickly. As for the people, the potential benefits of introducing reputation-based governance might constitute an argument in favor of positive change.
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14 Trust It Forward: Tyranny of the Majority or Echo Chambers?

Paolo Massa

If reputation systems weight all perspectives similarly, they may devolve into simple majority 
rule. But if they give each user reputation scores that take only other similar users' opinions 
into account, they may become "echo chambers" in which like-minded people reinforce each 
others' views without being open to outside perspectives. Paolo Massa discusses design choices 
and trust metrics that may help balance these two extremes, and the broader implications for 
our future societies.

Trust Is a Key Element for SocietyTrust is a key element for society. Without trust, society could not exist (Fukuyama 1995). We rely on trust when we walk out in the street, when we talk to somebody, when we buy something—in our every action.Even the very act of reading this contribution is based on trust: you, the reader, have some degree of trust in the editors of the book, and in the authors of the contributions and their ability to collectively provide an insightful and interesting book.The Oxford English Dictionary defines trust as “the firm belief in the reliability, truth or ability of someone or something" (1990b). In fact, the concept of trust is not new and has received much attention from scholars for centuries (Locke 1680). As trust is a multifaceted concept, thinkers from disciplines as diverse as economics, philosophy, psychology, sociology, anthropology, and political science have attempted to formal­ize it and to understand the importance trust has for our societies (de Tocqueville 1840; Putnam 1995; Mill 1859; Sunstein 1999).Influential research has analyzed how trust correlates with basic features of com­munities and nations. The World Values Survey project is an ongoing research effort that is trying to assess the state of social, cultural, and moral values in different coun­tries of the world. Every year, in each country, at least 1,000 citizens answer about 250 questions during face-to-face interviews. Some questions are related to general trust, such as, "Generally speaking, would you say that most people can be trusted?" These data give a detailed picture of values across time in the world. For example, in 1999, 61 
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percent of people in Norway said others in their country are trustworthy (the highest percentage in the survey), whereas only 6.6 percent of people in Brazil said others are trustworthy (the lowest). This finding suggests that different societies have a different default expectation of the trustworthiness of others.These data have been used to demonstrate correlations between general trust and many features of societies and countries. For example, trust has been shown to be positively correlated with economic growth, well-being, and happiness, and negatively correlated with crime and corruption. Greater ethnic diversity was found to be cor­related with less trust by one author (Putnam 1995), though this may depend on the society in question. The influential book Bowling Alone (Putnam 1995) also comments on the decline of social capital and general trust in America in the past twenty-five years as something that must be fixed from a public policy point of view. One study has shown the default level of trust to increase with education (Toshio 2001). Trust can be considered and studied as a basic constituent of a human society, and it correlates with what we might have in mind as a healthy society (Fukuyama 1995).
Trust 2.0: Society Moves OnlineSocial network sites (SNSs) are web-based services that allow individuals to construct a public or semipublic profile. Users can generally upload their picture, add a textual description of themselves and their interests, and have this information shown in their user profile, usually with an overview of recent activity performed by the user. Users can also be "friends" with other users or express other social relationships (boyd and Ellison 2007).Examples of this new paradigm range from entertainment-oriented sites such as Facebook or Orkut.com to e-marketplaces such as eBay. They range from opinion­sharing sites such as Epinions or Essembly.com to activity-sharing sites such as Flickr, com or Delicious.com and to business networking sites such as Linkedln (Massa 2006).In all these settings, the social relationships and connections users can express are different and have different meanings. As boyd and Ellison (2007) note, "The nature and nomenclature of these connections may vary from site to site." Here we want to provide a unifying view about these online social relationships: they can be considered as expressions of trust, that is, as trust statements.We use an operational definition of trust from Massa. Trust is defined as "the ex­plicit opinion expressed by a user about a target user, regarding the perceived quality of a certain characteristic of the latter" (Massa 2006, 55). The term "trust statement" is used with the same meaning. For example, in some systems quality refers to the ability to provide reliable and interesting product reviews (as in Epinions). In other systems, it refers to the ability to be a good friend for the user (as in Facebook). In yet others, it is the ability to find interesting new websites (as in Delicious.com). This is called the 
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trust context, and it is the characteristic of the target user that is evaluated by the user who emits the trust statement.Of course, in different trust contexts, a user can express different trust statements about the same target user. For example, the subjective trust expressed by Alice of Bob about his professional skills (the trust context of Linkedln) may not be correlated with the trust expressed by Alice of Bob about his quality of being an honest seller online (the trust context of eBay). In this chapter, we interpret the social relationships ex­pressed on SNSs as trust statements. It should be noted that, at present, in only a few SNSs is there explicit mention of the term "trust"—for example, on Epinions the list of favorite users is called the "Web of Trust" (Epinions, n.d.).Bloggers commonly include a list of blogs they read in their "blogroll," which often represents their trusted sources of information. The web itself can be considered as a giant trust network. Considering links between web pages as trust statements was precisely the clever intuition exploited by algorithms such as Google PageRank (Page et al. 1998) for inferring authority of web pages. Although links, citations, and other mentions can be negative as well as positive, the basic intuition works well enough in practice to be useful.In the future, even more of our relationships may leave electronic trust trails, es­pecially if current trends continue toward most people being always connected with powerful mobile devices.
Representing TrustTrust is a relationship between two users. A formal example of a trust statement is "I, Alice, trust Bob as 0.8 in the range [0,1] about the trust context of pleasant violin playing."Reputation is closely related to trust. In general, reputation summarizes what a com­munity as a whole thinks about a certain user in a certain trust context. The Oxford En­
glish Dictionary puts it this way: "reputation is what is generally said or believed about a person's or thing's character or standing" (1990a).For computational purposes, both trust and reputation can be represented as normal­ized values in the range [0,1], with 0 as the minimum (no trust or no reputation) and 1 as the maximum (total trust or total reputation). Formally, we have trust(A,B)-*[O,l] 
and reputation(A)—>[0,l] meaning that trust is personalized and reputation is not. (We discuss later the key difference between trust and reputation, especially as metaphors for key design choices of SNSs.)Frequently, SNSs don't allow users to express weights on trust relationships, mainly in order to keep the system simple for the user to understand. An exception is rep­resented by eBay, at which it is possible to leave positive, negative and neutral feed­back—-this can be mapped, for example, to the values (1, 0, 0.5). Another exception 
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is Advogato.org, an SNS for open source developers, at which users can express their trust relationships in other programmers using four textual labels—Master, Appren­tice, Journeyer, and Observer—which can be mapped, for example, to the values 1.0, 0.8, 0.6, and 0.4 (Massa et al. 2008).Asking humans to represent trust explicitly and to make trust statements visible is already changing how we humans think about and rely on trust. Zak postulates that in our society "the decision to trust another human being is largely unconscious and utilizes the 'social brain'" (2006, 23). Making trust explicit seems likely to change how we as a society use it.Another challenge that representing trust introduces is the disproportionately large fraction of positive trust statements with respect to negative ones that is common to find on SNSs. On eBay for example, more than 99 percent of the feedback has been positive (Massa 2006). Moreover, trust statements are often made public (for greater accountability and less forgeability). Especially in sensitive contexts such as job rela­tionships, you may need to have courage and a strong reason to explicitly and publicly express trust(Me,MyBoss)=0.1—not many people may be willing to do this.The interface and keywords used in describing a social relationship also play a key role. In many sites, everything is conflated under the abused term "friend," while oth­ers such as Essembly allow for more contextual labels such as "ally" and "nemesis" (Brzozowski et al. 2008).
Reasoning on TrustIn all the SNSs mentioned earlier, it is possible to interact with unknown people. "Unknown" means that one does not have any firsthand idea about their reliability or about how much trust to place in them. Reputation systems (Resnick et al. 2000, Ziegler and Lausen 2004) and trust metrics (Massa and Avesani 2007) are techniques for answering questions such as, "Should I trust this person?" Based on the answer, one can decide whether to interact with another user.Once trust statements are represented electronically, it is possible to reason based on them. Reputation systems and trust metrics usually work in the following way: first they aggregate all or some of the trust statements expressed by the users in a global or partial trust network, and then they perform some computation in order to predict the reputation or the trustworthiness of all the users. The computation ranges from simple averages for computing a global reputation such as in eBay, to trust propagation over the trust network for computing a global reputation such as with PageRank (Page et al. 1998), to a personalized trust score (Golbeck, Parsia, and Hendler 2003; Massa and Avesani 2007; Ziegler and Lausen 2004), to formal trust algebra based on probability theory (Josang 1999). Philosopher John Locke already provided what we have called a trust metric:
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Probability, then, being to supply the defect of our knowledge, and to guide us where that fails, is 
always conversant about propositions whereof we have no certainty, but only some inducements 
to receive them for true. The grounds of it are, in short, these two following: First, The conformity 
of anything with our own knowledge, observation, and experience. Secondly, The testimony of 
others, vouching their observation and experience. In the testimony of others is to be considered: 
1. The number. 2. The integrity. 3. The skill of the witnesses. 4. The design of the author, where it 
is a testimony out of a book cited. 5. The consistency of the parts, and circumstances of the rela­
tion. 6. Contrary testimonies. (1680, 886)One of the main concerns about reputation systems and trust metrics is the fact that they can be attacked and gamed. What are often called "malicious users" can hijack systems in order to get a personal advantage, such as increasing the reputation of an identity ("reputation boosting") or decreasing it ("reputation nuking"). Usually, reputation boosting is applied to a personal identity or the identity of a friend, and reputation nuking is perpetrated on the identity of a competitor or enemy. There have been different recommendations for addressing these threats and making a trust met­ric more attack-resistant (Levien, n.d.; Massa 2006).
A Change in Perspective: From Global to LocalWe consider now a different conceptual approach, and claim that a system is attack­able if the system is created with the assumption of a correct value of reputation for everyone. In this case, there will be incentives to try to game the system in order to influence this unique and global reputation value. Such a system is inherently attack­able. If this assumption is dropped, the threat is weakened significantly.What we are suggesting is to move from global trust metrics to local trust metrics (Massa and Avesani 2007). Global trust metrics compute a global reputation value for every single user, coming to conclusions such as "the reputation of Carol is 0.4." On the other hand, local trust metrics predict trustworthiness scores that are personal­ized from the point of view of every single user, coming to conclusions such as "Alice should trust Carol as 0.9" and "Bob should trust Carol as 0.1." The very same user Carol can be predicted as trustworthy from the point of view of Alice and as untrust­worthy from the point of view of Bob.Local trust metrics don't try to average differences of opinion but rather to build on them. The assumption of local trust metrics is that every opinion is worthy and there are no automatically wrong opinions. If someone happens to disagree with the large majority who think that "George is trustworthy," it may not be useful for society at large to consider his or her opinions as wrong or malicious. Playing on "one man's signal is another man's noise," we might say "one man's trusted peer is another man's untrusted peer" (Massa 2006).
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Without moving into the contentious domain of political ideas, it is easy to pro­vide an example from the debated domain of peer-to-peer (P2P) file sharing. In a P2P network, Alice might consider "good" a peer that shares a lot of leaked political docu­ments or just-released copyrighted movies (i.e., trust that peer), yet Bob might consider the very same peer "bad" (i.e., distrust that peer). But there is no universally appli­cable trust statement. Each peer can believe what he or she prefers based on his or her own subjective belief system (though group norms and laws may constrain individual beliefs). Disagreements are a normal part of life and social groups and are often even productive. Without an overriding social concern, there may be no positive utility in trying to squash down differences of opinion.Although the previous argument is anecdotal, we have offered an analysis of the Epinions trust network as evidence that trust statements are indeed subjective in a real world setting (Massa and Avesani 2007). Epinions is a website at which users write reviews about products and assign them a rating. Epinions also allows users to express their Web of Trust, that is, "reviewers whose reviews and ratings they have consistently found to be valuable" and their Block list, that is, "authors whose reviews they find consistently offensive, inaccurate, or in general not valuable" (Epinions, n.d.). These expressions correspond to issuing a positive trust statement such as trust(A,B)=l and a negative trust statement such as trust(A,B)=0, respectively.We found that on Epinions, it is common to have disagreements of opinion about the trustworthiness of other users; that is, it is common that someone places a certain user in their Web of Trust and someone else places the very same user in their Block List. Typically, these opinions are not wrong or malicious; they represent legitimate differences of evaluation. Simply put, there are users who are trusted by some and distrusted by others; we call these users controversial users. Surprisingly, in the Epin­ions dataset that we evaluated, more than 20 percent of users were controversial users (Massa and Avesani 2007).For controversial users, global trust metrics are not effective by definition because global averages cannot predict correctly the very different trust statements received by this kind of user. However in Massa and Avesani 2007, we also performed an empirical comparison of local and global trust metrics that demonstrates our claim. Moreover local trust metrics can be attack-resistant (Golbeck, Parsia, and Hendler 2003; Levien, n.d.; Ziegler and Lausen 2004). For instance, if only the opinions of users directly trusted by the active user are considered, it is less easy for an attacker to influence the prediction that the active user gets. As long as the active user does not explicitly trust one of the bogus profiles (and the users whom he or she trusts don't do it either), the bogus profiles are not going to influence computations of trustworthiness values. The user is in control and can check which trusted users, if any, have been fooled into trust­ing a bogus profile.Recently, SNSs have been moving toward emphasizing more locality. For example, Essembly, a "fiercely non-partisan social network," allows members to post "resolves" 
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reflecting controversial opinions, such as "Overall, free trade is good for American workers" (Brzozowski et al. 2008, 1). Members can then vote on these resolves, using a four-point scale: Agree, Lean Agree, Lean Against, or Against. Users can vote once per resolve, and all votes are viewable by other members, forming an ideological profile. In this site, users can express three different social relationships: friend as "someone you know personally and have a friendship with in the real world," ally as "someone who you don't necessarily know, but . .. share a desire to make some change in the world," and nemesis as "someone who you don't agree with ... their world view is just psychotically skewed." (Brzozowski et al. 2008, 2). A striking pattern seems to emerge: an enemy of an enemy seems to be a friend or ally. Similarly to Essembly, Lerman and Galstyan (2008) analyze social voting patterns of Digg users; at Digg, users' social net­works are used to suggest personalized interesting stories.
Two Extremes of Possible Societies as Shaped by Trust MetricsWe would like to conclude by highlighting two extremes of society that can be induced by the basic assumptions behind the two different kinds of trust metrics: tyranny of the majority and echo chambers.A system powered by a global trust metric, in effect, tends to assume that there are globally agreed-upon good users, and that people who think differently from the aver­age are malicious. This assumption encourages herd behavior and penalizes creative thinkers, black sheep, and original and unexpected opinions.We underline that there is a tyranny of the majority risk—a term coined in 1835 by Alexis de Tocqueville in his book Democracy in America (1840). Nineteenth-century philosopher John Stuart Mill in his book On Liberty (1859) also analyzes this concept with respect to social conformity. The term "tyranny of the majority" refers to the fact that the opinions of the majority within society are the basis of all rules of conduct within that society. On each specific issue, people will express themselves either for or against the issue, and the side with the largest number of supporters will prevail. Each minority has, by definition, opinions different from the majority (Massa and Avesani 2007), opinions with no "protection . . . against the tyranny of the prevailing opinion and feeling." (Mill 1859, 13).The Wikipedia project tries to find a balance between what different people think about every single topic by asking the contributors to adopt a "neutral point of view" (NPOV). This approach seems to work well enough in most cases at present, possibly because the people who self-elect for editing Wikipedia articles largely share a similar "culture." However, the frequent "edit wars" evident on highly sensitive and contro­versial topics show that it is—and will be—hard to keep this global and theoretically unbiased point of view.We believe that the minority's opinions should be seen as an opportunity and a point of discussion, and not simply assumed to be sources of "incorrect" (or "unfair") 
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ratings, as they are often modeled in simulations in trust metrics research papers. Moreover, in digital systems such as SNSs, automatic personalization is possible, so there is in principle no need to make this assumption and try to force users to behave in the same way.Research carried out by Salganik, Dodds, and Watts (2006) is enlightening in this regard. They created a music website at which users could rate and download songs by unknown bands. The home page also showed the top ten list, that is, the most popular songs (or, if you like, the songs currently appreciated by the majority). They assigned the users to eight different copies of the site with the same songs in them, without the users knowing it. The striking result was that in each of the site copies, the top ten lists determined by user ratings were different. Popularity was not primarily induced by some intrinsic quality of the songs, but by aggregated ratings activity and how it was displayed in the top ten list. This result suggests that an artist like Britney Spears, who is popular in our world, might have been a nobody in some other world. Differ­ent majorities, formed based on different and seemingly random patterns, imposed on the community and its minorities a certain top artist. This fact was unavoidable in the mass media era. But now that personalization is possible, is it necessary to constrain everybody into a global "best" (such as Britney Spears) when we can end up with many different local "bests"?We can ponder the other extreme: total personalization. But there is a risk in this extreme as well that is caused by emphasizing too much locality in trust propagation by a local trust metric. This total personalization approach consists in considering, for example, only opinions of directly trusted users and not of the rest of the community constituents.This risk has been called the echo chamber or "daily me" (Sunstein 1999). Sunstein notes how "technology has greatly increased people's ability to 'filter' what they want to read, see, and hear"(Sunstein 1999, 3). He warns that everyone with access to this technology has the ability to listen to and watch just what they want to hear and see—to encounter only opinions of like-minded people, and never be confronted with people with different ideas and opinions.In this scenario, there is a risk of segmentation of society into micro groups that tend to adopt extreme views, develop their own culture, and not communicate with people outside their group. Sunstein argues that in order to avoid these risks, "people should be exposed to materials that they would not have chosen in advance. Un­planned, unanticipated encounters are central to democracy itself" and "many or most citizens should have a range of common experiences. Without shared experiences . . . people may even find it hard to understand one another" (Sunstein 1990, 9). Recent research published in the Psychological Bulletin shows that people are about twice as likely to select information that supports their own point of view (67 percent) as to consider an opposing idea (33 percent) (Hart et al. 2009).
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These considerations are not new. As cited by McPherson, Smith-Lovin, and Cook (2001), in Rhetoric and Nicomachean Ethics, Aristotle noted that people "love those who are like themselves"; in addition, Plato observed in Phaedrus that "similarity begets friendship." McPherson, Smith-Lovin and Cook (2001) conducted a large analysis of homophily (the tendency to bond with others who are similar) in social networks and found that "homophily in race and ethnicity creates the strongest divides in our personal environments, with age, religion, education, occupation, and gender following in roughly that order." They conclude commenting how ho­mophily limits people's social worlds in a way that has powerful implications for the information they receive, the attitudes they form, and the interactions they experience.A society without some common shared culture cannot be defined as a society. The societal utility of "massification" is that we, as a society, can rely on some cultural ar­tifacts that bond us together. Knowing we can rely on common culture is reassuring, and allows different people to feel some bonds as a group and as a society. When, or if, there are no more cultural elements capable of bonding us together because all have become singletons with their own peculiar and totally personalized cultures, the very existence of our society may be at risk (Sunstein 1999).
ConclusionAs we have seen, concerns about ways of trusting and the societies they induce are not new. What is new is that information and communication technologies are playing an increasing role in shaping our future societies.We believe that in the near future, more and more people will increasingly rely on opinions formed based on facts collected through reputation systems and social network sites (Massa 2006). The assumptions on which these systems are constructed will have a fundamental impact on the kinds of societies and cultures they shape. Here we have offered "tyranny of the majority" and "echo chambers" as a way to think about the two extremes of a range of options toward which our society might evolve.The final and very open question is, "Will we be able to mediate between the two extremes?" This is surely not an easy task. We hope this chapter can help modestly, by providing some starting points for a fruitful and ongoing discussion about issues which are important for our common future.
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15 Rating in Large-Scale Argumentation Systems

Luca landoli, Josh Introne, and Mark Klein

How can reputation enable more effective and collaborative deliberation? Luca landoli, Josh 
Introne, and Mark Klein describe how argument maps can be extended to intuitively highlight 
ideas of collective interest. They then report on applications in the areas of climate change and 
biofuels, and suggest that reputation-enabled online argumentation might help us to overcome 
systemic challenges.

Enabling Large-Scale Deliberation through Argumentation TechnologyDealing with systemic challenges—such as global terrorism, climate change, and eco­system health—demands the effective synthesis of perspectives and expertise from hundreds or thousands of contributors with diverse bodies of knowledge. Existing ap­proaches to group decision making are not well suited to these kinds of problems. Informal deliberation, such as might go on in a boardroom, has been shown to have many deficiencies (e.g., Nunamaker et al. 1991; Stasser, Taylor, and Hanna 1989). Technologically mediated processes may address some of these problems, but do not scale (e.g., DeSanctis and Gallupe 1987). And large-scale, socially mediated processes (e.g., government decision making) have been roundly criticized in the popular media for their inefficiencies.In this chapter, we discuss an approach to grappling with large systemic challenges through mass collaboration enabled by the Internet. It has been demonstrated in re­cent years that the work of many volunteers can be combined to improve processes that previously could only be performed by a much smaller number of experts. For example, news aggregators (e.g., Slashdot, Google News) improve upon the functions of traditional media outlets by identifying news items of interest to a community or individual. Wikipedia is larger and more up to date than the Encyclopedia Britannica, and of comparable quality (Giles 2005) yet has been created in far less time.Our approach to large-scale problem solving integrates community rating with large-scale argumentation systems to enable semistructured deliberation by very large groups. Community rating refers to the set of rules, practices, and tools through which 
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the members of an online community evaluate online content or other users' behav­iors and qualifications. Community rating can help users separate good content from bad or irrelevant content, spot inappropriate behaviors, and recognize trustworthy or expert members. Examples of community rating are the eBay system for evaluating seller or buyer reliability and the Slashdot voting system for identifying interesting comments on articles (discussed in more detail in chapter 7).
Large-scale argumentation systems are web-based systems in which large numbers of users (hundreds or more) use argument maps to deliberate on controversial topics. 

Argument maps allow for the presentation of relevant issues, together with each of the positions one might hold with respect to an issue, coupled with the arguments for (or against) such positions. Argument maps often use visual presentation techniques (e.g., tree diagrams, colors) to make these relationships clear.
Combining Argumentation with Community RatingInstead of individual posts, argumentation systems involve chains of reasoning. Posi­tions are supported or refuted by arguments, which may themselves be supported or refuted by other arguments.The ratings for individual arguments may be combined or aggregated, which allows one to compute a rating for the position (and other arguments) to which the indi­vidual arguments connect. This approach ensures that highly rated positions are not simply popular, but are also well supported by compelling arguments.The combination of community rating with argument maps has many potential benefits:• Rating in argumentation systems enables the rapid and consistent evaluation of a chain of reasoning for or against a particular idea. If users see that a position they favor has what they consider to be an inappropriately low rating, it provides them with an incentive to enter more compelling arguments, which will (they hope) result in higher ratings for their favored position. This system drives the creation of a more complete map of possible solutions and their underlying rationales.• Such maps can help people become aware of biases in their beliefs (e.g., when their evaluation for a position is inconsistent with their ratings for the underlying argu­ments) and can thus encourage people to evaluate posts based on reason, rather than bias.• The structure and visual presentation of an argument map can make higher-level aspects of the overall deliberation obvious. For instance, rankings of arguments in any subtree can be analyzed to calculate the overall degree of consensus within that sub­tree. This information can be used to color the map, allowing areas of consensus and sources of conflict to be quickly identified.• Argumentation systems provide more nuanced information about users and hence offer a powerful method for deriving and incorporating reputation scores. For instance, 
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a user that posts arguments or provides ratings that are inconsistent with one another may lack sound reasoning skills (or be deliberately contrarian) and should not be con­sidered a reliable participant. On the other hand, a user who consistently posts argu­ments that generate large, contentious debates may have a better understanding of the important issues in an argument than others. In both cases, reputation scores can be used to modify the weight allocated to that user's posts and ratings within a map.In the remainder of this chapter, we survey work to date on rating for argumenta­tion systems, suggest relevant requirements and design techniques, and report em­pirical evidence to show how argumentation tools might improve online deliberations (Iandoli, Klein, and Zollo 2009; Introne 2009).
Requirements for Rating in Argument-Based Platforms

Online argumentation (also known as computer-supported argument visualization) has received considerable attention by scholars, particularly in the field of computer- supported cooperative work (Kirschner, Shum, and Carr 2003). Online argumentation structures users' contributions to a deliberative conversation, resulting in the creation of "argument maps" made up of issues, positions, and associated chains of pros and cons.An argument map is often displayed as a tree diagram that starts with a single ques­tion or issue under debate. For example, a map might be rooted at the question, "What kinds of open computing approaches can increase productivity?" One or more posi­tions are shown to descend from this question. These represent possible answers to the question—in this case, say, "wikis," "microblogs," and "web forums." Finally, chains of pro and con arguments may be attached to individual positions. For example, a chain of all "con" arguments attached to a given position would represent an extended dis­cussion about some negative aspect of that position; in the example case, this might be a long discussion about how difficult it is to ensure quality in wikis. An argument can itself spawn further chains of arguments, and so on.The visual presentation of the map makes some aspects of the argument easier to see. All arguments that share a common ancestor in the tree (either a position or an­other argument) concern that ancestor. Arguments that are related tend to be physi­cally closer together in the map. The diversity of ideas about a position or argument is indicated by how many arguments it generates (i.e., by the number of arguments that descend from it in the tree).Argumentation systems promise many potential benefits for collective deliberation (Conklin 2005). In an argument map, it is easy to see what has and has not been cov­ered to date. All perspectives on an issue—regardless of the community the author comes from—are contained in the argument map with little redundancy. Additionally, the central role of positions and arguments encourages users to express the evidence for and the logic behind the ideas they favor.
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Work on online argumentation has focused mainly on the development of effective formalisms for argument representation, and on implementing more effective user interfaces. However, systems to help evaluate the positions and arguments made in online platforms have been largely omitted, despite increasing attention to trust and reputation mechanisms in e-commerce, search engines, collaborative filtering, web fo­rums, and so on (for a review, see Josang et al. 2007).To meet the challenge of providing users with systems to evaluate the quality of ideas and arguments, we believe that an argument rating and aggregation system is a useful approach. Rating and aggregation systems (which combine ratings to compute support for a position or argument, as described previously) should exhibit the follow­ing characteristics:1. Minimal effort The use of ratings should be straightforward for users, and should not increase the users' cognitive burden.2. Transparency Users should be able to understand, at least somewhat, how judg­ments are aggregated—the computed scores should reflect users' intuitive expectations.3. Robustness The performance of a rating and aggregation system should handle incomplete and conflicting ratings and should degrade gracefully with attempts to manipulate the system.Inspiration for the technical implementation of argument rating and aggrega­tion in online argumentation can be found in existing decision support systems, which use "belief propagation" to aggregate subjective probability through a map of related variables (e.g., Neil, Fenton, and Nielson 2000). Many such systems em­ploy Bayesian networks (Pearl 1988) as a core technology. Unfortunately, Bayesian networks are incompatible with criteria (1) and (3) in the previous list for several reasons. Bayesian treatments require an exhaustive specification of many condi­tional probabilities (i.e., relationships between connected variables); all states of a variable need to be known, and they do not allow for conflicting evidence on the same variable.An alternative technique for aggregating uncertain information that addresses each of the previous limitations is the Dempster-Shafer theory of belief functions (Shafer 1976). Dempster-Shafer theory is more forgiving than Bayesian probabilities because it supports a natural representation of ignorance and does not require an exhaustive specification of states and probabilities. It also supports the expression of conflict­ing evidence on any variable. Dempster-Shafer theory has been used in a variety of decision-support applications (e.g., Das 2005; Beynon, Curry, and Morgan 2000; Stras- zecka 2006) and has recently been demonstrated as a rating aggregation technique in a web-based collaborative decision support application (Introne 2009).In summary, Dempster-Shafer aggregation addresses each of the requirements stated previously as follows:
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1. Minimal effort A judgment in Dempster-Shafer represents a user's level of confi­dence in the believability of an argument and can be interpreted as a subjective prob­ability. The semantics of subjective probabilities is usually quite understandable to nonexperts, and users can rate whatever they want, when they want to.2. Transparency Though the full understanding of Dempster-Shafer aggregation would require some knowledge of probability theory, it is intuitive in its behavior. For instance, rating an argument against a position highly will decrease that position's score and increase the score of the alternative position(s).3. Robustness Dempster-Shafer aggregation does not require complete information about all variables, and handles conflicting information. It will ultimately succumb to manipulation, but requires the concerted efforts of many different raters operating on different arguments in a chain of reasoning—individual ratings have a small incre­mental impact on the aggregate rating, with a large enough body of users.
Empirical EvaluationsThe authors have thus far conducted three empirical evaluations of the value of in­tegrating rating algorithms into large-scale argumentation systems. We discuss these results in the following subsections.
The DeliberatoriumOne evaluation occurred in the context of the Deliberatorium, an online argumenta­tion tool designed for large-scale communities (Iandoli, Klein and Zollo 2009). The De­liberatorium was used by 160 participants over a 3-week period to deliberate about the possible uses of biofuels in Italy, creating what is to our knowledge the largest single argument map ever built (around 5,000 entries).The results showed that users were able to quickly and comprehensively explore and map the debate, though substantial moderation was needed to ensure that the argument map was well-organized as users became accustomed to use of the argument formalism (Giirkan et al. 2010). Users were free to employ a five-point scale to assess the quality of arguments, but no mechanism for rating aggregation along the tree branches was available at the time. Notwithstanding the absence of an aggregation system, statistical analysis revealed that users who systematically utilized the rating functionality explored more of the map, developed a deeper understanding of the de­bate structure, and contributed to the improvement of the map contents significantly more than nonraters.
REASONIntrone (2009) examined the impact of Dempster-Shafer belief aggregation on the effectiveness of collaborative decision making using an online argumentation tool 
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called REASON. The study focused upon the common knowledge problem, which de­scribes a well-documented tendency of groups to focus upon and assign disproportion­ate weight to information that more people share (Stasser, Taylor, and Hanna 1989). This phenomenon has troubling implications for large-scale deliberation, and has been cited as a reason for favoring voting over deliberation for collective decision making (e.g., Sunstein 2006).The results of this study showed that participants using an argument formalism with rating aggregation not only made fewer errors than those using a map without rating aggregation but also overcame the common knowledge problem (i.e., they did not overvalue shared information). Thus, the information provided to collaborators via rating aggregation helped them to be less biased in their evaluation of the informa­tion they exchanged.
The Climate CollaboratoriumThe Climate Collaboratorium is a system currently under development at the MIT Center for Collective Intelligence (Malone et al. 2009). The system uses an innovative combination of Internet-mediated interaction and climate models to help large and geographically dispersed groups systematically explore, evaluate, and come to deci­sions about how to address climate change challenges. At the core of the system lies an evolving collection of user-created plans for dealing with climate change. For instance, the actions in a plan might include reducing greenhouse gas emissions by a specified percentage, or implementing policies such as a carbon tax or a cap-and-trade system. Computer models are used to infer the impacts of these plans, such as the resulting atmospheric concentrations of carbon dioxide, temperature changes, and economic costs. Users can debate plans by entering arguments for or against their plausibility and desirability; users can also rate the credibility of such arguments and vote for the plans they prefer.At the time of evaluation, the Collaboratorium user interface contained a list of the available plans. Each plan was presented as a position in an argument map rooted at the question, "What plan should be adopted at the U.N. climate talks in December 2009?" A tree of pro and con arguments was attached to each plan option; this tree was displayed both as a traditional message forum and as a bird's-eye-view map. Each user could rate any post up or down, and ratings were aggregated throughout the map using Dempster-Shafer aggregation. Users could also vote directly for a policy plan without expressing any judgment on single pros or cons; these direct votes were simply counted, and the outcome reported.In the Climate Collaboratorium, each plan's calculated aggregate rating and num­ber of direct votes were reported independently. The calculated aggregate ratings can be used as a proxy for the amount of rational support for a particular policy, given the available arguments and their associated belief scores. In contrast, the number of direct 
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votes are a proxy for the plan's popular support. Because the two scores are obtained independently, it is possible to spot situations in which popular plans are supported by few and/or poor arguments.In user testing, we found that aggregate ratings (rational support) and votes (popu­lar support) often did not correspond precisely. If this finding is replicated in larger studies, it may offer an interesting lens upon the relative merits of deliberation versus voting. We hope to develop techniques that adapt to such misalignments—encourag­ing community members to either strengthen the popular plan by adding better argu­ments, or switch their votes to support the plans with higher aggregate ratings.The previously mentioned experiments provide empirical evidence demonstrating the feasibility and potential benefits of large-scale argument mapping tools—in par­ticular, those that are equipped with rating and aggregation systems. These results suggest that argument mapping systems can be scaled up to hundreds of users or more by adding moderation. The incorporation of rating and aggregation seems to improve use of argument maps, and can help users overcome significant problems with de­liberation. Finally, our experiences with using the Climate Collaboratorium suggest that such systems may evolve to be viable tools for e-government and deliberative democracy.We have not yet fully explored the use of rating and aggregation in argument map­ping systems for the development of reputation systems. However, the availability of belief propagation procedures can be a useful basis for the development of better reputation systems. Of particular interest for future exploration are systems in which participant reputations—rather than being based simply on peer assessment—can be linked to the amount of rational support generated by their contributions.
ConclusionThe empirical findings we have presented are encouraging, and demonstrate the worth of combining argumentation technology with computational frameworks for rating and aggregation. Our current and future research directions include: (1) analyzing the impact of rating and aggregation on group decision-making pitfalls, such as informa­tion cascades or group polarization (Sunstein 2009); (2) developing improved metrics and aggregation techniques that better satisfy the three requirements outlined earlier; (3) designing additional measures that exploit ratings to provide feedback to users on such attributes as consensus, group activity, and user reputation based on rational as well as popular support.Argumentation with rating and aggregation holds great potential for grappling with the information overload that we are faced with as a society. The Internet has engen­dered revolutionary ways of using distributed collaboration to accumulate knowledge at an unprecedented scale. Search engines can help us sift through information, but
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there are few tools to help organize, summarize, and evaluate it. For this reason, Inter­net skeptics often raise questions about the reliability and accuracy of online content, and about the detrimental effect such huge volumes of dispersed, unorganized, and possibly incoherent information can have on the quality of individual thinking.As our world becomes more complex and interconnected, our need to make effec­tive use of this information becomes ever more urgent. Large-scale online argumenta­tion is a powerful tool in pursuit of this goal. Like Wikipedia, online argumentation could be used to produce vast knowledge bases through the collective efforts of many. Unlike Wikipedia, the incorporation of rating and aggregation supports the adaptive evaluation of the knowledge in the system, lays bare the conflicts and uncertainties that are part of the knowledge base, and makes rational structure and the rhetorical strategies behind competing positions clear. Contributors may be anonymous in such systems, but the force of their contributions depends upon their ability to produce sound and rational arguments. Ultimately, such a tool might help us to overcome our collective biases, to synthesize our increasingly balkanized social dialog, and to achieve the collective wisdom we need to solve the challenging problems we face today.
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16 Privacy, Context, and Oversharing: Reputational Challenges in a 
Web 2.0 World

Michael Zimmer and Anthony Hoffman

When personal information is shared online, it may spread farther and faster than expected or 
inappropriately push intimate details to near-strangers. Michael Zimmer and Anthony Hoff­
man address the twin risks of information spreading beyond its intended context, and the 
oversharing of personal information.People have always divulged personal information: we mention our salary during a conversation at dinner with a friend, or detail recent sexual activities over drinks, or send a letter to the editor of a local newspaper providing opinions on taxes or gun control. We also have always been compelled to provide personal information to au­thorities, much of which is a matter of public record: traffic violations, property taxes, voter registration data, political campaign donations. Yet as a matter of practice, all of these information disclosures remained separate and obscure: each was scattered across space and time and shared with select individuals, but rarely with very many people. One friend learned one piece of information about you, and a coworker learned some­thing else. One government body had a file on you in an archive, and another had a record in a database across town. Although personal information was divulged and perhaps even publicly available, it was difficult to discover, collect, and aggregate. Thus, although various public disclosures were made, we maintained a semblance of privacy due to the obscurity of the pieces of data that were publicly available.In our Web 2.0-driven era, however, this "privacy via obscurity" is eroding (see, generally, Zimmer 2008b). Powerful and innovative Web 2.0 tools and services have made our personal information—previously scattered and hard to locate—increas­ingly discoverable, visible, and linkable. Various Web 2.0 platforms have emerged that make visible personal information that was previously disclosed, but that until now has remained obscure.Innovative uses of Google Maps include the detailed mapping of the geographic dis­persion of campaign contributions during the 2008 U.S. presidential elections (Huff­ington Post 2010) and the locations of individuals appearing on sex offender registries (Riley 2007). Widgets enabling the sharing and streaming of content—a key feature of Web 2.0—provide an easy means of accessing and distributing personal information 
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that was previously difficult to discover. For example, the online Wisconsin Circuit Court Access system that provides web access to certain public records of the circuit courts of Wisconsin also offers users the ability to subscribe to a certain case, so up­dates to a court case can be automatically fed to users who no longer need to visit the website to re-run their search query (Wisconsin Circuit Court Access, n.d.). And when website managers have not included such tools, custom toolbars and bookmarklets integrated into web browsers make it easy to share previously obscure web pages that might include personal data. As a result, one can search public tax records, minutes from PTA meetings posted online, or personal photos tucked away in folders of long- forgotten personal websites and easily post such information to Facebook and other social network accounts. What was previously obscure becomes immediately available to millions.Some of the most popular Web 2.0 services—Facebook, Twitter, and Foursquare, for example—encourage users themselves to openly disclose personal information about their lives, their interests, and their location. Here, bits of information previ­ously shared only within a physical network of friends now become digitally broadcast to multitudes of "Facebook friends" and other followers. Although most of this sharing remains voluntary, the power of Web 2.0 to allow these streams of personal informa­tion to be viewed across platforms, captured and archived, cut and pasted, data-mined, and mashed up makes apparent a striking contrast to sharing in the past. The privacy via obscurity previously enjoyed due to physical and practical limitations on the shar­ing and spread of personal data disappears once a person's Facebook status updates or uploaded photos are immediately indexed by search engines (Zimmer 2008b). Privacy via obscurity is similarly compromised when personal geolocational data are shared online (Tsai et al. 2009; Schonfeld 2010) or when obscure Twitter utterances become archived by the Library of Congress (Parry 2010). Further, we experience diminished obscurity when separate streams of information from individual online services are merged into a single feed, such as with the FriendFeed.com aggregation service, or accessed from a single interface, such as TweetDeck's ability to bring content from Facebook, Twitter, Linkedln, and Foursquare into a single window on a user's desktop.Each of these examples reveal how increasingly powerful Web 2.0 tools and services make it easier to share, visualize, aggregate, and access a variety of personal informa­tion streams. As a result, although users anticipate some visibility when sharing online, the growing power of web tools and services frequently exceeds the information vis­ibility limits that people presume to exist.
Eroding Control over Information FlowsThese concerns over how information shared online might exceed a user's expecta­tions of where that information actually flows reveal an erosion in users' ability to 

FriendFeed.com
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control their information flows online. When sharing information on Web 2.0 plat­forms, a typical user might presume that his or her information exists only within that sphere: a status update on Facebook is visible only on the Facebook site, or a message on Twitter is available only to those who happen to follow his or her stream of tweets. Thus, some expectations of privacy might persist, with the presumption that informa­tion shared remains constrained to the originating platform. Yet the very nature of Web 2.0 is for platforms to be open and interoperable: Facebook status updates are now viewable on Twitter platforms, whether you "liked" a friend's link on Facebook is visible to people visiting the originating site (not only on Facebook itself), private Tweets can be publicly retweeted, and so on. As a result, users lose control over their information flows.Although much of the sharing noted in the previous examples is intentional—and users should take steps to ensure they understand the nature of sharing across Web 2.0 platforms—the rapid evolution of these powerful tools makes it harder for users to control precisely what information is shared and with whom. Services frequently change their architecture and terms of service, resulting in sharing of information beyond what users initially anticipated. Facebook, for example, added the News Feed function publishing users' changes to their static profile pages as a stream of updates fed to each friend (Rosmarin 2006). This change threatened the privacy of users who previously assumed that only those friends who happened to visit their page would notice the changes; instead, any change made was automatically fed to all followers (Zimmer 2006). Facebook also frequently adjusts what information within user pro­files is considered "permanently public" and restricts users' ability to control what is shared with whom (Zimmer 2009; Stone 2009). Similar privacy concerns have arisen related to Google's Buzz social networking service (Helft 2010), in which users had lit­tle control over who might receive the information they chose to share on the service. Without the ability to keep up with the rapidly changing Web 2.0 environment, users who participate in various social media environments and share personal information based on a certain set of system settings and promises made by service providers might suddenly find themselves sharing more than they thought with people they had not intended to be recipients. As a result, users lose the ability to control the flows of their personal information, and are threatened by privacy and reputational harms.
Web 2.0 and Leakage within Informational ContextsPossible threats to privacy and resulting reputational harms as a result of the issues described in the previous examples are multiple and varied, but they typically share a common feature: personal information—although perhaps intended to be public and shared to a particular audience—was made visible beyond the expectations of the user. This issue can best be described as a leakage of personal data outside a particular 
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informational context. When considered in these terms, we can gain a clearer under­standing of potential privacy and reputational threats.The concept of an informational context was developed by Helen Nissenbaum in her theory of privacy as "contextual integrity" (Nissenbaum 2004; Nissenbaum 2009). Rejecting the traditional dichotomy of public versus private spaces—and its related clean division between public and private information—Nissenbaum begins with the premise that the multitude of information-sharing activities take place in a "plurality of distinct realms," or contexts.Within each of these contexts, norms exist—either implicitly or explicitly—that both shape and limit our roles, behaviors, and expectations. The root of Nissenbaum's theory is that people behave differently with different people in different situations in order to maintain privacy, which means that individuals expect information to flow differently depending on the particular context, and that certain contextual norms are presumed to exist when information is shared in a particular circumstance. Whether in discussions with a physician, purchasing items in a store, or simply walking through a public park, norms of information flow govern what and how much personal infor­mation is relevant and appropriate to be shared with others. The theory of contextual integrity is built around the notion that there are "no arenas of life not governed by 
norms of information flow" (Nissenbaum 2004, 137). These norms explain the boundar­ies of our underlying entitlements regarding personal information, and our privacy is invaded when the informational norms are contravened.Rather than aspiring to universal prescriptions for what is public versus private in­formation, contextual integrity works from within the normative bounds of a par­ticular context. It is designed to consider how the introduction of a new practice or technology into a context—or across contexts—might affect or breach the governing informational norms. If the introduction of a new technology or practice is found to conflict with the standing informational norms, a red flag is raised, indicating that contextual integrity has been violated.Viewing Web 2.0 through the lens of contextual integrity provides us with a bet­ter understanding of the privacy and reputational risks of these new information tools. Rather than simply accepting the rhetorical stance that just because users place personal information in a Web 2.0 service, they forego all expectations of privacy, contextual integrity helps us recognize that as information flows through and across contexts, informational norms might be violated, and thus recognizable privacy con­cerns emerge. Consider, for example, the reaction to the launch of new "feeds" on Facebook, discussed in the following section.
Contextual Integrity and Facebook FeedsIn September 2006, Facebook launched a set of new features: the News Feed, which appears on each user's Facebook home page, and the Mini-Feed, which appears in each 
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user's profile (Sanghvi 2006). With the News Feed, each time users log into their Face­book page, they are greeted with a detailed listing of the activities of all their friends. The Mini-Feed is similar, but centered around one person. Both note when you wrote on someone's wall and when you commented on a photo, along with other details, such as your responses to event invitations, your new friends, what groups you re­cently joined, and what changes you made to your personal profile. Facebook said the changes were aimed at advancing the core mission of the site, which is to keep people abreast of their friends' lives: "What we wanted to create is a news ticker, if you will, of the activity of people's friends in their network" (Webster 2006).The reaction, however, was explosive. Hundreds of protest "Groups" formed on Facebook, with tens of thousands of members objecting that every time you did any­thing on Facebook at that point, you issued a bulletin for all of your friends. Consider the thoughts of a commenter on Slashdot:
Let's say I break up with my girlfriend. Previously, I would simply change my relationship status 
to "single." Eventually, my closer friends would notice that my relationship status changed. Now, 
it is announced to the world as soon as it would happen. . . .

Just because we choose to disclose something does not mean we wish to draw attention to it 
when the situation changes. Even something as innocuous as an invitation to a party shows up; 
if I decline the invitation, everyone knows I just declined. (rlbond86 2006)Summarizing the reactions best, social network scholar Fred Stutzman noted that "[Facebook's] users are stunned, reeling—the same way you'd behave if you found out that you had to share every minute detail of your life with everyone you know" (Stutzman 2006).Facebook promptly responded to the rising criticism, with founder Mark Zuckerberg defending their changes and claiming nothing had really changed in terms of user pri­vacy. (Zuckerberg 2006b). Although Facebook's response was technically accurate—no new information was made visible that was previously hidden—it failed to recognize how these changes had an impact on the existing norms of personal information flows and violated the contextual integrity of the social networking platform. Previously, users posted personal information to their profile page and invited "friends" to have access to that page. Occasionally, users would change their personal information, and a friend would have to happen upon their page at the right day and time to notice the change—they'd also have to have a good memory of the previous "state" of the page to notice whether anything changed. Some level of serendipity and recall was required to notice changes to a friend's personal information.The introduction of the News and Mini-Feeds, which highlighted and transmitted changes to friends' profiles, violated these established norms. Although the visible information might have remained the same, the distribution had changed: serendipity and personal memory were no longer necessary ingredients, as the feed was automati­cally sent to every friend and provided precise details of each and every change to the 
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user's profile. The norms of information flow changed. In short, by adding a feed for all changes to a particular user's profile, Facebook changed the way personal information flows within that context, and that did affect user privacy.By viewing the Facebook feed incident through the lens of contextual integrity, we can recognize that notions of privacy still exist even in today's online world where open flows of personal information are increasingly the norm. Privacy is not just about keeping some facts secret and making others publicly known. Privacy is contextual. With the introduction and subsequent justification of the Feeds feature, Facebook showed a lack of understanding of the nuanced contexts of information sharing on­line. The concerns over how these feeds disrupted the contextual integrity of informa­tion flows on the social network forced Facebook to provide new tools—a mere two days after the initial launch—to allow users to better manage how their information flowed within the feed framework. The apologetic words of Facebook's Mark Zucker­berg reveal the contextual nature of sharing information online:
I wanted to create an environment where people could share whatever information they wanted, 
but also have control over whom they shared that information with. . . .

Somehow we missed this point with News Feed and Mini-Feed and we didn't build in the 
proper privacy controls right away. This was a big mistake on our part, and I'm sorry for it. But 
apologizing isn't enough. I wanted to make sure we did something about it, and quickly. So 
we have been coding nonstop for two days to get you better privacy controls. . . . (Zuckerberg 
2006a)In this statement, Facebook can been seen as acknowledging—implicitly, if not explic­itly—the importance of context as it relates to information sharing on social network­ing and similar online platforms: people want to share, but only to certain people and under certain conditions. This is an important step, and as online services continue to expand both in their power and popularity, it will be vital for designers and users alike to recognize how information sharing is inherently contextual, and how any disrup­tion of the intended contextual norms has implications for one's privacy and reputa­tion (Solove 2007; Zimmer 2008b; Nissenbaum 2009).
Contexts and Oversharing OnlineThe previous discussion illuminated the privacy concerns implicit in the flow of per­sonal information across contextual boundaries. Indeed, the recent history of the web is littered with examples of such contextual conflicts. Jobs have been lost over photos posted on Facebook in contexts assumed to have been private. Relationships have dis­solved over blog postings. Public ridicule and shame has followed innocent YouTube videos gone viral. The harm done in these cases is often attributed to an Internet user's willingness to "overshare," a long-standing concept commonly understood as 
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the divulgence of information excessive or inappropriate to a given context. Recently, however, the term has become practically synonymous with many of the most popu­lar Web 2.0 applications, such as Twitter's microblogging service or Facebook's status updates—both of which allow users to constantly broadcast the details of their lives (graphic, mundane, or otherwise) to friends and family.The concept of "oversharing" was made popular by Emily Gould, a blogger and online journalist who published an essay in New York Times Magazine that mused on blogging, online existence, and life in general. "One of the strangest and most enthralling aspects of personal blogs," Gould wrote, "is just how intensely personal they can be. I'm talking 'specific details about someone's S.T.D.'s' personal, 'my infer­tility treatments' personal." Unsurprisingly, she refers to the imparting of this level of detail as "oversharing." She continues, "There are nongynecological overshares, too: 'My dog has cancer' overshares, 'my abusive relationship' overshares" (Gould 2008,1 9).The increasing ubiquity of oversharing led Webster's New World Dictionary to make the term their 2008 Word of the Year. Defining it as "the name given to TMI (too much 
information) [emphasis original], whether willingly offered or inadvertently revealed,” the dictionary explicitly states that
overshare [emphasis original] is a new word for an old habit made astonishingly easy by modern 
technology. It is yet another product of digital advances that allow people to record and transmit 
their lives—in words, videos, and graphics—to anyone with Internet access, friend or foe. (Web­
ster's New World Dictionary 2008)As this passage indicates, the rise of the term reflects the affordances of new web tools and is indicative of their challenges. However, the term is also an attempt to resolve some of these challenges: to label an expression an overshare (or a person an oversharer) is an effort to establish a context—to refocus the blurred lines—and posit the offend­ing expression (or person) as inappropriate. In other words, it is an effort to normal­ize information-sharing practices online by assigning a label to modes of expression deemed outside the norm.Like all normative expectations, however, those emerging around the practice of online information sharing reflect the values of the larger cultural framework from which they develop. Thus, being labeled an "oversharer" is an ideologically charged accusation. Critical analysis of the occurrence of the term in online venues reveals that oversharing is largely conceptualized as a negative social practice (Hoffmann 2009). Given this negative connotation, reputational harm can result from the divulgence of private information in a context that is seen as normatively inappropriate. Even for those who maintain control of their information flows online, this reputational harm could persist if the crossing of contexts results in labeling as an "oversharer" by those on the receiving end of the information flow.
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ConclusionThe challenges presented by Web 2.0 are increasingly well documented (Solove 2007; Allen 2008; Zimmer 2008b). These technologies "[represent] a blurring of the bound­aries between Web users and producers, consumption and participation, authority and amateurism, play and work, data and the network, reality and virtuality" (Zim­mer 2008a). These blurred boundaries also blur the boundaries between public and private, between contexts, and between notions of normatively acceptable amounts of information sharing online. This chapter has illuminated some of the privacy and reputational challenges inherent in the growing power and popularity of online plat­forms, highlighting the diminishment of privacy via obscurity, the challenges of con­trolling one's information flows across contexts, and the dangers of being labeled an "oversharer."Although we by no means suggest that Web 2.0 is inherently problematic or should be avoided, this chapter should serve as a critical warning in the spirit of cultural critic Neil Postman, who remarked in his book Technopoly on how "we are surrounded by the wondrous effects of machines and are encouraged to ignore the ideas embedded in them. Which means we become blind to the ideological meaning of our technologies" (1992, 94). The goal of this chapter has been to remove some of these "blinders" and to bring some clarity to the complexities of privacy, contexts, and reputation within these emerging information-sharing platforms.With this clarity in mind, future information-sharing platforms and reputational systems can be better designed. Users should be provided with greater control over their personal information flows, with particular attention paid to the contextual na­ture of information sharing practices (see, for example, Barth et al. 2006, who attempt to formalize aspects of the theory of contextual integrity in a logical framework for use in information systems). Social networking sites should provide users with easier means to manage their identities across contexts, and provide users with visual feed­back as to how far their information sharing might extend (Dwyer and Hiltz 2008). All this can mitigate the chance of oversharing beyond an intended context.
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17 The Future of Reputation Networks

Jamais Cascio

How will reputation systems evolve in practice? Jamais Cascio suggests a taxonomy of reputa­
tion systems, distinguishing them by how reputations are generated and whether participation 
is optional. He then offers a scenario-based exploration of each type of reputation system, 
showing how it might unfold.What will the world look like as reputation networks become more commonplace? Although accurate predictions of the future are impossible, we can still think through some implications of choices we make today. A common tool for doing so is the 
scenario planning process, a structured method of teasing out likely consequences of significant—and uncertain—drivers. Scenario planning is used by governments, cor­porations, and NGOs around the world, but can be undertaken by small groups or even individuals.One important aspect of scenario planning is the recognition that there is no one possible future; rather, we need to think about a diverse set of possible futures, with the goal of testing strategies and choices against different possible outcomes. There are plenty of questions that can be asked about the future of reputation systems. How are the networks accessed? Under what conditions? Can ratings be contested? Do reputa­tion scores from different networks influence each other? Does the reputation network have any kind of official standing, or is it entirely "for entertainment purposes?" What happens if you face discrimination on the basis of the reputation result? Do the scores tie in with other social network functions?But for me, in thinking about the evolution of reputation networks, two issues loom large above the others. The first concerns process: how are the reputation ratings gen­erated? Do they come from other participants offering explicit ratings, or are they the result of analysis of factors that aren't solely reputation-related? The second concerns participation: whom do the networks cover? Is participation a choice, and what are the implications of opting out?In the language of scenario planning, these crucial questions of process and partici­pation are the "critical uncertainties." These uncertainties can be positioned as two ends of a spectrum of possible outcomes. For the question of whether ratings are given 
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directly by participants or emerge from other factors, we could ask whether future reputation systems will be direct networks or emergent networks. For the question of whether future reputation systems will focus on people within narrowly defined com­munities or offer broad coverage across multiple communities, we could ask whether they'll be constrained networks or universal networks.Direct networks are reputation networks built on direct ratings by participants (peers and/or affected parties). (The seller/buyer reputation system on eBay is an ex­ample of a direct reputation network—buyers and sellers can give each other positive or negative ratings.)Emergent networks, conversely, are reputation networks based on algorithmic anal­ysis of behavior, connections, and the like, not on direct rating by peers. (See chapter 7 in this volume.) Google's PageRank is an example of an emergent reputation net­work—a page's position in Google search results comes from analysis of factors such as which and how many sites link to that page, not from any "this page is better than that one" rating.Constrained networks are reputation networks that offer a narrow reputation score within a particular community, or for a particular issue. Most present-day reputation networks are of this type.Universal networks are reputation networks that attempt to provide a general repu­tation score across communities and areas of interest. It's unlikely that any single repu­tation rating will be interpreted equally by all groups, but the "universal" reputation would reflect a consensus, majority, or otherwise dominant view.These two driving forces combine to offer four different scenarios describing the ways in which reputation networks could evolve. It's important to note that these four are by no means mutually exclusive, and are likely to coexist fairly broadly.
• Direct-constrained reputation networks involve direct ratings by a constrained community of people. These reputation networks closely match most of the reputation networks we see in the world today. These are reputation networks that rely on the di­rect, intentional ranking of peers within the community, on the basis of the concerns of the community. There may be ways to contest ratings, but all participants opt into the network by being part of the community.One possible evolution of these systems would be toward greater consistency of language and meaning, so that participants have a better sense of what a positive or negative reputation means in the context of the community. This change would also allow someone who has a positive reputation to be able to communicate that with people outside of the community in a way that they could appreciate; similarly, a nega­tive reputation could be used against a misbehaving community member in a way that would have meaning to those outside the community. Ultimately, a single utility may be used to follow reputation ratings across a variety of communities.
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Consistent rankings would also open up the possibility of portability between repu­tation networks, in which the positive or negative ratings in one community could influence the ratings in another, otherwise unrelated community.
• Direct-universal reputation networks involve direct ratings given to a nearly univer­sal community of people. These networks would be akin to a Facebook or Twitter on steroids—a general (non-issue-specific) social network with the added ability to give reactions to other community members. Depending upon the rules of the social net­work, those reactions may be based on something documented, allowed to be purely whimsical, or somewhere in between.Such a system would be likely to include some kind of social filter, so that the weight given to the rating of someone outside of a user's direct experience is moderated by the rating given to any intermediaries. (For example, Alice looks up Bob—previously a stranger—and sees that he has a "possible problem" reputation. Alice is connected to Bob via Carol; Carol sees Bob as a "great guy, would meet with again," but Alice rates Carol with an "untrustworthy." Carol's view of Bob is weighted accordingly.)The big question in such a system is transparency. Would a user be able to see ex­actly the rating given by a peer? Both "yes" and "no" present problems for accountabil­ity. If users can see ratings given by peers, lower-status peers may artificially increase the rating they give to higher-status peers in order to avoid trouble, or to trigger an improved rating in response. If users cannot see ratings given by peers, users have no way to respond to negative attacks or unfounded gossip.
• Emergent-constrained reputation networks produce a reputation score based on relevant factors within a particular community. The frequency with which a member's discussion responses are deemed positive or negative is a classic example—have too many comments rated down and take an automatic reputation hit; have a certain number rated highly and receive an automatic reputation boost.More advanced forms of emergent-constrained systems would rely less on direct user rating of relevant factors and more on analysis of language. "XYZ Corporation sucks!" is a common refrain online; a language-analysis-based system would trans­late that into a more formal reputation score in aggregate with what other users have to say.This kind of system could be a platform for the development of "metareputation" systems, wherein individual direct-constrained reputation ratings are aggregated to produce a metarating. Such a system would likely be best suited for combining the­matically related sites; a metarating that crossed diverse subjects might not see enough duplication of people (whether participants or subjects of debate) to offer much value. Conversely, a metarating system that embraced antagonistic communities—an anti-digital rights management site and a pro-recording industry site, for example— 
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may see the same people, but with wildly divergent ratings. An individual scoring highly within both groups, however, might indicate someone worth paying closer at­tention to.
• Emergent-universal reputation networks would produce a reputation score based on relevant factors across a very wide community. These networks would offer the greatest overall utility, but would be by far the most difficult to construct. Such a sys­tem would have to combine a wide range of inputs from a diverse participant base, and do so in a way that would still provide meaningful results. This model of reputation network combines the challenges of both the emergent-constrained approach (e.g., limiting the scope of perspectives) and the direct-universal approach (e.g., deciding how much transparency is appropriate).But the biggest dilemma of this kind of emergent-universal system would be the question of opting out. By its nature, an emergent-universal reputation network wouldn't need active acquiescence for someone to become subject to a reputation rating. The very act of identifying someone as having positive or negative aspects— whether done casually or formally, maliciously or carefully—would bring the subject into the network. Given similarities of names, misspellings, and the like, it's highly likely that an individual who wanted to opt out of the system would still find himself or herself continuing to receive ratings.Such a problem becomes even more profound if the emergent-universal reputation system gains enough preeminence that serious economic and personal decisions hinge on a person's reputation rating. People without a reputation rating—or with an "opt­out" tag—could find themselves facing discrimination; they could easily be treated as if they had a markedly low reputation score.The other issues raised about the future of reputation systems, from the technol­ogies required to the potential for discrimination, will manifest in all four of these scenarios. But the scenario process doesn't stop with spelling out clear implications of the intersection of two critical uncertainties. Scenarios often include a short narrative element, describing life in each of the four future worlds.
Scenario 1, direct-constrained reputation: direct (explicit) ratings that apply only 
within a constrained community of people

Neighborhood WatchSarah and Ben looked at the screen glumly. The house was perfect—ideal, really—ex­actly what they wanted to start a family. Not too far of a walk from transit, lots of com­munity gathering spots nearby, a park, even an old-style school, if they wanted that. The UN Climate Authority had identified this region as being unlikely to see disruptive changes over the next two decades. It was just perfect.



The Future of Reputation Networks 189

Except, apparently, for the neighborhood. Ben tapped through the tabs, hoping that something might be different this time. No. No luck. Where to begin?There were the usual petty infractions and misbehaviors—The regularly-too-late- with-child-support guy, the teenager who has been known to listen to goth music, the missed car payments, the lower-than-average credit rating—but these were the kinds of things you'd find just about anywhere. What Ben and Sarah saw on the report was much more troubling.The local water district identified three of the homes on this block as being serial over-waterers, and started raising rates on the whole block on the argument that peer pressure usually worked better than fines and formal policing. Usually. The block had a real mix of ages and subcultures, though, so the water-savers didn't have enough leverage over the reputations of the water-wasters to get them to change their ways.Although there weren't any officially reported incidents, the presence of a couple of neighbors on a Party Circle network meant that there were likely to be loud parties at least a few times a year.The most recent new addition to the neighborhood seemed pretty quiet, but ap­parently was active in a local evangelical church. Not a problem in and of itself, but the neighbor was also highly regarded in a loose network calling itself the "Conver­sion Commandos." A recent jump in this neighbor's reputation with that group sug­gested (at least according to the real estate agent's analysis software) that he was pretty active.Worst of all, the older couple who owned the house next to the place that Sarah and Ben wanted had appeared on one of those guerilla "donor map" sites; the neigh­bors had given a decent amount of money to a political cause that Sarah and Ben had actively opposed. It wasn't a subject that was likely to come up in conversation, but they'd still know that the next-door neighbors were (in Sarah and Ben's view) bigots—and that they would probably see Sarah and Ben as shameful, in turn. All of the interactions they would have would be shaped by that awareness.Not for the first time, the couple commented that just a decade earlier, they would have bought the house and discovered all this about their neighbors the old-fashioned way-—through gossip, misunderstandings, and the occasional newspaper headline. As they looked again at the list of what they'd find living on this block, they wondered which way worked out better in the end.
Scenario 2, direct-universal reputation: direct (explicit) ratings that apply across a 
nearly universal community of people

WildflowersAlejandra stopped her work and cursed under her breath. This was the third ping on RepApp in ten minutes. She hadn't checked RepApp in at least a week—her reputation 
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just didn't change all that often. Something must be happening, and she doubted it was going to be good.She switched to the RepApp window and looked at the field of flowers. That was her preferred visual setting; like most people, she hated the default "yellow smiles and red frowns" visual. Most of the flowers were bright and open, waving in the "breeze" but still pretty close to the "ground"—a sign that her general reputation was pretty aver­age. But a couple of the flowers over on the "wildflower" side had shot up high and opened exaggerated blooms, and many more had wilted entirely. As Alejandra looked over her reputation field, RepApp pinged again, and two more flowers wilted, while another one started to grow.She tried to identify which reputation networks were showing this activity, but she didn't recognize the names. This was hardly unusual; RepApp pulled from thousands of "metanetworks"—reputation aggregators and sites that did free reputation analysis. She finally saw one where she had an account, and followed the link to get the reason for the change.Apparently, a picture she'd taken and posted to Wikimedia had been used by a sci­ence blogger (okay, not a problem), and that article had been picked up by one of the biggest political news blogs (uh oh). That meant that thousands of smaller political blogs picked up the story, too . . . and it looked like about a third had used the picture she'd taken. Although she was getting a positive reputation surge from the political activists that agreed with the original political news site, she was getting a far bigger negative reputation hit from those who opposed it. That the big political news site didn't really represent Alejandra's views didn't matter; what mattered was that her work had been linked to it, and that was enough to set off a "hate cascade."Alejandra remembered reading somewhere that sites like Wikimedia usually had some kind of "disassociation of use" form that could help in this kind of situation. It probably wouldn't be enough to reverse the reputation change, but it might keep it from getting worse.At that moment, however, a tall flower over on the "tend your garden" side of the field—representing one of the photography groups she belonged to—started to wilt. Those were supposed to be nonpolitical groups. Great.This was going to be a mess to clean up.
Scenario 3, emergent-constrained reputation: emergent (implicit) ratings that apply 
only within a constrained community of people

Reputation RansomJeff swore at the display on his phone. He had just gotten a text message from SocialForge indicating that his "Forge Factor" had changed by more than 25 percent. That went with the alert from the contract work site he used informing him that his 
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sociability rating was approaching unacceptable levels, and the email from Chatter- Watch telling him that he was at risk of being booted from the system because of his dangerously low "trustability'' score. That was just in the last couple of days—all of this had been happening now for over a month. And none of these sites could tell him why this was happening, only that the "reputation algorithms had responded to ongoing changes to his online profile."What really drove Jeff crazy was that he hadn't done anything—he had just been working, going to the gym, and hanging out at home reading or watching movies. He hadn't dated in months (not since that disastrous split with his ex), and hadn't changed his routine in a long time. Suddenly, he was being told that his profile had changed so severely that it was killing his reputation. That wasn't just annoying—it could ruin his prospects for work.Jeff got back to his flat and decided to forget the gym tonight. He was too dis­tracted—and anyway, maybe a change in routine would help. As he got himself a drink, his phone buzzed again with an incoming message, and Jeff gestured to have the display routed to the TV on the wall. He nearly dropped the glass when he saw the subject line."Want your reputation back?” Damn it. He'd read about these scams, but never thought one would hit him. Did someone guess a password, overhear him—oh, of course. About two months ago, he thought he'd lost his smartID card at a job, but found it again later that day in a place he could swear he'd looked. Someone must have skimmed the data and used it to go after him.Like most of these scams, whoever this was demanded money. Jeff set the mes­sage aside and started doing a wide-ranging search for any recent references to him. It didn't take him long to discover membership on sites he'd never heard of, entries by him on blogs he'd never seen, even videos uploaded to YouTube under his name. Some of it didn't even make sense, but it all had the right phrases and structure to trigger automated profile sniffers. Whoever ran this scam must have software agents setting all this stuff up. Jeff didn't even code, and he could think of a half-dozen ways to do it.Well, he wasn't going to pay the ransom, that was for sure. He would, however, have to make a call he really didn't want to make. His ex was a cop, working on fraud— exactly the person he'd need to talk to. Jeff picked up his phone again, pulled up the old contact, and tapped it. "Hello, Tom?"
Scenario 4, emergent-universal reputation: emergent (implicit) ratings that apply 
across a nearly universal community of people

Augmented RelationshipsHiroko hated getting to the airport early, but her hosts had arranged for the taxi, and traffic was amazingly light. She stepped briskly around an older couple trying to figure 
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out how to use the biometric check-in—"just walk through at a normal pace, guys"— and got in line for security. The airport security staff all wore augmented reality glasses that would identify people in line and pull up relevant data, monitor for microchanges to their facial expressions, and even run security cam searches to track their recent movements.There were signs everywhere demanding that all augmented reality (AR) glasses, smartpads, and cameraphones be shut off. (People still use cameraphones? Yeah, prob­ably that couple still stuck at check-in.) Nice. They get to see everything about us, but we don't get to see anything about them. How's that "transparent society" working out for you?Hiroko amused herself while she waited by thinking about the supposedly ultrase­cure, classified software the Transportation Security Administration AR systems ran. Cracked and available for download within a day. It was a nice bit of kit, though, even if not quite legal for her to use. Fortunately, the smartpad that still had the system loaded was at home.She sailed through security, of course (although was startled, as she was putting her shoes back on, to see all of the TSA workers suddenly lift their heads and turn to look at the same guy—he must have tripped some rep flag, but whatever it was wasn't enough for him to be stopped).Getting to her gate reminded Hiroko of the one advantage of early arrival: she could grab one of the open power plugs. Turning her AR specs back on, she gazed idly at the other passengers slowly filtering in, and waited for the market sim to load on her pad. Everyone had the same pre-jet-lagged look, even—hey!—that old couple. Guess they figured out how to check in.She avoided staring, of course. If she looked for too long at someone's face, the specs would try to identify who it was, whether you had any connection to him or her, and then work out how you should feel about that person based on how other people in your social network respond to him or her. Sometimes useful, but also a bit rude—like you were looking for the right way to try to flirt. As a result, she didn't have anything more than the basic reputation watch app on her specs—frankly, she thought, the super-detailed rep systems were something for aging Gen Y'ers, training wheels for the no longer digitally hip.The guy sitting down a couple of rows away caught her eye. He looked familiar, but she couldn't place him. Okay, just this once, she thought, and held her gaze. He looked up, and seemed to have a similar don't-I-know-her reaction. After a second, a light ring popped up around his face, along with his name (Michael Ahmadi) and the connection.He used to date her sister. Her sister had told her all sorts of things about their re­lationship. Very, very detailed things. Too-much-information kind of things. As if on 
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cue, the ring Hiroko's AR system displayed around Michael's face started pulsing bright red—"he's a hot one."Hiroko's face went just as red and she quickly looked down, just as Michael's aug­mented reality system identified her. In an instant, he saw who she was, saw the con­nection, and guessed why she was blushing.He started blushing, too, and quickly looked away.Hiroko sighed quietly. This was going to be a long flight.
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18 "I Hope You Know This Is Going on Your Permanent Record"

Madeline Ashby and Cory Doctorow

Cory Doctorow was one of the first speculative fiction authors to portray a reputation-based 
future society. Fellow author Madeline Ashby sets the stage for a Doctorow excerpt portraying 
an unusual university environment. Ashby then gives a provocative scenario of how reputation 
systems could influence another educational arena.It is August 2009, and Cory Doctorow is watching his daughter play on a secluded beach. Cory's visits to Toronto always feel like long and involved status updates: a high-pressure stream of information and opinion laced with jokes and stories and hugs. The man is a whirlwind, picking up people and spinning them around in the centrifuge of his seemingly boundless energy. But in this moment, he appears restful. I'm sitting a little behind him, digging my toes in the sand, when one of Cory's friends from way back comes up and asks me how I know him. "Well, he published my first big story."Instantly, Cory twists to face me. "Really? That was your first story?" He claps his hands together. "Ha! I'll dine out on that one for years!"Reputation is everything, in our business. You're only as good as your last project. And although there are ways in which the fiction community measures reputation (inbound links, Amazon ratings, bestseller lists, awards), none of them render changes in real time, and none of them translate into meaningful currency. Our social capital has no stock ticker. And even if it did, there's a big leap between measuring that capital and using it in place of cash, as the characters of Cory's first novel do.In that novel, Down and Out in the Magic Kingdom, new technologies (including virtu­ally limitless energy and life extension) have put human society on easy street, creating a fascinating social experiment called the "Bitchun society" (Doctorow 2003). A strik­ing innovation of the Bitchun society is a reputation-based currency called Whuffie, which functions both as a universal metric of personal reputation and as the method of monetary exchange (see foreword and chapter 2 in this volume). With the institu­tion of Whuffie, in other words, you literally pay for the things you want by debiting your reputation score, at whatever value it is currently assessed. Reputation is cash. But one of cash's greatest virtues lies in its relatively untraceable nature, and it's hard 
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to support a politically unpopular cause with Whuffie when your neighbors and col­leagues have a heads-up on your spending. A reputation-based economy that required all our transactions to be traced would also necessitate either a fundamental shift in global morality and law, or the capacity for citizens to maintain multiple "accounts."The possibility of maintaining multiple accounts more accurately reflects the status quo today. Online and off, we maintain multiple identities, each of which has its own attendant reputation. Who we are at work is different from who we are at home, and those two identities are different from the person role-playing at Comic-Con or the person speaking to our in-laws. This reality of human experience—the fracturing of the self into disparate masks, each of them contextually appropriate—is nothing new. What is new is the knowledge that each of those subjectivities can now be graded and marked in very real and potentially lasting ways. Relatives and supervisors may furrow their brows when you express an opinion they disagree with, but your friends online can vote you up and down, give you hearts or stars or gold, or nix you from their friends list. This is the charm of reputation economies. They codify the currents that once flowed invisibly beneath the surface of our conversations and transactions.Reputation and its assessment have long provided fodder for fiction. Near the end of Les Liaisons Dangereuses, the Marquise de Merteuil flees the city when two letters exposing her duplicitous nature become public; her health declines and she is left liter­ally scarred by the sudden fall of her reputation (de Laclos and Stone 1782). In a world in which we may carry our online karma through multiple stages of our lives, the story remains resonant. Our friends may forget our sins, but Google never will. The record of our failures will be there when our grandchildren's fingers itch for the stories we refuse to tell. Our reputations will not merely precede us; they will outlive us and everyone else who helped us establish them.In other cases, our reputations survive unscathed despite our best efforts to the con­trary. In an interview given in April 2010, Cory acknowledged the inequity endemic to the economy he had imagined: "I think Whuffie is primarily one of those systems that rewards you for having gotten lucky or doing something good some time ago, and then continues to reward you for that forever at the expense of other people" (Canavan 2010). This situation is far from ideal. As Cory noted in response to uto­pian interpretations of Whuffie, "A properly Utopian system is one in which you have something that's a lot like merit, not like circumstance—where people are rewarded based on how great they are, not based on how great they used to be" (Canavan 2010).It is with these words in mind that I wrote the second scenario of this chapter. The first scenario is an excerpt from Down and Ont in the Magic Kingdom. In it, the main character recalls the first days of Whuffie. To employ Jamais Cascio's helpful terminol­ogy from chapter 17, Whuffie is a direct-universal system, global in reach and almost free of contextual framing. Everyone in the story uses it, taking stock of their rankings through heads-up displays—in some cases, these are built right into their eyes. In 
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many ways, this ranking is more pervasive, resilient, and meaningful than any other metric of identity. The characters may cast aside families, beliefs, and citizenships, but Whuffie is forever.1 sought to invert these paradigms in my own scenario. I wanted to write about a direct-constrained or emergent-constrained system that depended heavily upon con­text. I hoped to create a local, merit-based system whose metrics still translated to meaningful gains and losses despite the relatively small contextual frame. But what limited context could possibly exude such vast power over so many interlocking sys­tems, joining them together into one very important but ultimately impermanent score?Naturally, I wrote about high school.
Scenario 1, excerpt from Down and Out in the Magic Kingdom by Cory DoctorowBitchun wars are rare. Long before anyone tries a takeover of anything, they've done the arithmetic and ensured themselves that the ad-hoc they're displacing doesn't have a hope of fighting back.For the defenders, it's a simple decision: step down gracefully and salvage some rep­utation out of the thing—fighting back will surely burn away even that meager reward.No one benefits from fighting back—least of all the thing everyone's fighting over. For example:It was the second year of my undergrad, taking a double-major in not making trouble for my profs and keeping my mouth shut. It was the early days of Bitchun, and most of us were still a little unclear on the concept. Not all of us, though: a group of campus shit-disturbers, grad students in the Sociology Department, were on the bleed­ing edge of the revolution, and they knew what they wanted: control of the Depart­ment, oustering of the tyrannical, stodgy profs, a bully pulpit from which to preach the Bitchun gospel to a generation of impressionable undergrads who were too cowed by their workloads to realize what a load of shit they were being fed by the University.At least, that's what the intense, heavyset woman who seized the mic at my Soc 200 course said, that sleepy morning mid-semester at Convocation Hall. Nineteen hun­dred students filled the hall, a capacity crowd of bleary, coffee-sipping time-markers, and they woke up in a hurry when the woman's strident harangue burst over their heads.I saw it happen from the very start. The prof was down there on the stage, a speck with a tie-mic, droning over his slides, and then there was a blur as half a dozen grad students rushed the stage. They were dressed in University poverty-chic, wrinkled slacks and tattered sports coats, and five of them formed a human wall in front of the prof while the sixth, the heavyset one with the dark hair and the prominent mole on her cheek, unclipped his mic and clipped it to her lapel.
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"Wakey wakey!" she called, and the reality of the moment hit home for me: this wasn't on the lesson-plan."Come on, heads up! This is not a drill. The University of Toronto Department of Sociology is under new management. If you'll set your handhelds to 'receive,' we'll be beaming out new lesson-plans momentarily. If you've forgotten your handhelds, you can download the plans later on. I'm going to run it down for you right now, anyway."Before I start though, I have a prepared statement for you. You'll probably hear this a couple times more today, in your other classes. It's worth repeating. Here goes:"We reject the stodgy, tyrannical rule of the profs at this Department. We demand bully pulpits from which to preach the Bitchun gospel. Effective immediately, the University of Toronto Ad-Hoc Sociology Department is in charge. We promise high- relevance curriculum with an emphasis on reputation economies, post-scarcity social dynamics, and the social theory of infinite life-extension. No more Durkheim, kids, just deadheading! This will be fun."She taught the course like a pro—you could tell she'd been drilling her lecture for a while. Periodically, the human wall behind her shuddered as the prof made a break for it and was restrained.At precisely 9:50 a.m. she dismissed the class, which had hung on her every word. Instead of trudging out and ambling to our next class, the whole nineteen hundred of us rose, and, as one, started buzzing to our neighbors, a roar of "Can you believe it?" that followed us out the door and to our next encounter with the Ad-Hoc Sociology Department.It was cool, that day. I had another soc class, Constructing Social Deviance, and we got the same drill there, the same stirring propaganda, the same comical sight of a ten­ured prof battering himself against a human wall of ad-hocs. Reporters pounced on us when we left the class, jabbing at us with mics and peppering us with questions. I gave them a big thumbs-up and said, "Bitchun!" in classic undergrad eloquence.The profs struck back the next morning. I got a heads-up from the newscast as I brushed my teeth: the Dean of the Department of Sociology told a reporter that the ad- hocs' courses would not be credited, that they were a gang of thugs who were totally unqualified to teach. A counterpoint interview from a spokesperson for the ad-hocs established that all of the new lecturers had been writing course-plans and lecture notes for the profs they replaced for years, and that they'd also written most of their journal articles.The profs brought University security out to help them regain their lecterns, only to be repelled by ad-hoc security guards in homemade uniforms. University security got the message—anyone could be replaced—and stayed away.The profs picketed. They held classes out front attended by grade-conscious brown­nosers who worried that the ad-hocs' classes wouldn't count toward their degrees. 
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Fools like me alternated between the outdoor and indoor classes, not learning much of anything.No one did. The profs spent their course-times whoring for Whuffie, leading the seminars like encounter groups instead of lectures. The ad-hocs spent their time bad- mouthing the profs and tearing apart their coursework. At the end of the semester, everyone got a credit and the University Senate disbanded the Sociology program in favor of a distance-ed offering from Concordia in Montreal.
Scenario 2, / Hope You Know This Is Coing on Your Permanent Record by Madeline Ashby"It would be a real boost to your score," Okiayu had reminded her. "And the more ex­ams you take, the more you counterbalance your current score. So next year, when you take the exams for real, you might be accepted to your first choice school."The prep school pimps had taken her out to a Choco Cro. Mid-afternoon, it wasn't busy. Megumi stared at her espresso and croissant on its plate. It was still too hot; chocolate would ooze out if she bit into it now. They used to serve the croissants in cardboard cones for exactly that reason, but there was a law now about disposables. She'd met a guy once who collected the cones. He'd feathered them across his walls, orange and yellow and green, muted like the colors in a 35mm film. His score, like hers, was low. Not just low. Marianas Trench low."Please don't underestimate this opportunity," Horie said. When Megumi attended the cram school, Horie had just been the girl taking attendance. Had it really been that long?"We would of course pay your exam fees and travel costs," Okiayu said."Including meals?""Including meals."Belatedly, Megumi checked the school's rankings with her mood ring. It was the last vestige of her old life, and she kept it tuned to an academic channel. The tiny LEDs buried in its core glowed a warm, healthy pink when in the presence of a high score, and shifted to green around newbies. She turned it three times around her finger to activate it. A faint blue light answered her: a score submerged below baseline.Now their offer made sense. The students at their cram school probably weren't acing entrance exams like they used to. The scores were slipping just enough so that the school couldn't quite justify its standard percentage increase in tuition fees this year. The entrance exam cycle started two months from now. In all likelihood, everyone else on the cram school's list of potential score-skewers had refused this offer."I want a bonus, too," she said. "I'd be studying over the holidays, and that means missing overtime pay.""We'll pay you a temp's wages for the exam days, with bonuses for high scores."
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To make any money at all, Megumi would have to take all the exams possible and do very well, thus boosting the school's total score. Watching Okiayu bite into his croissant, she had a feeling he'd planned it this way. For the first time in a long time, she pointed the ring at herself. Its light sputtered out and died.
* * *At home, Megumi reviewed her total reputation score. If she searched far back enough, she could find the very first data point: an early education specialist's assessment of which preschool would suit her best, based on fifteen minutes of supervised playtime at the ward park. Other inputs trickled in over the years, from traffic cams that told the system whether she held hands with the other kids as she crossed the street, to vend­ing machines that tattled whenever she bought too much sugar, to baseline things like her grades and her participation in clubs. She'd once had the kind of score that made people recheck their displays. She watched their eyes veer sharply to the upper right corner of their glittering spectacles, or caught them scanning her face with their phones under pretence of waving hello. In junior high, the entrance counselors at her first-choice high school said they would enroll her based on her reputation arc alone. She took the exams anyway.Other countries, ones that weren't still climbing out of the economic wreckage left by the quake, organized their university entrance process differently. But in Japan, get­ting into the public universities was everything. This too was a function of reputation: everyone knew that the private universities were for-profit corporations where you paid for a piece of paper that meant nothing about your ability to do real work. During the financial deep freeze, competition for entrance to public universities spiked. So the entrance exam system, once designed to catch and keep the best students, reorganized itself to start keeping the majority of students out. The first step was creating reputa­tion points.Megumi had older cousins who argued against the system. What did it matter if they frequented karaoke rooms, if they got their homework done? Why should a per­centage of their total grade be based on whether they smiled during presentations or opened doors for older teachers? But the Ministry of Education praised the system as a return to traditional values: good behavior at home meant good behavior at school meant good behavior at work. And as the most cynical former students told Megumi, the system didn't change anyone's perceptions of student behavior so much as it quan­tified what everyone was already thinking. The outsiders in the school had understood the role reputation played in their academic life. They knew what the teachers thought about them and their hobbies, and how those thoughts influenced the grading pro­cess. Now the smart kids knew it, too.Megumi worked the system like a pro until she slept with her math teacher.
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Hattori was a young teacher, only nine years older than Megumi. He was married. His wife was pregnant. Every day, he had a funny story to tell about the pregnancy, usually involving the toilet's estrogen meter. The laughter that bubbled up out of her during these stories was the most natural part of Megumi's day. It was the only reac­tion she didn't have to perform. She liked him. They worked well together planning math team study sessions and fundraisers. They painted the club fair booth together. The last day before summer break, he gave her the mood ring. He'd won it from a cap­sule toy machine while playing for an RFID pacifier intended for his baby.But when the students returned, the baby stories didn't. Hattori's wife had miscar­ried. "I didn't just lose the child," he told her later. "I lost her."It happened in Hokkaido, where the math team was staying for the national com­petition. They won, but with the preparation and travel and explanations of each problem, Megumi lost her voice. Noticing this, Hattori invited her up to his room after the celebratory dinner, claiming to have a packet of lozenges that would ease the pain in her throat. His wife liked them best, he said. Then he started to cry. He cried silently, crumpling in on himself, until Megumi wrapped an arm around his shoulders and pulled him close.When it all came out, he tried telling the principal that he'd taken advantage of her. But it had happened the other way, and Megumi said so. Strategically, this was a big­ger mistake than sleeping with Hattori. The admission called all of her previous grades into question. The school mounted an inquiry. Her score plummeted. Senior year, she didn't even bother with her university entrance exams.
•ft * *That January, Megumi blazed through the exams. She had learned the new testware online via practice exams, not wasting her time on memorization or studying. Even back then, Megumi had never spent much time on memorization. In every subject ex­cept English, she considered the persona of the one designing the exam, and thought about what they would like to hear, then clicked accordingly. The only process that could teach her how to inhabit these personae was taking test after test. It helped that the other students—they looked so young!—took note of her score and sat far away, as though they feared catching her decrepitude. This gave her the space she needed to stretch and yawn and scratch and do all the things she'd never dared to do while in a classroom. Her partial scores, when they appeared onscreen after each exam, were not as good as her old ones had been. But they rose.She started receiving messages from her old classmates through the reputation sys­tem's attendant social network. The account came with her kindergarten registration. She once boasted hundreds of friends. Then Hattori happened, and they disconnected in droves. Now they merely lurked, peeping her partial scores and occasionally leaving
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anonymessages. After the second week, when she'd done ten tests and her academic ranking spiked, the fans arrived. They dug up her story and her pictures and the old posts written about her. Junior high schoolers, usually one from every major school, they wanted help with their high school entrance exams, and with their own crushes. When they had tricky questions about math or science, she helped them. This was her only traditional attempt at studying. As a result, her reputation rose among a group in which she was not really a member: an active group, still in school and still dy­namic. The effects of this on her score were unexpected, but for Megumi, not entirely unwelcome. w ★ *She completed her final exam in Hokkaido, at the same hotel where she and Hattori had first slept together. It was under new management, and featured revamped decor. Without recognizing the name, she might never have known. Even the room where they had stayed was now a lounge. She grabbed a drink there, afterward. It was on the house. "My daughter follows you," the bartender said. "She looked you up after she heard you were connected to this place. She worked as a maid here last summer.""I'm not sure I'm the kind of person your daughter should look up to.""Even smart people make stupid mistakes," he said. "You were seventeen, right?Back when I was seventeen, that's what being seventeen was for.""I tried to tell the student council that, too.""Well, seems you've smartened up since then. You gonna try again for university?" "I don't know," Megumi said, because she honestly didn't."Well, you're done your exam, you're in Hokkaido—where are you headed now?" "That's easy. The bath. I always take one after a test.""That's a good habit. Clears your mind. You seem like you haven't lost your smarts. You didn't really lose it, did you, between then and now?""Oh, I lost it, all right." Megumi finished her drink. "I'm just wondering if I'll get it all back."
★ ★ ★In the bath, she considered her words. The bartender was right. She was smart. She still had the knack for exams, and at one time she'd had the hang of the system. But between her first night in this hotel and her second, she'd seen other systems. She'd been part of the Midorep community, assessing the environmental sustainability of products and giving them a rep. It was how she'd met the Choco Cro carton man, sav­ing the cardboard from the recycler raccoons and their trash-laden bikes. At one time, she had read manga based on whether the artists' reps had high scores for allowing freedom of use: unless they allowed fans to make their own derivatives, she wouldn't pick up the title. But these were only fractions of life, not the sum total of it. Megumi 
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no longer believed that the sum total of any person could be calculated by a horde of outsiders. Not when the people closest to you had no idea who you were or what you might do.She watched the steam rising from her bath and wondered where Hattori had gone. What was his score, now? Did he still allow himself to be graded? Did he still grade others? Briefly, she wished that all mistakes had a homeland they could return to, so she could visit her mistakes and ask them if they remembered events the same way she did.Once, she had known the smart thing to do. She had the script memorized. It was easy, even comforting, to let other people tell her how good she was. But being herself was harder, and so was being her own judge. You had to set your own baseline, select your own metric. Invent your own system.Under the water, she twisted her ring three times. It glowed lilac, somewhere be­tween the drowning blue and the living pink. Carefully, she placed it on the lip of the tub, and lifted herself free of the water.
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